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Climate change is unfolding amid the greatest information and 
communication revolution in human history. From e-commerce and 

social media to smart manufacturing and precision farming, digital 
technologies have become prevalent in all aspects of economic and 
social life. 

Digital technologies also have the potential to shape climate change 
action. Green digital transformation can help countries adapt effectively 
to the impacts of climate change and create greener growth pathways. 
Doing this means combining a focus on digital transformation and 
inclusion with a strategic and sustainable use of digital technologies  
to address climate change.

Green Digital Transformation: How to Sustainably Close the Digital 
Divide and Harness Digital Tools for Climate Action illuminates the 
channels through which digital technologies intersect with climate 
change, and it proposes a path to low-emissions applications of digital 
technologies to help countries mitigate and adapt to climate change.
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Main Messages

Climate change is unfolding amid a digital revolution. From digital identification to 
e-commerce to precision farming, digital technologies have emerged in all facets of 
economic and social life. Digital technologies are also increasingly shaping responses 
to climate change: early warning systems are alerting populations when storms are 
looming, and apps are helping farmers choose drought-resistant seeds. The growing 
array of digital tools,  however, is beyond the reach of many of the people and countries 
who need them most. Nearly 3 billion people remain digitally unconnected, with the 
overwhelming majority concentrated in low- and middle-income countries (LMICs). 
Investing in inclusive digitalization and climate action is intertwined. Climate relevant 
applications and services are needed, as well as universal digital foundations such as 
connectivity, data infrastructure, and digital skills.

Digital technologies are necessary to accelerate climate action. Digital technolo-
gies, for example, have an important role to play in reducing greenhouse gas (GHG) 
emissions in high-emitting sectors, such as energy, transportation, and materials. The 
targets of the 2015 Paris Agreement on climate change will not be reached at the pres-
ent level of effort and investment. Accelerating the pace of climate action will depend, 
among other things, on technological innovation, much of which will be powered by 
digital solutions. LMICs recognize the power of digital technologies for climate action.  
Two-thirds of developing countries include technology as part of their climate action 
plans (Nationally Determined Contributions) to help adapt to or mitigate the impacts 
of climate change.

The digital sector needs to be greener and more resilient. The digital sector itself 
is  being affected by climate change—and is contributing to GHG emissions. Digital 
infrastructure is susceptible to climate hazards. As countries become digitalized, 
weather-related digital infrastructure failures can have significant economywide conse-
quences. Climate proofing digital infrastructure is important and can be part of wider 
efforts to protect critical infrastructure. Digital infrastructure and technologies are also 
part of the climate change problem, as they consume substantial energy. Increasing 
energy efficiency and transitioning to renewable energy for connectivity, equipment, 
and data processing will be important to ensure digital emissions dwarf climate divi-
dends from the digital sector.

Achieving a green digital transformation needs a push from industry and a pull 
from government. Globally, multinational digital firms are the biggest consumers of 
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renewable energy and are investing in more energy-efficient digital infrastructure. This 
push from industry is critical. In parallel, countries can create enabling environments 
that incentivize, and pull, the greening of the digital sector, for example, by providing 
access to cleaner energy sources and partnering with operators. Some governments 
have embarked on this journey. But in many countries digital and climate ambitions are 
siloed. There is a need to create a bridge between the digital and green transitions. 
Doing this entails mainstreaming climate considerations in digital policies, closing the 
digital divide in a sustainable way, and strategically integrating digital technologies in 
climate change efforts.
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Executive Summary

Governments across the world are looking for solutions that match the urgency and 
scale of the climate crisis—digital technologies are a key tool in this effort. Advances 
in digital technology are changing the way people interact, work, and live. They are also 
creating new ways to manage climate change. At the country level, digital technologies 
are increasingly powering adaptation efforts and supporting low carbon development 
pathways. A more strategic approach is needed, however, to develop, enable, and scale 
solutions and ensure they reach the most climate vulnerable populations.

From drought to floods, climate change is affecting populations across the world. 
Although no country is spared, climate change disproportionately affects the poorest 
and most vulnerable populations, threatening to push as many as 130 million people 
into poverty by 2030 and 200 million into migrating by 2050. Unchecked,  climate 
change poses huge risks to countries’ long-term development, growth, and stability.

A green and digital twin transition is imperative. Digitalization can help nations 
fight climate change by enabling novel solutions and greater efficiency in a wide range 
of practices, processes, and services. Digital technologies, however, carry climate 
costs as well as benefits stemming from the use of energy and resources to build, 
power, and dispose of digital infrastructure, devices, and components. A twin transi-
tion approach seeks to pair digital transformation with climate action. This means 
ensuring inclusive and sustainable digital foundations and applications are in place 
to accelerate mitigation and adaptation efforts, while also reaping wider benefits of 
digital transformation for growth, job creation, and better lives.

This report proposes a path toward low-emission applications of digital 
 technologies to help countries mitigate and adapt to climate change, while 
 simultaneously meeting their digital transformation goals. It examines how to 
increase the synergies among socioeconomic development goals, climate change 
 policies, and digital technologies, offering guidance on how government institutions 
and private organizations in the digital field can catalyze green digitalization. 
The  guidance includes strategies for greening the digital sector itself, as well as 
 leveraging digital technologies for climate action across sectors (figure ES.1).
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Executive Summary

The Digital–Climate Change Nexus

The links between the digital sector and climate change are less well understood 
than those with other sectors. This report proposes a conceptual framework with two 
channels—direct and indirect—to illustrate how digitalization interacts with climate 
change:

■■ Direct channel. The production, use, and disposal of digital technology contrib-
ute directly to GHG emissions. Digital infrastructure is also directly exposed 
to significant climate change–induced risks, including rising temperatures and 
sea levels, water scarcity, and extreme events such as drought, cyclones, and 
flooding.

■■ Indirect channel. As digital technologies become pervasive in social and  economic 
activities, they also have an indirect impact on climate change at the macroeco-
nomic level and across sectors. At the macro level, digital technologies increase 
productivity, thereby increasing total consumption and pushing up emissions. 
Decoupling economic growth from emissions—that is, ensuring that the growth 
rate of GHG emissions is less than that of its economic driving forces—becomes 
essential to achieving a sustainable growth trajectory. The fact that both pro-
duction and consumption across sectors are being “dematerialized” thanks to 
the rapid development of digital technologies provides opportunities to achieve 
decoupling.

Climate action and digital transformation are core policy priorities for 
many  governments, but most often these efforts are carried out in isolation. 
There are, however, modest signs of convergence. Many LMICs are already incor-
porating technology—including digital technology—into their plans to combat 

FIGURE ES.1 The Green–Digital Nexus

Source: World Bank.
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Executive Summary

and adapt to climate change. Overall, 84 percent of countries mention “technology” 
in the mitigation provisions and 63 percent mention it in the adaptation provisions 
of their Nationally Determined Contributions (NDCs). NDCs reflect the efforts by 
each country to reduce national emissions and adapt to the impacts of climate 
change (figure ES.2). Although the role of technology is often mentioned, it is 
rarely addressed strategically in the NDCs, and the proposed applications are 
narrow (mainly disaster risk management technology and smart consumption 
solutions), indicating a need for a greater awareness of digital technologies for 
climate action.

At the policy level, integration of green and digital policies cuts across 
 governments and stakeholders, calling for a whole-of-government approach. Digital 
 ministries need to understand how to integrate climate considerations into their sector 
policies, such as through strategies that promote climate-resilient digital infrastructure, 
and encourage investments in low-carbon digital infrastructure. Digital ministries also 
need to ensure that the digital fundamentals such as connectivity and data infrastruc-
ture are in place to enable use for climate action. Other ministries, institutions, and 
organizations that grapple with climate change should focus on identifying digital 
applications for combating climate change, weighing the factors that may limit the scale 
and scope of implementation.
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FIGURE ES.2 Mentions of Technology in Mitigation and Adaptation Provisions of Nationally 
Determined Contributions (NDCs)

Source: World Bank analysis based on Nationally Determined Contributions Registry, United Nations, New York (accessed September 2022), 
https://unfccc.int/NDCREG.
Note: Digital tech: a country mentioned one or more technological initiatives heavily underpinned by digital technologies; other tech: a country 
mentioned one or more technological initiatives that do not necessarily involve digital technologies for connectivity or analytics; no tech: a country 
did not explicitly mention technology in their NDCs. The analysis covered 197 countries, including 138 low- and middle-income economies.
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Decarbonizing the Digital Sector

Current estimates of the sector’s share of global carbon dioxide (CO2) emissions 
range from 1.5 to 4 percent—or roughly equal to the footprints of commercial 
aviation or maritime transportation. The booming digital economy relies on 
devices and networks that consume energy and electricity, creating carbon foot-
prints. Country-level emissions vary considerably and depend on a country’s level of 
digitalization,  patterns in the consumption of digital technologies, and sources of the 
energy used. 

Data centers are a large source of emissions, but so are digital devices and 
telecom networks. Although much attention has been paid to the energy 
 consumption—and thus the emissions—of data centers, emissions from digital 
devices and networks are similar (figure ES.3). It is heartening that as data con-
sumption has skyrocketed in recent years, data centers’ energy consumption and 
emissions have not grown apace, a result traceable to efficiency gains and greater 
use of renewable energy. Overall, however, without a sharper change in direction, 
expansion of the information and communication technology (ICT) sector will 
continue to push up emissions, calling for substantially greater investments in 
innovation, energy-efficient technology, and renewable energy as digitalization 
increases. Technologies tailored to low- and middle-income economies must not 
be overlooked in the process.

FIGURE ES.3 Emissions from Subsectors of the ICT Sector

Source: Adapted from WIK-Consult and Ramboll (2021) to include estimates by Minges, Mudgal, and Decoster (forthcoming) based on analysis of 
reported emissions by more than 150 international digital companies. 
Note: The midpoint of the range of the subsector’s contribution to total emissions in the sector is reflected in the size of the boxes. Televisions 
(including smart TVs) are excluded from the sector breakdown. “Other” includes routers and connected devices. Mobile network operations account 
for more than 50 percent of the emissions of connectivity network operations. Deployment and decommissioning account for 10 percent of total 
connectivity network emissions. ICT = information and communication technology.
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The sphere of influence for governments will depend on their country’s position 
in the digital value chain. For example, devices, which emit most during manufacture, 
are manufactured in a small number of countries. Similarly, hyperscale data centers 
serving global markets are located in relatively few countries. In these countries, corpo-
rate climate commitments, effective government policies, and use of renewable energy 
can have a strong effect on global digital emissions. With shifts to edge infrastructure, 
data center emissions may be become more disbursed globally.

Multinational digital firms lead in the use of renewable energy. In line with 
 corporate commitments, the ICT sector is the largest purchaser of renewable energy 
globally. This sector is therefore an important and potentially underestimated part of 
the overall transition to renewable energy, with multinational corporations emerging 
as significant drivers of demand for renewable power in some LMICs. Governments 
play a critical role through renewable energy policies, investments, and the enabling of 
direct power purchase agreements by firms. 

From artificial intelligence (AI) to emails, it is the sum that counts. New 
technologies can expand the use of digital and data infrastructure, generating ever 
more emissions such as from blockchain, fifth-generation (5G) technology, and AI. 
Although AI algorithms can be energy-intensive to run, the same is true of the mil-
lions of emails, video calls, and bytes of stored data. Greening digital requires big 
and small actions across multiple use cases and stakeholders, including individual 
users. As the ICT sector grows across countries at all income levels, every country 
and every sector will have to consider how the digital transformation can be made 
more sustainable.

Making the Digital Sector More Resilient

Digital infrastructure is increasingly susceptible to climate risks. Digital disruption 
means social and economic disruption. Among these hazards are flooding (both coastal 
and riverine), landslides, tsunamis, cyclones, powerful storms and winds, water scar-
city, and extreme heat. Damage to digital infrastructure disrupts connectivity and 
access to linked data and digital systems. Even localized damage can affect entire 
 networks. Because of economywide digitalization, interruptions can cause failures of 
the associated critical infrastructure, such as communication services, banking, power 
grids, railways, and government services. Digital infrastructure is, therefore, critical 
infrastructure that must be climate proofed.

Digital Technologies for Mitigation

Digital technologies are creating new opportunities to cut emissions and fight 
 climate change across sectors. In this report, energy, transportation, agrifood systems, 
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and urban centers are identified as high-emitting sectors in which digital technologies 
can be leveraged for mitigation:

■■ In the energy sector, digital technologies can advance the transition to  renewable 
energy. Examples range from pay-as-you-go solutions for solar devices to sat-
ellite imagery that helps identify the best locations for geothermal and hydro 
sites. Digital solutions can also enhance energy efficiency and enable demand-
side flexibility (smart grids, meters, and devices/appliances/machines), as well 
as support implementation of decentralized distributed energy systems powered 
by renewables.

■■ In the transportation sector, digital technologies can accelerate the transition to 
electric vehicles and to modal shifts in passenger transport, public transport, and 
shared mobility. They can also optimize traffic flows and contribute to digitally 
enabled logistics systems that enhance freight management and reduce transport 
needs.

■■ In the agrifood system, digital technologies can lower emissions systemwide 
(energy, fertilizer, transportation, processing, and sales) through direct, enabling, 
and behavioral effects that improve food production, reduce waste, and lead to 
better use of natural resources.

■■ In the urban sector, digital technologies can mitigate climate change in urban 
planning and waste management. They can also improve the carbon footprint 
and energy efficiency of buildings. Applications can be deployed as well to pre-
cisely identify, measure, and manage key sources of pollution (air, waste, water, 
and noise) in urban areas.

Achieving mitigation at scale will require building digital foundations and 
 promoting widespread adoption. Many climate technologies are never scaled up. 
The cost of adoption, the lack of adoption incentives, and the failure to tailor solutions to 
local contexts too often limit demand. On the supply side, the need for digital founda-
tions as prerequisites and enablers of climate action is often underestimated. These foun-
dations include investments in universal broadband coverage and uptake; digital literacy 
and advanced digital/data skills; and public digital infrastructure to allow governments to 
generate, share, analyze, and utilize data. Early consideration of cyber resilience and data 
protection in the design of digitally enabled systems is also vital to minimize risks.

Digital technologies are not a panacea for climate action. Digitalization does 
not by default shrink the carbon footprint of any sector. Some solutions may reduce 
unit-level emissions while boosting overall usage, producing a rebound effect. For 
example, although 5G technology—which can be used for Internet of Things solu-
tions—is more energy efficient per unit of data, increases in data volume and in use of 
the underlying network infrastructure can result in higher total emissions. Because 
these effects are not always foreseeable at the outset, constant attention should be paid 
to measuring and balancing the climate-friendly effects of an innovation and its possi-
ble rebound effects. Substantial research is needed to clarify these relationships and 
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guide climate action. In the meantime, the transition to renewable energy is the surest 
way to minimize the adverse effects of any digital advance.

Digital Technologies for Resilience

Countries must cope with climate shocks as well as the gradual effects of climate change. 
Eight of the 10 countries most affected by extreme weather events in 2019 were low- and 
middle-income economies. Half were in the least-developed category. Geographically, 
many of these countries are exposed to direct effects from rising temperatures and 
flooding because they lie at low elevations and have densely populated coastlines or 
riverine zones. 

Digital technologies can contribute to resilience to both long-term climate risks 
and climate shocks. At the macro level, development of the digital sector and 
economywide digitalization can strengthen the resilience of an economy, for example, 
by diversification to less climate vulnerable sectors and jobs, and virtualization of trans-
actions and communications. Digital technologies can also help policy makers adapt to 
climate change by providing the tools and data needed to sharpen predictions, enhance 
decision-making, and better prepare for disasters. Digital infrastructure and applica-
tions can enhance resilience before, during, and after climate shocks:

■■ Before climate shocks, digital solutions can enhance disaster preparedness by 
identifying high-risk areas and informing investments in, for example, flood 
protection measures. Digital financial and insurance services can also serve as a 
safety net against potential income losses.

■■ During climate shocks, early warning solutions can be critical to protecting vul-
nerable populations. Advanced technologies using AI and satellites are pushing 
the boundaries of disaster risk management, while simple technologies such as 
WhatsApp-based early warning systems are proving equally important.

■■ After a climate shock, the availability of digital identification systems and digital 
financial services can allow rapid, targeted, and effective outreach to affected 
populations through cash transfers, remote access to services, and information. 
As countries mounted a response, those that used digital databases and data 
sharing platforms reached more than three times the beneficiaries with social 
protection payments and services than countries that had to collect new recipi-
ent information.

Both strong digital foundations and advanced digital applications are needed 
for resilience. Areas for investment include connectivity, digital skills, and safeguards 
(cybersecurity and data protection). Global and local investments are needed as well in 
digital public goods requiring data access, management, and governance. A key con-
cern is whether solutions and digital investments reach the most climate vulnerable 
people, regions, and countries. Rural areas are a particular challenge because popula-
tion density and connectivity costs can reduce commercial viability.
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Policy Recommendations

Governments, private companies, the broad community of nongovernmental and 
scientific organizations, and the public at large share the burden and challenge of 
taking action to combat climate change. Governments, in particular, have a stake in 
clearing the way for and actively encouraging the ICT sector and other actors to use the 
full power of digital technology to advance mitigation and adaptation, while mitigating 
the climate impacts of increased digitalization.

Key principles to inform green digitalization strategies include the following:

■■ Complete a risk and emissions profile. Each country must determine its green 
digitalization priorities around its climate risk profile and carbon footprint. 
LMICs are particularly exposed to climate change and need to find cost-effective 
ways to adapt. High- and low-tech solutions alike can play a key role, but both 
require investments in digital foundations. Governments must also encourage 
the ICT sector to build its own climate resilience and set a good example by 
climate proofing public digital infrastructure to ensure continuity of critical 
operations, communications, and services.

■■ Decouple digitalization from emissions. Growth of the ICT sector is going one 
way: up. With nearly 3 billion people remaining offline across the globe, fos-
tering digital inclusion is of great importance. But the climate change impact 
cannot be neglected during digital transformation. According to International 
Telecommunication Union estimates, to contribute proportionally to the reduc-
tion of global warming, emissions from the sector must be cut in half by 2030. 
Doing so will require all countries to accelerate the adoption of smarter, more 
energy-efficient equipment, devices, and processes; expand the use of renewable 
energy in the digital sector; and apply digital technologies effectively to reduce 
GHG emissions from other sectors. Policies are needed across the digital value 
chain. Some examples include the following:

■❍ Telecom networks: policies to promote infrastructure sharing, as well as 
incentives and investments to promote renewable energy across the value 
chain (including off-grid, last-mile connectivity).

■❍ Data infrastructure: data infrastructure strategies that factor in energy 
and  water resources, including the reuse of heat; regulations to limit the 
use of problematic refrigerants; investments in technological innovation and 
capacity building of the workforce (sustainable data center planning and 
operations).

■❍ Devices: policies and investments to promote durable and repairable 
devices, e-waste management, and the circular economy; a push for global 
standards, as well as regulation and incentives in countries that manufac-
ture devices.
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■❍ Data: investments in climate data platforms and data policies for the trust-
worthy collection, use, and reuse of data, as well as a focus on interoperabil-
ity, data standards, digital skills, safeguards, and open data access.

■■ Ensure resilience of critical digital infrastructure. Climate events inevita-
bly have an impact on digital infrastructure. Nevertheless, governments can 
improve the resilience of digital infrastructure by incentivizing adoption of 
 resilient technology choices; requiring consideration of climate risks in the 
design, deployment, and upgrade processes; and ensuring adequate redundancy 
while maximizing infrastructure sharing.

■■ Calculate costs and benefits in a local context. Most energy efficiency  measures 
and green technology choices are cost-effective over the life of the asset. However, 
costs and benefits should be assessed considering a country’s development pro-
file and weighed against other development priorities such as digital inclusion. 
For resiliency investments, a paradigm shift is needed to move from corrective 
to preventive measures that are much cheaper and more effective.

■■ Leverage position in the value chain. Because of the global nature of the ICT 
sector, emissions from some parts of the value chain are concentrated in a few 
countries (such as those where digital manufacturing takes place or where large 
data centers operate). Governments in these countries have an opportunity and 
a responsibility to engage internationally to set enhanced standards—and to 
apply those standards at home.

■■ Break policy silos. Green digitalization calls for whole-of-government 
approaches. Digital ministries must consider national climate risks and  ambitions 
and engage with stakeholders to leverage digital technologies effectively. Other 
sector ministries and implementing agencies may require capacity building 
to apply digital technologies effectively to climate action and to recognize 
digital risks.

■■ Engage multiple stakeholders. Private companies play a key role in green digi-
talization. They have a natural interest in reducing energy consumption and its 
associated costs, as demonstrated by changes in the telecommunication value 
chain and data center industry. Meanwhile, multinationals in the ICT sector have 
set the bar higher by embarking on net zero carbon strategies. Governments 
should create a strong enabling environment for these efforts and partner with 
the private sector in, for example, encouraging renewable energy power pur-
chase agreements to power digital infrastructure and leverage the sector to drive 
demand for the local renewable energy sector.

■■ Apply agile regulation principles. The green–digital policy nexus is uncharted 
territory for most governments. Agile policy principles can help governments 
create a responsive enabling environment for green digitalization. So-called 
regulatory sandboxes and support for innovation test beds can enable novel 
approaches to data use and testing of climate-friendly digital technologies.
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For the global community, important tasks are at hand:

■■ Improve research, standards, and innovation. The ICT sector lags other sec-
tors when it comes to understanding its links with climate change. Despite 
digitalizing rapidly, very few countries are able to report emissions from the ICT 
sector. Stronger methodologies and country-level capacity are needed. In the 
data center industry, efforts toward greening are common, but internationally 
recognized standards are lacking. The country-level or regional codes of con-
duct that are emerging are important for setting a common direction. For cross-
sectoral technologies, the focus is moving from uncritical optimism to tough 
but necessary exploration of the positive and negative drivers of emissions. The 
multistakeholder partnerships leading the way will be critical in determining 
which solutions and approaches deserve to be scaled up through investments. 

■■ Introduce digital climate financing. The adoption of digital technologies 
to fight climate change requires investment in digital foundations: networks, 
devices, applications, capabilities, and services. This investment calls for a new 
mindset when allocating climate financing. Currently, the ICT sector and digi-
tal foundations are largely ignored in climate financing. To unleash the power 
of digital solutions across sectors, financing should not be limited to sector-
specific interventions. Similarly, digital technologies can help solve some of the 
fundamental challenges of wider climate financing, for example, by improving 
data collection, verification, and aggregation to create a more transparent and 
accountable  carbon marketplace. The international community, including devel-
opment banks, has a role to play on both fronts.

The Next Steps to Using and Greening Digitalization to 
Combat Climate Change

This report aims to provide policy makers in low- and middle-income countries with 
information about the opportunities and risks digitalization can bring to combating 
climate change. Climate action and digitalization are already policy priorities across 
many governments, providing the underpinnings for the transition to green digitaliza-
tion. For the digital development community, two main challenges remain: (1) closing 
the digital divide in a sustainable way and (2) developing and scaling digital solutions 
in a way that ensures that climate dividends dwarf digital emissions.

As the climate and digital transformation agenda evolves, more research is needed 
to monitor and quantify the enabling effects of digital technologies and the carbon 
footprint of the ICT sector at both the country and global levels. The World Bank wel-
comes cross-sectoral collaboration and partnerships in moving this important agenda 
forward. This effort includes developing the guidance needed to help countries trans-
late green digital ambitions into policies, investments, and innovations, as well as to 
leverage climate finance to catalyze digital technologies for climate action.
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Note

1. Also called the information and communication technology (ICT) sector in this report.
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1. The Digital–Climate Nexus

Introduction

Climate change, the defining challenge of these times, is taking place amid the greatest 
information and communication technology revolution in human history. Unchecked, 
climate change poses huge risks to countries’ long-term development, growth, and 
 stability. It will disproportionately affect the poorest and most vulnerable populations, 
especially in low- and middle-income countries (LMICs), pushing as many as 
130   million people into poverty by 2030 and 200 million into migrating by 2050 
(Clement et al. 2021). Climate change also poses growing risks of famine and death 
from extreme weather events, drought, and the loss of reliable water supplies, especially 
in Sub-Saharan Africa and Asia. The heat waves, fires, floods, and droughts of 2022 are 
a preview of what lies ahead.

The 2015 Paris Agreement sets out global commitments to combat climate change.1 
At the current rate of progress, however, the Paris Agreement goals will not be reached. 
Accelerating the pace will depend on, among other things, technological innovations, 
many powered by digital technologies. These technologies—already available, in devel-
opment, or foreseeable—could help nations fight climate change by enabling greater 
efficiency in a wide range of practices, processes, and services. Examples of those tech-
nologies follow: 

■■ Digital communications and data access technologies (fixed/mobile telecom-
munication infrastructure, handheld devices, and computers) to enable use of 
digital solutions for mitigation and adaptation

■■ The Internet of Things (IoT), comprising devices, resource-efficient appliances, 
and components embedded in industrial equipment and vehicles to allow for 
machine-to-machine communication

■■ Information services, big data analytics, and artificial intelligence for more 
 efficient use and reuse of resources 

■■ Information services, data collection, data analytics, and blockchain to track 
emissions and monitor climate commitments

■■ Digital technologies to collect and assess the data used to track how, where, 
and in what form climate change is occurring. 

Advance Edition



2

Green Digital Transformation

The application of digital technology spans both climate change mitigation and 
adaptation efforts. Mitigation2 efforts are aimed at reducing greenhouse gas (GHG) 
emissions to limit the increase in the average global temperature to 1.5 degrees Celsius 
above preindustrial levels. Mitigation strategies are characterized by measures that 
reduce GHG emissions. Digital solutions are at the core of technologies for mitigation 
actions. However, their increased use, in turn, has implications for emissions from digi-
tal infrastructure. The growing use of digital technologies carries climate costs as well 
as benefits. Costs—in the form of emissions—stem from the use of energy and resources 
to build, power, and dispose of digital infrastructure, devices, and components.3 To 
support the 1.5 degrees Celsius goal, GHG emissions from the information and 
 communication technology (ICT) sector would have to be reduced by half by 2030 
(ITU 2020b).

Climate strategies also require adaptation. 4 Adaptation efforts are aimed at reducing 
vulnerability and exposure to climate variability, building adaptive capacity, and lower-
ing the costs and damage from climate-related impacts and natural disasters. In addi-
tion to meeting urgent present needs, implementation of adaptation strategies will help 
countries prepare for the long-term effects of climate change. Digital solutions have an 
important role to play in monitoring, predicting, planning for, and responding to cli-
mate change and extreme events, and in protecting critical infrastructure and vulner-
able populations. For digital infrastructure, this also means planning and designing 
connectivity and data infrastructure that is more resilient to current and future climate 
change events. 

Adaptation and mitigation are complementary strategies for reducing and manag-
ing the risks of climate change, but they need to be linked to other societal objectives. 
The impacts of and responses to climate change are closely linked to sustainable 
development, which balances social well-being, economic prosperity, and environ-
mental protection. The United Nations’ Sustainable Development Goals (SDGs) pro-
vide a framework for assessing the links between global warming and development 
goals, which include eradicating poverty, reducing inequalities, and combating cli-
mate change. Digital technologies can contribute to achieving the SDGs. Meanwhile, 
considerations of ethics and equity should underpin efforts to address the uneven 
distribution of adverse impacts associated with higher levels of global warming, as 
well as those from mitigation and adaptation, particularly for poor and disadvan-
taged populations in all societies. Therefore, closing the digital divide is critical 
to  ensuring that these populations can enjoy the benefits of digital technologies 
for adaptation.

Digitalization has been a major global trend in recent decades. Nine out of 10 peo-
ple across the globe are now covered by third-generation (3G) networks. More than 
half of the global population is using the internet. From e-commerce to social media to 
smart manufacturing and precision farming, digital technologies have emerged in all 
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facets of economic and social life, changing the way production and consumption take 
place. However, the challenge of unequal access persists. The opportunity to leverage 
climate technologies hinges on digital inclusion. Three billion people remain digitally 
unconnected, with the vast majority concentrated in low- and middle-income 
 economies. To reap broader development gains from digitalization, governments and 
the development community must, as noted, close the digital divide. In addition, a 
shared understanding of and a common strategy for the use of digital technologies 
in the fight against climate change are critical to achieving climate targets. 

This report looks at opportunities to bridge the digital divide in a sustainable way 
and leverage digital technologies effectively for climate action by asking the following 
questions: 

■■ Chapter 1: What is the relationship between digitalization and climate change? 
■■ Chapter 2: What are the present GHG emissions of digital technologies, and how 

can they be reduced even as use of those technologies continues to grow? 
■■ Chapter 3: How can digital infrastructure be made more resilient to the risks 

arising from climate change?
■■ Chapter 4: What roles can digital technologies play in designing and implement-

ing mitigation strategies in key sectors?
■■ Chapter 5: How can digital technologies be leveraged to make economies and 

people more resilient to climate change? 
■■ Chapter 6: What policy options are available to the LMICs seeking to 

ensure that digital technologies provide the right foundations for their 
national strategies to combat climate change and promote economic and 
social development?

To reap the digital opportunities for accelerated climate action, countries need to 
better understand how digital technologies affect climate change and how they can help 
address the challenges it poses. This chapter explores the relationship between digitali-
zation and climate change. It begins by looking at the current extent of digital consid-
erations in national climate commitments and policies. It then explores the links among 
digitalization, economic development, and climate change. The chapter concludes with 
a conceptual framework that summarizes the digital–climate nexus and sets the stage 
for the rest of the report.

The Digital–Climate Policy Nexus

The Role of Digital Technologies in National Climate Commitments

Governments’ commitments to achieving the goals of the 2015 Paris Agreement on 
climate change are captured by their Nationally Determined Contributions (NDCs). 
NDCs are national plans detailing current and planned climate actions, including 
emissions reduction targets, policies, and implementation measures. The United 
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Nations Framework Convention on Climate Change (UNFCCC) maintains the reg-
istry of NDCs, a public record of all countries’ commitments under the Paris 
Agreement.5 

For adaptation specifically, the Sendai Framework for Disaster Risk Reduction 
2015–2030 seeks to reduce disaster risks and losses in livelihoods and assets. It func-
tions as a United Nations–endorsed international agreement to protect countries’ 
development gains from disasters. The framework outlines a set of global targets and 
priorities to both guide and assess progress and highlights the use of digital technolo-
gies and tools that support information platforms and dissemination, online monitor-
ing and reporting tools, provision of hazard data, risk assessments and data analytics, 
and facilitation of public participation and social inclusion (UNDRR 2015).

In addition to the Paris Agreement’s requirement that parties to it develop NDCs, 
the agreement also calls for countries to develop long-term development strategies 
and targets for low GHG emissions.6 Some countries have pledged to achieve net zero 
emissions in their NDCs across various target years, but many will converge at net 
zero by 2050 (figure 1.1). Setting specific targets ensures a clearer path for mitigation 
efforts.

As indicated by the NDCs, many low- and middle-income countries are already 
incorporating technology—including digital technology—into their plans to combat 
and adapt to climate change. Overall, 84 percent of countries mention “technology” in 
the mitigation provisions of their NDCs and 63 percent mention it in the adaptation 
provisions (figure 1.2). Digital technologies underpin various mitigation and adaption 
actions, with 45 percent of all countries mentioning these technologies for mitigation 
(mostly for monitoring and smart sectoral solutions) and 53 percent mentioning them 
for adaptation (mostly early warning systems and monitoring).7 The limited use of digi-
tal technologies demonstrates the need for increased awareness and sharing of knowl-
edge about the use of these technologies for climate action.

A growing number of LMICs are integrating digital technologies in their climate 
commitments. For example, as described in boxes 1.1 and 1.2, respectively, Rwanda 
and Maldives strategically consider digital technologies in both their mitigation and 
adaptation actions. Hydroinformatics and early warning systems are examples of solu-
tions mentioned by many countries. According to its NDC, Sudan plans to scale up 
Smart IT used in the Nile to all major catchments, create a national map for potential 
water resource use and a recharging zone, and introduce sustainable irrigation systems 
for vulnerable farmers and livestock. Nicaragua not only plans to modernize the coun-
try’s hydrometeorological monitoring services to provide accurate forecasts and build 
early warning systems, but also is emphasizing the importance of receiving access to 
new sensors and technologies and training staff. Moreover, Honduras plans to improve 
its hydrometeorological stations and provide better access to quality data, as well as 
enhance its forestry monitoring and management system.
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FIGURE 1.2 Mentions of Technology in Mitigation and Adaptation Provisions of NDCs, 
by Country Income Group

Source: World Bank analysis based on Nationally Determined Contributions Registry, United Nations, New York, https://unfccc.int/NDCREG.
Note: Digital tech: a country mentioned one or more technological initiatives heavily underpinned by digital technologies; other tech: a country 
mentioned one or more technological initiatives that do not necessarily involve digital technologies for connectivity or analytics; no tech: a country 
did not explicitly mention technology in their Nationally Determined Contributions (NDCs). The analysis covered 197 countries, including 138 low- 
and middle-income economies.
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BOX 1.1 Rwanda’s National Strategy for Climate Change and Low Carbon 
Development Strategy

In Rwanda’s Nationally Determined Contribution (NDC), “Technology, Innovation and Infrastructure” 
and “Integrated Planning and Data Management” are two of the five enabling pillars for imple-
mentation of the country’s National Strategy for Climate Change and Low Carbon Development 
Strategy. Its first NDC, submitted in 2015, mentions the government’s plan to develop a national 
spatial data infrastructure by 2030, which is expected to help the country efficiently manage land 
information resources and identify required data sets for developing a monitoring system.a The 
updated NDC submitted in 2020 consistently prioritizes the land and forestry sector, especially for 
adaptation, and emphasizes the development of an integrated spatial data management system. 

The government plans to use the spatial data management system for both adaptation and 
mitigation measures. For adaptation, it will collect accurate data on the exposure of households 
and infrastructure to climate vulnerability. For mitigation, the system will help Rwanda reduce 
greenhouse gas emissions through more efficient land use and a larger surface area for carbon 
sink. In another mitigation measure, the government will explore innovative approaches to agricul-
ture such as vertical farming technologies to help the sector increase crop yields within a smaller 
land area. 

In adaptation, the country recognizes a particular need to build and further develop its moni-
toring and evaluation capacity. Acknowledging the country’s lack of climate adaptation data and 

(Box continues on the following page)
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the need to enhance data quality and reliability, the government plans to improve monitoring and 
evaluation systems by leveraging information technology tools and processes. For example, the 
NDC mentions the health sector’s use of drone technology for data collection, as well as the use 
of smartphones to mine and process health statistics to acquire quality data for reliable data 
management systems for climate adaptation. To continue the effort, the country cites the impera-
tive for global financing and technology transfer (such as the application of web-based tools) for 
capacity building.b

a. Nationally Determined Contributions Registry, United Nations, New York, https://www4.unfccc.int/sites/ndcstaging 
/ PublishedDocuments/Rwanda%20First/INDC_Rwanda_Nov.2015.pdf.
b. Nationally Determined Contributions Registry, United Nations, New York, https://www4.unfccc.int/sites/ndcstaging 
/ PublishedDocuments/Rwanda%20First/Rwanda_Updated_NDC_May_2020.pdf.

BOX 1.1 Rwanda’s National Strategy for Climate Change and Low Carbon 
Development Strategy (continued)

BOX 1.2 Maldives’s Plans to Incorporate Digital Technologies in 
Adaptation and Mitigation

The Nationally Determined Contribution (NDC) of Maldives emphasizes the role of technologies in 
adaptation and mitigation. For example, the transformational changes needed to address climate 
change adaptation and mitigation will require proper knowledge transfer, human resource capac-
ity building, and greater public awareness in addition to the financial and technological enhance-
ments. Developing and promoting appropriate technologies to address climate change impacts 
with support from the international community are a priority for good climate governance.

Early warning and systematic observation are other areas requiring data and  analytics. 
Information and data availability on climatology, hydrology, and geophysics are scarce in 
Maldives. The wide geographic spread of the islands as well as capacity constraints and 
 inadequate resources have posed challenges for expansion of the observation networks. Better 
data collection, management, and forecasts remain critical areas for early warning dissemination. 
Key  measures include collecting the data needed to understand past and future climate trends 
and their associated impacts, strengthening and expanding the meteorological network and early 
warning systems to cover the entire archipelago, and improving the climate and weather fore-
casting tools for decision-making.a

a. Ministry of Environment, Maldives, 2020.

The Intersection of Climate and Digital Technologies at the Policy Level 

Climate action and digital development are core policy priorities for many govern-
ments, but they are often conducted in silos with limited links among the respon-
sible government entities. Despite the wide recognition in NDCs of the role of 
 technologies—including digital ones—systematic integration of climate change 
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BOX 1.3 Integration of Policies for Digital and Green Transition in Nordic 
and Baltic Countries

A study commissioned by the Nordic Council of Ministers analyzed the level of policy integra-
tion between digital and climate policies in the Nordic-Baltic region (figure B1.3.1). The study 
found that very few policies across the Nordic-Baltic countries display a thorough and dedicated 
integration of digital technologies and climate mitigation. The result is likely to be low or insuf-
ficient impacts related to the digital and green transitions. The policy areas energy and utilities, 
climate, digitalization, and industry have the highest number of relevant policy initiatives. The 
study recommends promotion of policy innovation and an integrated approach to policy making 
moving forward.

and digital development is still largely missing at the policy level. For example, 
mapping of policies for digital and green transitions in the Nordic and Baltic 
countries reveals limited policy integration (box 1.3).

Some countries are, however, including digital considerations in climate policies 
and integrating climate considerations in digital policies (table 1.1). Both are needed to 
green the ICT sector and create strong digital enablers for climate action. As table 1.1 
indicates, empirical examples are emerging in the ICT sector, whereas strategic integra-
tion of digital considerations in climate-related policies at the national level is less 
prevalent.

At a regional level, there are also efforts to strategically link digitalization and cli-
mate change strategies. The European Union (EU) has in recent years adopted policy 
initiatives such as “Digitalization for the Benefit of the Environment” that address the 
twin societal challenges of digital transformation and green transition (box 1.4). In a 
related move, the Council of the European Union adopted Conclusions underlining 
the potential of the transition to the new green and digital jobs needed for economic 
recovery after the COVID-19 (coronavirus) pandemic. The “conclusions” state that 
digitalization is an excellent lever to accelerate the transition to a climate-neutral, 
 circular, and more resilient economy and that an appropriate policy framework is 
needed to avoid adverse effects of digitalization on the environment. The Council 
encouraged the European Commission to develop an ambitious policy agenda for 
using digital solutions to achieve zero pollution and called on the Commission to pro-
pose regulatory or nonregulatory measures to reduce the environmental footprint of 
data centers and communication networks (Council of the European Union 2020).

Overcoming the challenges of linking digitalization and climate change will 
require policy coherence and close cooperation between policy areas. The digital 
component will be key in reaching the goals of the European Green Deal and the 

(Box continues on the following page)
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FIGURE B1.3.1 Overview of National Policies by Policy Area and Degree of 
Digital and Green Integration 

Source: Nordic Council of Ministers 2021.
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BOX 1.3 Overview of National Policies by Policy Area and Degree of 
Digital and Green Integration (continued)
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TABLE 1.1 Examples of Green Digital Policy Types (Nonexhaustive)

Digitalizing climate policy

Including digital infrastructure or 
enablers in climate commitments or 
action plans 

Case: The National Adaptation Plan of the Democratic Republic of Congo recognizes 
that the inaccessibility of local communities to communication channels could be a 
major negative impact of climate change, and it identifies improvement of access 
to communication, including information and communication technology (ICT) 
infrastructure, as a planned action (DRC 2021).

“Greening” digital policy

Including climate targets in digital 
transformation policies or strategies 

Case: Kenya’s 2019 National Information, Communications and Technology (ICT) Policy 
envisions ICT as a tool enhancing “climate change modelling, adaptation, mitigation, 
monitoring, and response through the appropriate use of relevant ICTs” (Ministry of 
Information, Communication and Technology, Kenya, 2019. Kenya’s Digital Economy 
Blueprint includes targets to ensure the efficiency of ICT equipment and minimize 
e-waste (Communications Authority of Kenya, 2019).

Plans, regulations, and incentives that 
green the ICT sector 

Case: France levies a corporate tax on electricity consumption. Data centers are 
entitled to a reduction in this tax if they live up to certain energy efficiency criteria. 
Case: China’s “Eastern Data, Western Computing” plan, introduced in 2020, targets the 
expansion of data center capacity in eastern and western China and includes energy 
efficiency criteria for data centers—that is, power usage effectiveness (PUE) levels.

Cross-cutting policies

Policies that bridge digital and climate 
policies

Case: The Republic of Korea’s New Deal from July 2020 is an example of a policy 
framework that explicitly leverages digital technologies for climate action and also 
addresses climate action in the ICT sector. New Deal 1.0 has three pillars: Digital 
New Deal, Green New Deal, and Stronger Safety Net with initiatives such as green 
transition in cities/spatial planning/living infrastructure, diffusion of low-carbon 
and distributed energy, and establishment of innovative green industry ecosystems 
(World Bank 2022).

Cross-sector policies or regulation that 
enable green digitalization 

Case: In Jordan, the Electricity Regulations Commission introduced a wheeling regime 
that allows large enterprises to generate electricity via renewable energy sources for 
their use. The ICT industry played a role in this process and subsequently invested in 
solar farms to offset its high energy costs (GSMA 2019; also see box 2.5).

Source: World Bank.

Sustainable Development Goals as set out in the EU digital strategy Shaping Europe’s 
Digital Future (European Commission 2020). Furthermore, a recent study by the 
Joint Research Centre examines how the European Union can reinforce the link 
between the green and the digital transitions, emphasizing requirements on vari-
ous fronts: social, technological, environmental, economic, and political (Muench 
et al. 2022).

In the context of development institutions, the World Bank has adopted the 
Green, Resilient and Inclusive Development (GRID) approach in response to the 
COVID-19 crisis and climate crisis. The approach highlights the role of digital 
 technologies. Integrated, longer-horizon GRID strategies are needed to repair the 
structural damage caused by COVID-19, accelerate climate change mitigation and 
adaptation, and underpin a strong and durable recovery. The crisis responses offer 
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multiple opportunities to build stronger, greener, and more equitable systems and 
institutions (World Bank 2021).

The Country Climate and Development Reports (CCDRs) being completed across 
World Bank client countries integrate climate change and development considerations 
to inform policy and investments. A key finding across the first batch of 25 reports is 
that “the transition to more resilient and lower-carbon development requires managing 
political economy obstacles, strengthening institutional capacity, accelerating diffusion 
of new technologies, and the careful management of negative distributional outcomes.”8 
The reports also find that reducing emissions can be achieved without compromising 
development: CCDR low-carbon development strategies could reduce emissions by 
70  percent without a significant impact on growth, provided that policies are well-
designed and financing is available (World Bank 2022).

BOX 1.4 Ministerial Declaration on a Green and Digital Transformation 
of the EU

In 2021, 26 member states of the European Union (EU), as well as Norway and Iceland, signed a 
declaration to accelerate the use of green digital technologies for the benefit of the environment. 
The signatories of the Ministerial Declaration on a Green and Digital Transformation of the EU will 
take action at the national level in the following areas:

■■ Set up a digital twin of Earth to help monitor climate change.
■■ Make data available in common European data spaces. 
■■ Support the deployment of green digital solutions that accelerate the decarbonization of 

energy networks, enable precision farming, reduce pollution, combat the loss of biodiver-
sity, and optimize resource efficiency. 

■■ Lead on energy-efficient artificial intelligence solutions. 
■■ Help cities become greener and more digital. 
■■ Use technologies to make buildings more energy-efficient. 
■■ Support smart and sustainable mobility systems.
■■ Use digital product passports to track and trace products to improve circularity and 

sustainability. 
■■ Promote ecodesigned products and accessible digital public services. 
■■ Contribute to the use of a climate-neutral, sustainable, energy-efficient European cloud 

and blockchain infrastructure. 
■■ Propose permits for the deployment of networks and data centers that comply with the 

highest environmental sustainability standards. 
■■ Make green public procurement the default option overall. 
■■ Develop low-power hardware technologies. 
■■ Use EU funding programs and private equity to support European green tech start-ups and 

small and medium enterprises.
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Digitalization, Economic Development, and Climate Change

Economic development, digital transformation, emissions, and socioeconomic resil-
ience to climate change are intertwined. Over the last decade, the development of digi-
tal technology has been a catalyst for economic growth. Although the increase in 
production and consumption from economic growth is often associated with higher 
carbon dioxide (CO2) emissions, the growth-enhancing effect of digitalization does not 
mean that it inevitably results in higher emissions. A cross-country multivariate analy-
sis confirms that there is no significant relationship between digitalization and GHG 
emissions after controlling for growth of the gross domestic product (GDP). 
Furthermore, climate policy (measured by NDC commitments related to technology) 
is found to be associated with lower emissions, suggesting that emissions from digital 
development can be curbed with the right policy that considers both climate change 
and digital development. 

Meanwhile, economic development improves income, services, education, and 
health, and it builds socioeconomic resilience to climate shocks. Cross-country multi-
variate analysis suggests that digital development is positively correlated with a coun-
try’s socioeconomic resilience and negatively correlated with vulnerability indicators 
(measured by risks to well-being and to physical assets and by the economic costs of 

MAP 1.1 Areas Susceptible to Flood Hazards

Source: Dilley, et al. 2005.
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climate change for households and firms). The results are robust across alternative 
indicators of vulnerability and resilience and digital indicators—such as the digital 
adoption index, third-generation/fourth-generation (3G/4G) coverage, and mobile 
broadband subscription—and when controlling for GDP per capita, suggesting 
that digital development can play a significant role in building climate resilience and 
reducing the economic costs of climate change.

Digital technologies and data are important because climate disasters are occurring 
more frequently. For example, analysis of the correlation between climate events and 
deaths finds that disaster-related deaths have declined substantially over time thanks to 
better early warning systems (WMO 2022). However, there are digital coverage gaps in 
certain areas vulnerable to climate hazards. Correlating geospatial information on 
 second-generation (2G) coverage and areas prone to flooding demonstrates that invest-
ments in digital infrastructure and services are still needed to support early warning 
systems to prevent loss of life from flooding in some areas of South America (such 
as  Peru and the Amazon), Africa (such as Ethiopia), and inner Asia (see maps 1.1 
and 1.2). However, the generally wide mobile data coverage globally serves as a good 

MAP 1.2 Mobile Network Coverage

Source: Center for International Earth Science Information Network (CIESIN) from World Bank Geospatial Platform.
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platform for mobile digital innovations for early warning in low-lying flood-prone 
areas with high levels of population, such as in Bangladesh and in east and northeast 
India. These opportunities need to materialize.

Government policies on digital development and climate change would therefore 
need to carefully consider countries’ development contexts to achieve a twin digital and 
green transition. 

Conceptual Framework: Untangling the Relationship between 
Digitalization and Climate Change

Digitalization creates both challenges and opportunities for the climate change agenda. 
The conceptual framework presented in figure 1.3 summarizes two channels—direct 
and indirect—through which digitalization interacts with climate change. 

Direct Channel

The production, use, and disposal of ICT contribute directly to GHG emissions. Digital 
infrastructure is directly exposed to significant risks from rising temperatures, mount-
ing sea levels, water scarcity, and extreme events such as droughts, hurricanes, and 
flooding. Current estimates of the ICT sector’s share of global CO2 emissions vary, 
ranging from 1.5 percent to 4 percent.9 A decarbonization pathway for the digital sector 
is needed through a combination of expanded use of renewable energy and energy 
efficiency measures (see chapter 2). 

As various systems such as electricity, water, and digital connectivity become more 
and more interdependent and interconnected, disruptions of digital connectivity and 
the data infrastructure by climate change and natural hazard shocks will have ripple 
effects across a span of services vital to livelihoods. Climate and disaster risks must 
therefore be taken into account throughout the planning, construction. and operation 
phases of digital infrastructure (see chapter 3). 

Indirect Channel

As digital technologies become pervasive in social and economic activities, they 
have an impact on climate change indirectly at the macroeconomic level and 
across sectors. 

First, as shown earlier, at the macro level digital technologies increase productiv-
ity, thereby potentially increasing total consumption, which increases emissions. 
Low- and middle-income countries, especially upper-middle-income, have achieved 
significant productivity gains from foundational ICT investment in recent years 
(Dedrick, Kraemer, and Shih 2013). Such productivity gains are reflected in economic 
growth—for example, all the non-Annex I countries (developing countries under the 
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Kyoto Protocol) experienced, on average, economic growth of 1.9 percent from 2000 
to 2017. However, GHG emissions in those countries have been increasing at an even 
faster rate, 3.3 percent, since 2000, leading to growing carbon intensity.10 

Decoupling of economic growth and emissions—that is, ensuring that the growth 
rate of GHG emissions is less than that of its economic driving force—becomes essen-
tial in achieving a sustainable growth trajectory. Since 2010, more than 40 percent of 
countries have grown their economies faster than the increase in carbon emissions, and 
16 percent have grown without increasing carbon emissions.11 However, among those 
that realized the decoupling, only 5 percent are low-income countries. Decoupling can 
be attributed to factors such as changes in a country’s economic structure, a shift in 
energy mix toward renewable sources, and improvements in energy efficiency. 

FIGURE 1.3 Conceptual Framework for Relationship between Digitalization 
and Climate Change

Source: World Bank.
Note: ICT = information and communication technology.
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Digital technologies provide opportunities to change a country’s economic structure, 
efficiency, and energy consumption patterns to support low-carbon development 
pathways. 

Second, at the sectoral level digital technologies could potentially reshape the struc-
ture of an economy and the size of each sector. Because the emission profiles of each 
sector differ, changes in the sectoral structure would also change the overall emissions. 
The worldwide energy intensity in industrial production is 0.12 kilograms of oil equiv-
alent per dollar (kgoe/$); agriculture, 0.036 kgoe/$; and services, 0.016 kgoe/$.12 Further 
tertiarization enabled by increasing the penetration of digitally supplied services helps 
to reduce emission intensity. However, for LMICs climbing the ladder to reap the devel-
opment benefits of the manufacturing sector instead of rushing resources to the service 
sector (which could result in premature deindustrialization), leveraging digital solu-
tions to help reduce emissions across all sectors is more viable to achieve a sustainable 
growth path. 

A dematerialization pattern across sectors in production and consumption is 
emerging thanks to the rapid development of digital technologies. The development of 
the product as a service (PaaS) model, such as servicification of manufacturing, is a 
case in point, showing how digital technologies can enable using a product without 
purchasing it, thereby reducing the carbon emissions associated with the production of 
new products. The digitally enabled “mobility as a service” also helps achieve better 
integration and operation of various low-carbon transportation modes (Wadud and 
Namala 2022). Similarly, the online-enabled sharing economy helps optimize the utili-
zation of existing assets, thereby reducing carbon footprints from new production. For 
example, Hello Tractor, an asset and service sharing platform in Nigeria, establishes a 
network of tractor owners, offering the equipment as well as services if needed to those 
who cannot afford to buy one for farming activities.13 

However, further digitalization in production activities involves intensive use of 
ICT products and services, which could potentially shift carbon footprints back to the 
ICT sector itself, as reflected in the direct channel for the impact of digital technologies 
on climate change. For example, mobility as a service often involves the use of big data 
analytics that rely on data centers, which results in energy consumption in the ICT sec-
tor. This factor strengthens the importance of introducing renewable energies and 
improving energy efficiency of the ICT sector. Statistics reveal that substantial progress 
has been made in this regard; the carbon footprint per gigabyte (GB) in networks fell 
from 7 kilograms of carbon dioxide equivalent per gigabyte (kgCO2e/GB) in 2007 to 
0.8 kgCO2e/GB in 2015 (Malmodin and Lundén 2018). 

Third, within each sector digital technologies help shape emission profiles. Estimates 
reveal that the adoption of digital technology solutions in different sectors could help 
reduce global GHG emissions by 6–20 percent by 2030, depending on modeling sce-
narios and the sectors taken into account.14 Most of the reduction is attributed to 
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solutions applied in sectors such as transport, manufacturing, agriculture, building, 
and energy. For example, in the agriculture sector, precision agriculture—the digitally 
enabled precise application of water, seeds, fertilizers, and pesticides, depending on the 
needs of plants and soil quality—is thought to play a crucial role in making agricultural 
production more sustainable (Gebbers and Adamchuk 2010; Mendes et al. 2020). In 
the energy sector, linking real-time data on location-specific climatic conditions and 
gauging heating and cooling demands with smart thermostats show significant poten-
tial for greater energy efficiency and optimized energy management (WBGU 2019)— 
see chapter 4. 

Sectoral digitalization does not, however, guarantee a smaller carbon footprint. 
Additionality versus substitution and energy efficiency versus rebound effects are two 
dimensions that merit special attention when analyzing the impacts of digital technolo-
gies within each sector. Technologies can reduce emissions when they produce the 
same thing, but they can increase emissions when they produce new (additional) ser-
vices. The effects of shared mobility modes on carbon footprints depend on which 
transport mode is replaced. For example, the net effect of ride hailing services is an 
increase in urban traffic in New York and San Francisco from the additional trips gen-
erated. But carpooling could help reduce CO2 emissions by attracting users that would 
have traveled with private cars (Butt d’Espous and Wagner 2019). In a similar vein, it is 
important to take into consideration the rebound effect, which covers additional energy 
consumption triggered by energy savings, when hailing improvements in energy effi-
ciency stemming from digitalization. 

Finally, besides enabling mitigation efforts, digital technologies also play an impor-
tant role in climate change adaptation and monitoring. This role includes, for example, 
facilitating access to weather and disaster information (Aréstegui 2018); coordinating 
response, relief, and recovery efforts (Kalas and Finlay 2009); and strengthening the 
voices of those most affected by climate change in decision-making processes to bring 
about combined actions (Hilty, Lohmann, and Huang 2011; Melville 2010; Ospina and 
Heeks 2010). Sensors, drones, and satellite-based technological systems allow the col-
lection of large amounts of data on climate change dynamics. The Global Observing 
System and Global Data Processing and Forecasting System are also widely used to 
monitor the global environment/ecosystem (Dickerson et al. 2010; Ilčev 2018)—also 
see chapter 5.

Forces That Shape Effects on Climate Change: Policy, Financing, 
and Market Forces

In both the direct and indirect channels, policy and regulatory environment, availabil-
ity of financing, and market forces would shape the final impacts of digitalization on 
climate change. In the meantime, effects depend on the country context, including con-
figuration of the digital value chain and its development, socioeconomic context, 
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maturity of the digital ecosystems, institutional capacity, and capabilities. Policy inter-
ventions can play an important role in guiding market players developing and adopting 
digitally enabled low-carbon solutions. Incorporating climate change goals in the 
design of ICT policy as well as other sectoral policies ensures synergies across the pol-
icy spectrum.

Governments can also support digital transformation in general to exploit the 
potential of various digital solutions to address climate change challenges. Huge digital 
divides in terms of connectivity, data, technologies, and capabilities in LMICs could 
prevent countries from enjoying the benefits of using digital technologies for climate 
action (figure 1.4). Policy interventions to narrow the digital divide and improve digital 
literacy help ensure that vulnerable and marginal groups can also reap the benefits of 
digital technologies in combating climate change. On the one hand, robust data gover-
nance frameworks that enable data use and reuse, as well as safeguards protecting the 
rights of data subjects, create trust in the adoption of digital solutions. On the other 
hand, lack of cybersecurity measures could deter people from using digital technolo-
gies, thereby missing the opportunities they offer in climate change mitigation or 
adaptation.

Adoption of digital technologies for climate change strategies requires investments 
in networks, devices, applications, capabilities, and services. This approach calls for a 
new mindset when allocating climate change–related resources. Financial support 
should not be limited to sector-specific climate change interventions. Investments in 
foundational digital economy components also warrant attention because of their 
important role in supporting climate change mitigation, adaptation, and monitoring 
efforts across the board. 

The investment needed to provide global universal coverage of a minimum quality 
level of broadband is estimated at US$428 billion (ITU 2020a). In addition to invest-
ments in digital infrastructure, financing is needed to promote take-up of digital ser-
vices from the demand side. Investments in education and training are needed as well 
to strengthen the capacities, know-how, and skills required by individuals, the private 
 sector, and public sector organizations in leveraging digital solutions to tackle the 
 climate change challenges. Although this report does not focus on climate financing, it 
is worth noting that both public and private sources are needed to close the financing 
gaps for mitigation and adaptation. It is estimated that the global gap for mitigation is 
about US$850 billion a year and between US$180 billion and US$300 billion a year for 
adaptation.

Multilateral climate funds are playing a key role in fostering climate financing in 
low- and middle-income countries. Among the largest multilateral climate funds are 
the Green Climate Fund (GCF), Global Environment Facility (GEF), Adaptation Fund 
(AF), and Climate Investment Funds (CIF). Although these funds invest in solutions 
that help achieve climate change adaptation and mitigation and that may have a digital 
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component such as early warning systems, none of the funds invests directly in digital 
infrastructure. GCF has developed a climate information and early warning systems 
sectoral guide, acknowledging that investments in trustworthy climate information 
services and impact-based multihazard early warning systems are being driven by digi-
tal transformation to enable informed, scientific decision-making. GEF also recognizes 
that technologies, including digital technologies, are both a source of GHG emis-
sions and an essential tool to achieve climate adaptation and mitigation. It therefore 
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supports projects that include the accelerated transfer of low-emission technology 
innovation. But digital is not considered to be a standalone recipient sector of climate 
financing, and no direct investments in digital infrastructure have been identified 
through these multilateral climate funds. 

Carbon credits are an important tool for climate financing, but they have been sub-
ject to criticism arising from issues of accountability and transparency. The Paris 
Agreement allows countries to design their own systems to manage and track climate 
action. This approach has benefits, but it also creates challenges on standardizing data, 
verifying data in a uniform way, and connecting registries. Cross-cutting platforms and 
digital technologies can play a role overcoming these barriers. Platforms are, for exam-
ple, being developed to reduce the cost of accreditation and ensure more direct links 
between sellers and buyers of credits. So far, many small businesses in LMICs have 
been left out of the carbon markets because of the cost of verification and other transac-
tion costs associated with carbon trading. Blockchain and tokenization are also being 
explored as ways to improve trust and efficiency. For example, the World Bank, the 
government of Singapore, and the International Emissions Trading Association (IETA) 
developed the Climate Warehouse program, which is building an open-source global 
platform that connects, aggregates, and harmonizes carbon credit data.

Policy and financial incentives reinforce one other in achieving the climate change 
agenda. Access to affordable finance helps accelerate and amplify the effectiveness of 
public policies. By enabling the policy and regulatory environment, it attracts stake-
holders to invest in solutions that support sustainable development. Tax incentives for 
research and development, programs to support technology adoption and the develop-
ment of pro-climate applications, and a fiscal strategy supporting public-private part-
nerships can help direct financial resources to support a climate agenda.

Overall, the combination of an enabling policy and regulatory environment, 
 sufficient financing support, and a functioning market delivers impacts on climate 
change. Collaboration among stakeholders from governments, the private sector, 
 academia, and civil society is needed to tackle the challenge. The private sector is the 
main provider or adopter of digital solutions in addressing climate change challenges. 
Policy incentives are among the key enablers for innovation at the firm level. Academic 
research provides the scientific foundation for development of digital applications. 
And civil society supports public outreach and awareness enhancement. 

Notes

1. The Paris Agreement can be found at https://unfccc.int/sites/default/files/english_paris 
_ agreement.pdf.

2. Mitigation refers to actions to manage the direct relationship between global average tempera-
tures and the concentration of greenhouse gases in the atmosphere. Limiting global warming to 
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1.5 degrees Celsius depends on reducing both the emissions released into the atmosphere and the 
current concentration of carbon dioxide (CO2) by enhancing and safeguarding “carbon sinks,” 
such as forests that absorb CO2 (United Nations Framework Convention on Climate Change, 
https://unfccc.int/topics/mitigation/the-big-picture/introduction-to-mitigation). Effective 
 mitigation measures result in lower emissions and decarbonization.

 3. Mining of materials for digital equipment, e-waste, as well as the effects of deploying digital infra-
structure on biodiversity impose additional burdens on the environment.

 4. Adaptation refers to the adjustments made in ecological, social, or economic systems in response 
to actual or expected climatic stimuli and their effects. It also refers to changes in processes, prac-
tices, and structures that moderate potential damage or exploit opportunities associated with 
climate change (United Nations Framework Convention on Climate Change, https://unfccc.int 
/ topics/adaptation-and-resilience/the-big-picture/what-do-adaptation-to-climate-change-and 
-climate-resilience-mean). Effective adaptation measures support resilience outcomes.

 5. For the Nationally Determined Contributions Registry, see https://www4.unfccc.int/sites 
/ ndcstaging/Pages/Home.aspx. 

 6. Article 19: All Parties should strive to formulate and communicate long-term low greenhouse gas 
emission development strategies, mindful of Article 2 taking into account their common but 
 differentiated responsibilities and respective capabilities, in the light of different national 
circumstances.

 7. See appendix for details on actions related to general technology and digital technology.
 8. CCDRs are available at https://www.worldbank.org/en/topic/climatechange/publication/climate 

-and-development-an-agenda-for-action. The report on Malawi (https://www.worldbank.org/en 
/ publication/country-climate-development-reports) covers the issue of digital infrastructure and 
technologies in more detail.

 9. Based on the United Nations’ International Standard Classification of All Economic Activities 
(ISIC), the ICT sector includes manufacturing of ICT equipment and devices, telecommuni-
cations, IT software, and services. In this report, the analysis focuses on data management 
and transmission infrastructure (data centers and telecommunications networks) and on 
ICT equipment and end user devices. The terms ICT sector and digital sector can be used 
interchangeably.

10. Food and Agriculture Organization of the United Nations, Rome; Paris Reality Check: PRIMAP-
hist, https://www.pik-potsdam.de/paris-reality-check/primap-hist/. 

11. Global Carbon Atlas (dashboard), http://www.globalcarbonatlas.org/en/content/welcome 
-carbon-atlas. 

12. EnerData (dashboard), https://www.enerdata.net/about-us/.
13. Hello Tractor (dashboard), http://hellotractor.com.
14. Global e-Sustainability Initiative (GeSI), SMARTer2030, https://smarter2030.gesi.org/; Malmodin 

and Bergmark (2015).
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2. Decarbonizing the Digital Sector

Introduction

Ultimately, reducing greenhouse gas (GHG) emissions along the digital value chain 
will depend on greater use of renewable energy to generate the electricity that powers 
the information and communication technology (ICT) sector. It will also depend on 
greater energy efficiency stemming from new technologies, better processes, and better 
design of equipment. Issues related to shaping public, private, and citizen demand are 
also important, but they are beyond the scope of the report. 

The ICT Sector’s Contribution to Global Carbon Dioxide Emissions: 
Baseline and Forecasts

Measuring the Digital Carbon Footprint

As the uptake of digital technologies expands, including to enable the green transition 
and to mitigate climate change,1 emissions by the digital sector are expected to rise 
unless measures to facilitate low-carbon technologies and processes are adopted. What 
should industry and policy makers do to combat the growing carbon footprint of ICT? 
They can begin by better understanding the sources of GHG emissions along the digital 
value chain—the subject of this section.

In the context of direct GHG emissions, the digital sector has three main compo-
nents: (1) digital connectivity infrastructure (telecommunication networks), (2) data 
management infrastructure (data centers), and (3) end user devices (such as smart-
phones and computers).2 GHG emissions in the ICT sector are generally limited to 
those generated by ICT equipment and infrastructure to avoid the risk of double 
counting. This approach is consistent with the definition of ICT sector set out by the 
International Telecommunication Union (ITU) in assessing the sector’s environmen-
tal impact (ITU 2018). Estimations of the direct GHG emissions of the sector depend 
on which emission scope3 is included. Scope 1 (direct emissions) and Scope 2 (indi-
rect emissions from energy purchases) are the most directly relevant to digital 
 connectivity providers and data centers. Scope 3 is particularly important for equip-
ment and devices to account for emissions along the value chain (such as by suppliers 
and distributors). Furthermore, different methods are used to estimate emissions. 
Life-cycle assessment is the most commonly used. It “takes into consideration the 
spectrum of resource flows and environmental interventions associated with a 
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product, service, or organization from a life-cycle perspective, including all phases 
from raw material acquisition through processing, distribution, use, and end-of-life 
processes.”4

Over the past few years, numerous studies have measured and quantified the GHG 
emissions of the ICT sector, but their results have differed because of the lack of quality 
data and varying assumptions. Studies of the direct GHG emissions of the ICT sector 
focus on either the relative weight of the sector within the whole economic activity 
(relative approach) or calculation of total GHG emissions (absolute approach). Even 
though questions remain about the best methodologies to apply and the data sets to be 
used, the majority of the studies agree that the ICT sector will have an expanding foot-
print in absolute terms unless specific climate actions are taken (Belkhir and Elmeligi 
2018; Corcoran and Andrae 2013; Malmodin and Lundén 2018). 

The possibility of double counting scopes of emissions makes sector estimations 
more challenging. Although the division of GHG emissions into three different scopes 
makes sense from a firm’s perspective, it is harder to put into practice when consider-
ing the ICT sector as a whole, especially when it comes to differentiating Scopes 1 and 
2 from Scope 3 (box 2.1). For example, from the perspective of a data center, the trans-
mission of a signal through a telecommunication network can be counted as an indi-
rect downstream activity from the perspective of GHG emissions (Scope 3). However, 
the same task is clearly counted as part of Scope 1 from the perspective of the telecom-
munication network. In this respect, the ITU points out that there is a risk of double 
counting because “Scope 1 and 2 GHG emissions of one organization may be 
accounted for as Scope 3 GHG emissions by another organization” (ITU 2018). 

BOX 2.1 Methodological Considerations for Assessing Greenhouse Gas 
Emissions of the ICT Sector

From the point of view of one company, greenhouse gas (GHG) emissions (usually aggregated as 
tonnes of carbon dioxide equivalent) can be measured considering three scopes: direct emissions 
(Scope 1), indirect energy consumption (Scope 2), and indirect derived from the use of other inputs 
(Scope 3)—see figure B2.1.1. At the sectoral level, aggregating Scope 3 emissions would lead to 
double counting because information and communication technology (ICT) services and equipment 
are essential inputs in other ICT products. 

Furthermore, organizations can choose from several available methodologies in assessing the 
carbon footprint of their ICT activities (Scopes 1 and 2). A mapping of most of these methodolo-
gies is provided by the ICTFootprint.eu program, a European program to support action in the field 
of energy and environmental efficiency in ICT that is funded by the European Commission. All the 
methodologies rely on a life-cycle assessment.

(Box continues on the following page)
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As for the time boundaries, ICT is a fast-evolving sector because of the rapid pace of 
changes in technology. It is thus difficult to make long-term projections. Most studies 
limit projections to a maximum of 10–15 years. For past trends, however, studies often 
analyze all available historical data. For data centers and the mobile telecom aspects of 
the sector, most estimates cover the period from the early 2000s, from where one 
observes significant growth in these technologies, onward.

Direct GHG Emissions of the ICT Sector Worldwide

According to several studies in the literature, the ICT sector’s current share of global 
GHG emissions ranges from 1.5 to 4   percent. In 2015, the National Academy of 

Because they are limited to a subsegment of the ICT sector and are not harmonized between 
them, these methodologies are not suitable for assessing the global footprint of the ICT  sector. 
In fact, most of the literature reviewed relies on some sort of “in-house” methodology, but little 
detail is provided on the methodological approach, assumptions, boundaries, and scope. According 
to Freitag et al. (2020), most of the studies rely on a bottom-up methodology—that is, based on 
a life-cycle assessment to gauge the energy required for the goods and services considered. That 
methodology is at times combined with some macro data (such as historical and forecasted traffic 
data consumption in the world). 

BOX 2.1 Methodological Considerations for Assessing Greenhouse Gas 
Emissions of the ICT Sector (continued)

Source: WRI and WBCSD 2013.
Note: CH4 = methane; CO2 = carbon dioxide; GHG = greenhouse gas; HFCs = hydrofluorocarbons; NF3 = nitrogen trifluoride; 
N2O = nitrous oxide; PFCs = perfluorochemicals; SF6 = sulfur hexafluoride.

FIGURE B2.1.1 Overview of GHG Protocol Scopes and Emissions across 
the Value Chain
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Technologies of France (NATF)5 calculated that in 2012 the ICT sector accounted for 
4.7  percent of worldwide electricity consumption and a total carbon footprint of about 
1.7  percent (including private, industry, and telecom hardware and infrastructure and 
data centers). In 2018, Malmodin and Lundén estimated that in 2020 the ICT sector 
would account for about 3.6   percent of global electricity demand and 1.4   percent of 
global GHG emissions.6 The total emissions from networks, data centers, and user 
devices would amount to about 730 megatonnes of carbon dioxide equivalent (MtCO2e) 
in 2020.7 Some studies point out that the GHG emissions of the ICT sector may be 
 overestimated because the rapid growth in data services and connected devices have 
been counterbalanced by equally rapid improvements in efficiency that have helped 
moderate the impact of the ICT sector on energy consumption.8 On the other hand, 
Freitag et al. (2020) find that several studies underestimate the carbon footprint of the 
ICT sector, possibly by as much as 25  percent, by failing to account for all of the sector’s 
supply chains and full life cycle (that is, emission Scopes 1, 2, and fully inclusive 3). 
Adjusting for the truncation of supply chain pathways, Freitag et al. (2020) estimate that 
the ICT sector’s share of emissions could actually be as high as 2.1–3.9  percent. A recent 
study by the Body of European Regulators for Electronic Communications (BEREC) 
summarizes that the current carbon footprint of the sector is between 2  percent and 
4  percent based on a review of the literature (BEREC 2022). Finally, an analysis con-
ducted for this report based on data reported by more than 150 international digital 
companies9 for 2020 estimated location-based emissions of 405 MtCO2e in 2020 
(1.3  percent of the global total) and 467 MtCO2e (1.5  percent) when personal computer 
and smartphone use is added (Minges, Mudgal, and Decoster, forthcoming).10

Studies show a general rising trend of emissions in the sector, but estimated growth 
rates vary. Some studies find that emissions will remain generally stable in relative 
terms, while others point to a potential 14–24  percent of global emissions by 2030/40 
(WIK-Consult and Ramboll 2021). Belkhir and Elmeligi (2018) estimate past (2007–17) 
and future (2018–20) GHG emissions from the ICT sector and conclude that the 
energy  consumption of the sector represents about 400–500 Mt-CO2e in 2007 and 
nearly triples to reach 1,100–1,300 MtCO2e in 2020 (figure 2.1). A similar growth rate 
is also found for the contribution of the ICT sector to global GHG emissions, which 
grew from 1.06–1.6   percent in 2007 to more than double in 2020, reaching 3.06–
3.6  percent in 2020. Furthermore, the International Telecommunication Union, in its 
Recommendation ITU-T L.1470 (ITU 2020), provides detailed trajectories of GHG 
emissions for the global ICT sector and subsectors that are quantified for the year 2015 
and estimated for 2020 (figure 2.2). The results of the ITU study are similar to those by 
Malmodin and Lundén (2018) with total GHG emissions reaching 740 MtCO2e in 2020 
and a low growth rate between 2020 and 2015. Finally, the metastudy by Freitag et al. 
(2020)—including both Belkhir and Elmeligi (2018) and Malmodin and Lundén 
(2018), complemented by the study by Andrae and Edler (2015)—highlights that even 
though all studies agree that the GHG emissions from the ICT sector have increased 
over the past decades, there are some significant disparities between the results. 
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The GHG emissions in 2020 estimated by Malmodin and Lundén (2018) are less than 
those  estimated by Belkhir and Elmeligi (2018).

The analysis prepared for this report, based on data reported by more than 150 
major digital companies accounting for about two-thirds of ICT emissions, reveals that 
although emissions continued to grow from 2017 to 2020, the rate of growth has been 
declining. Meanwhile, electricity use continues to increase (figure 2.3). A notable slow-
down in emissions was evident in 2020, even as COVID-19 mobility restrictions led to 
higher use of digital services. On the other hand, electricity use increased in 2020 
among these companies by 10   percent (60   percent between 2017 and 2020 for data 
centers), despite a 0.9  percent global drop in electricity generation. The drop in emis-
sions growth but increase in electricity use suggests that the conversion to renewable 
energy by ICT companies is beginning to bear fruit. Scope 2 market-based emissions 
(considering actual electricity purchase contracts) reduced operational emissions for 
ICT networks and data centers by 32 megatonnes in 2020. Sixteen major digital com-
panies reported being carbon-neutral in 2020 by using carbon credits (ITU and 
WBA 2022).

FIGURE 2.1 Energy Consumption Estimates 2010–15 (left) and Carbon Footprint Estimates 
2010–15 and Forecasts 2020 (right), ICT Sector

Source: Malmodin and Lundén 2018.
Note: Global e-Sustainability Initiative (GeSi) estimates: previous estimates by GeSI in SMART 2020 and SMARTer 2020. Center for Sustainable 
Communications (CESC) estimates: previous estimates by the authors and CESC. New estimates provided by Malmodin and Lundén (2018). 
MtCO2e = megatonnes of carbon dioxide equivalent; TB = terabytes.
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FIGURE 2.2 Carbon Footprint Estimates (2007–17) and Forecasts (2018–20), ICT Sector

Source: Belkhir and Elmeligi 2018.
Note: MtCO2e = megatonnes of carbon dioxide equivalent.
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FIGURE 2.3 Changes in ICT Sector Scope 1 and 2 Emissions and Electricity Use, 2018–20
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GHG emissions from the ICT sector are expected to increase in the coming years 
if mitigation actions are not taken, but forecasts depend on the expected improve-
ments in energy efficiency and demand forecasts. Belkhir and Elmeligi (2018) predict 
that by 2040 the direct GHG emissions of the ICT sector could account for as much 
as 6–7   percent of total worldwide GHG emissions using a linear fit. Using an 
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FIGURE 2.4 ICT Carbon Footprint as a Percentage of Total GHG Emissions Projected through 
2040 Using Exponential and Linear Fits

Source: Belkhir and Elmeligi 2018.
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exponential fit, they predict that emissions could reach as much as 14  percent of the 
total worldwide, although this is less likely because of improvements in energy 
 efficiency (figure 2.4). The ITU (2020) also provides some forecasts for 2025 and 2030 
and a long-term goal for 2050 (figure 2.5). The consensus is that GHG emissions are 
not expected to grow at an exponential rate.

Although there is no consensus on estimates of the future carbon footprint of the 
ICT sector (Freitag et al. 2020), it is clear that government policies and private sector 
initiatives are needed to change the emissions path to reduce the sector’s carbon foot-
print. On energy efficiency, some studies argue that improvements in efficiency will 
continue and will offset the increase in ICT demand, whereas others find that efficiency 
improvements will not keep pace. On the demand for ICT, some studies find that 
demand will increase less than energy efficiency improvements (for example, because 
of market saturation for end user devices), leading to a decline (or at least a stabilization 
of the total GHG emissions of the ICT sector), whereas others predict that the demand 
for ICT will continue to increase due to innovation and the rise of Internet of Things 
(IoT) devices, which, in turn, will lead to an increase in GHG emissions. In this con-
text, the ITU stresses that to contribute proportionally to a reduction in global warm-
ing, GHG emissions from the ICT sector must be cut by half by 2030, to less than 400 
MtCO2e (ITU 2020).11 Achieving this goal will certainly require rapid action by govern-
ments and the private sector.
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The relative weight of the three main components of the digital sector—digital con-
nectivity networks, data infrastructure, and end user devices—is changing over time, 
with end user devices increasing in importance. Estimates of the composition of emis-
sions vary based on methodologies and data sources. Data infrastructure, connectivity 
networks, and devices (excluding TVs and smartTVs) each account for around one-
third of emissions (figure 2.6). According to a recent study by BEREC (2022) referenc-
ing a broad literature review, devices (terminal equipment, including TVs) are the 
largest source of emissions (60–80  percent). Networks and data centers have a more 
similar carbon footprint—12–24   percent and about 15   percent, respectively. Other 
studies find a larger footprint for data centers. The relative GHG emissions footprint 
contribution of smartphones has by far the largest increase, almost tripling over 
10 years and by 2020 accounting for more than 50   percent of all other ICT devices 
combined (Belkhir and Elmeligi 2018).12 

The second-largest increase in relative contribution is data centers (Belkhir and 
Elmeligi 2018), although estimates of their relative importance vary significantly. 
Belkhir and Elmeligi (2018) estimated that data centers emissions grew from 33  percent 
in 2010 to 45  percent of total ICT footprint by 2020 (figure 2.7), whereas Malmodin 
and Lundén (2018) estimate that only 20   percent can be attributed to data centers, 
similar to telecommunication networks. Freitag et al. (2020) highlight this discrepancy 

Source: ITU 2020.
Note: The trajectories, the long-term goals, and the 2015 baseline were derived in accordance with the International Telecommunication 
Union’s Recommendation ITU-T L.1450 and through complementary methods in support of the 1.5 degrees Celsius objective described by the 
Intergovernmental Panel on Climate Change (IPCC) in its special report Global Warming of 1.5°C and in support of the Science Based Targets 
initiative. ICT = information and communication technology; MtCO2e = megatonnes of carbon dioxide equivalent.

FIGURE 2.5 ICT Sector Carbon Footprint Baseline, 2015–20, and Forecasts, 2025–30 
(Including Electricity Supply Chain and Grid Losses)
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between both studies and explain it by the fact that Malmodin and Lundén (2018) use 
lower consumption estimates for networks and data centers (figure 2.8) than Belkhir 
and Elmeligi (2018).13

The next three sections of this chapter provide insights into the regional breakdown 
of electricity consumption for the three main segments of the ICT sector (data centers, 

FIGURE 2.6 Relative GHG Emissions of the ICT Sector, by Main Component

Source: Adapted from WIK-Consult and Ramboll (2021) to include estimates by Minges, Mudgal, and Decoster (forthcoming) based on analysis of 
reported emissions by more than 150 international digital companies.
Note: The midpoint of the range of the subsector’s contribution to total emissions in the sector is reflected in the size of the boxes. “Other” includes 
routers and connected devices. Mobile network operations account for more than 50  percent of the emissions of connectivity network operations. 
Deployment and decommissioning account for 10  percent of the total emissions of connectivity network emissions. ICT = information and com-
munication technology. 
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FIGURE 2.7 Relative Contributions of Components of ICT Sector, 2010 and 2020

Source: Belkhir and Elmeligi 2018.
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FIGURE 2.8 Relative Contributions of Components of ICT Sector 

Source: Malmodin and Lundén 2018.
Note: E&M = entertainment and media; ICT = information and communication technology; MtCO2e = million tonnes of carbon dioxide equivalent. 
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telecommunication networks, and end user devices). Because of the lack of data on 
direct regional GHG emissions for each segment, proxy indicators for the regional 
“size” of each segment are used to approximate breakdowns of the sector’s regional 
energy consumption. However, even though there is a direct relationship between 
energy consumption and GHG emissions, this relationship varies between regions—
and even between countries—because it is highly dependent on the energy mix 
by country. 

The breakdown of emissions by segment in a country will depend on the level of 
digitalization and the consumption patterns of digital technologies. For example, data 
centers are mostly located in high-income and high-middle-income countries. 
Therefore, emissions by data centers would be less important in low- and middle-
income countries. However, there is a growing trend toward developing data center 
capacity in these countries. Devices in low-income countries are less energy-efficient 
per unit of data transmitted, but the use of multiple devices there is less prevalent, so 
the relative importance of devices is unclear. Networks in low-income countries are 
mostly based on wireless technologies and old generations (second, 2G, and third, 3G) 
that are less energy-efficient per unit of data, and base stations still use fossil fuels for 
off-grid and bad grid areas. Thus network operations could have a higher importance 
compared with the global composition.

Digital Connectivity Infrastructure

Mobile networks are an important component of digital connectivity emissions. 
According to the ITU (2020), about two-thirds of the total GHG emissions from digital 
connectivity networks are from mobile networks. According to BEREC (2022), more 
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than half of GHG emissions stem from mobile networks. The overall share of mobile 
networks is expected to grow in the coming years because of an increase in the number 
of telecom towers as well as energy efficiency gains in the fixed broadband sector thanks 
to the transition from copper to fiber.14 

Several industry sources have found that energy consumption is one of the highest 
operating costs for mobile network operators (MNOs), representing as much as a quar-
ter of their total operating expenses (GSMA 2019). Most of this electricity is consumed 
by the link network (radio access network, RAN) made up of rooftops and towers 
because several equipment and cooling facilities are required to operate a mobile site 
and because much less energy is used in transporting data over the core network 
(Observatorio Nacional 5G 2021; Telecom Lead 2020). The size of the radio access net-
work can also be significant, ranging from a few hundred mobile sites for small MNOs 
to tens of thousands of mobile sites (even several hundred thousand) for bigger MNOs. 
MNOs are enjoying positive trends in energy efficiency. Although network data traffic 
increased by 31  percent in 2021, total electricity use grew only by 5   percent (GSMA 
2022a). Similarly, for European telecom network operators holding 36   percent of 
European subscriptions, the electricity consumption per subscription remained stable 
from 2010 to 2018 (about 30 kWh per subscription), although data traffic grew 12 times 
over the same period (Lundén et al. 2022).

Because of the importance of the energy consumption of (mobile) wireless networks 
compared with that of (fixed) wireline networks, one proxy indicator for assessing 
the regional breakdown of the GHG emissions of mobile networks is number of mobile 
sites deployed. Based on TowerXchange data compiled by the International 
Finance Corporation (IFC) and TowerXchange in 2019, there were about 4.8 million 
mobile sites worldwide (table 2.1).15 With more than 2.4 million mobile sites, the East 
Asia and Pacific (EAP) region had 50   percent of the global total. With 1.96 million 
mobile sites, China accounted for more than 80  percent of EAP’s total. South Asia, with 
some 700,000 sites (14   percent), held second place worldwide. North America and 
Western Europe collectively owned about 800,000 sites. Finally, Europe and Central 
Asia (ECA), Latin America and the Caribbean (LAC), the Middle East and North 
Africa (MENA), and Sub-Saharan Africa (SSA) account for the remaining 19  percent 
of the global number of mobile sites.

There are significant differences among countries in the quality of energy solutions 
provided to power mobile sites (table 2.1). At the global level, some 87   percent of 
mobile sites are connected to an electrical grid that is of acceptable quality (no or few 
power outages, and typical power outages last less than eight hours). An additional 
9 percent are connected to a “bad” electrical grid (frequent power outages last eight 
hours or more). Finally, a remaining 3   percent of the global number of sites (about 
165,000)—but 33   percent in Sub-Saharan Africa—are not connected to an electrical 
grid and rely on an off-grid power solution (usually a diesel generator). Even within 
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TABLE 2.1 Mobile Sites and Quality of Power Solutions: Global Distribution, 2019

Country/region Total mobile sites 
(towers/rooftops, 

thousands)

Share of total 
(%)

Grid quality (%)

Good grid Bad grid Off-grid

EAP (China included) 2,420 50 93 6 2

China 1,968

South Asia 698 14 68 26 6

North America 430 9 100 0 0

Western Europe 366 8 100 0 0

ECA 321 7 90 8 2

MENA 217 5 86 11 4

LAC 195 4 85 13 3

SSA 175 4 35 34 33

TOTAL 4,822 100 87 9 3

Source: International Finance Corporation mapping based on TowerXchange data: TowerXchange (dashboard), https://www.towerxchange.com/. 
Note: EAP = East Asia and Pacific; ECA = Europe and Central Asia; LAC = Latin America and the Caribbean; MENA = Middle East and North Africa; 
SSA = Sub-Saharan Africa. For grid quality, some numbers may not sum to 100 because of rounding.

each region, the situation varies greatly between countries. For example, in Sub-Saharan 
Africa at least 80   percent of the sites in Côte d’Ivoire, Kenya, and South Africa are 
 connected to a good grid, compared with less than 10  percent for Nigeria (figure 2.9).

Adding to the complexity, relying on bad grid or off-grid does not necessarily 
imply a larger GHG emission footprint because mobile sites can be connected to 
either a renewable source of energy (such as solar panels) or a fossil fuel source of 
energy (such as diesel generators). According to a recent study by the GSMA (2020b), 
about 88 percent of the off-grid and bad grid sites run on diesel generators, and the 
remaining sites—about 70,000 mobile towers—are powered by a renewable source of 
energy (mostly solar panels). The GSMA estimates that there was an increase of 
45  percent in sites powered by a renewable source of energy between 2014 and 2019, 
with the bulk of the progress made by India. In total, the GSMA estimates that emis-
sions from diesel generators at mobile towers are 7 MtCO2e

16 (down from 9.2 MtCO2e 
in 2014), with some 27  percent of these emissions originating from Nigeria, followed 
by the MENA region and Sub-Saharan Africa (except Nigeria), each representing 
about 15 percent of the global GHG emissions from diesel generators for mobile tow-
ers (table 2.2). South and Southeast Asia (India excluded) account for 13  percent, and 
India accounts for 12 percent of the emissions by diesel-powered mobile towers.

The International Finance Corporation estimates that between 2019 and 2030 the 
total number of mobile sites will increase by about a third. Sub-Saharan Africa will 
likely show the greatest growth in sites, more than a doubling (from 175,000 mobile 
sites in 2019 to 369,000 in 2030), followed by the LAC region (a 69   percent rise), 
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FIGURE 2.9 Estimated Breakdown of Towers by Grid Condition: Sub-Saharan Africa, 2017

Source: BloombergNEF and Facebook 2018. BNEF estimates are compiled from various sources and company interviews.
Note: Total tower counts are shown (2017). Due to rounding, numbers may not total 100.
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TABLE 2.2 Global Distribution of GHG Emissions from Diesel Generators Powering Mobile Sites, 2020

Country/region GHG emissions (MtCO2e) Share of total (%) Growth, 2014–20 (%) 
Nigeria 1.90 27 9

MENA 1.07 15 –2

SSA (except Nigeria) 1.04 15 7

South and Southeast Asia (except India) 0.93 13 –18

India 0.84 12 –75

China 0.46 7 311

LAC 0.32 5 –21

Rest of the world 0.46 6 0

TOTAL 7.02 100 –24

Source: GSMA 2020b. 
Note: GHG = greenhouse gas; LAC = Latin America and the Caribbean; MENA = Middle East and North Africa; MtCO2e = megatonnes of carbon 
dioxide equivalent; SSA = Sub-Saharan Africa.

and the MENA region (a 65  percent rise). By 2030, the overall combined shares of the 
ECA, LAC, MENA, and SSA regions are forecast to rise from 19   percent in 2019 to 
24  percent of total mobile sites (table 2.3). The breakdown of power solutions (between 
good, bad, and off-grid) within each region is expected to slightly improve, but with no 
major changes.

Although the data on the power solutions used by mobile network operators and 
the related GHG emissions are limited, analysis suggests that the EAP region domi-
nates global energy consumption by mobile networks (using the total number of sites 
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TABLE 2.3 Mobile Sites and Power Solutions: Global Distribution by 2030

Country/region Total mobile sites 
(towers/rooftops, 

thousands)

Share of 
total (%)

Grid quality (%) Increase, 
2019–30 (%)Good grid Bad grid Off-grid

EAP (China included) 3,034 48 94 5 1 25

South Asia 857 13 71 26 3 23

North America 516 8 100 0 0 20

Western Europe 439 7 100 0 0 20

ECA 460 7 94 4 2 43

MENA 357 6 90 7 3 65

LAC 330 5 91 7 2 69

SSA 369 6 45 31 25 111

TOTAL 6,362 100 88 8 2 32

Source: International Finance Corporation estimates based on data from TowerXchange.
Note: The IFC and TowerXchange study does not cover North America and Western Europe (shown in italics). EAP = East Asia and Pacific; 
ECA = Europe and Central Asia; LAC = Latin America and the Caribbean; MENA = Middle East and North Africa; SSA = Sub-Saharan Africa. Due 
to rounding, numbers may not total 100.

per region as an indicator). The EAP region has about half of the mobile towers 
deployed worldwide. South Asia, North America, and Western Europe account for 
about 30 percent of total energy consumption. Finally, energy consumption by mobile 
networks attributed to the ECA, LAC, MENA, and SSA regions represents about a 
20  percent share worldwide. Advances in off-grid energy and battery technology 
for  transmission infrastructure may have a significant impact on reducing 
GHG emissions.

The introduction and expansion of new generations of mobile network systems that 
are more energy-efficient could reduce emissions as well. Upgrading (shutting down) 
2G and 3G networks would reduce the energy consumption per bit of data, but the final 
effects on emissions will depend on the volume of data as well. It is unclear whether the 
introduction of fifth-generation (5G) mobile networks may also increase the direct 
GHG emissions of digital infrastructure (Polytechnique Insights 2022). On the one 
hand, 5G is hailed as a technology that is more energy-efficient than previous genera-
tions such 4G (fourth-generation). On the other hand, the multiplication of 5G devices 
(such as Internet of Things devices) could, in turn, increase data consumption and thus 
overall energy consumption. Moreover, because 5G promises to greatly increase band-
width per user, there may also be a rebound effect with the additional use of data thanks 
to the better quality of service. Finally, extra GHG emissions could stem from the 
decommissioning of previous mobile systems and the production and installation of 
the new equipment required for 5G. 

It is too early to have a clear idea of the impacts of 5G, but several studies point to 
growing emissions and possible enabling effects to reduce emissions in other sectors. 
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In France, for example, the Haut Conseil pour le Climate (High Council on Climate, 
HCC), an independent body tasked with issuing advice and recommendations to the 
government to reduce France’s greenhouse gas emissions, studied different scenar-
ios, all of which suggested that the deployment of 5G will result in a significant 
increase in the direct GHG emissions by the ICT sector. Specifically, 5G would 
increase GHG emissions by 2.7–6.7 MtCO2e in 2030, up from 15 MtCO2e in 2020, 
mainly because of the increase in the number of objects connected to the network 
(Haut Conseil pour le Climat 2020). Zain, the Kuwait-based telecommunication 
group, found that 5G increased energy and emissions in its countries of operation 
(Bahrain, Kuwait, and Saudi Arabia) where the technology has been deployed (Zain 
2021). In Jordan, Orange has been accelerating use of solar energy as it anticipates 
that electricity consumption will increase by three times upon the introduction of 
5G (Orange 2021). Although the evidence points to increased electricity use from 5G 
networks, there is also the potential for 5G to enable other sectors to reduce emis-
sions through smart electricity networks and intelligent transportation systems (see 
chapter 4). According to Ericsson research, 5G and other network solutions can 
enable a reduction of global carbon emissions by up to 15   percent by 2030 (MIT 
Technology Review Insights 2021). 

The choice of data transmission technology seems to affect the level of emissions. 
Copper cabling in fixed networks typically consumes more energy than its fiber 
counterparts (Huawei 2022). According to analysis by the Germany’s Federal Ministry 
for the Environment, Nature Conservation and Nuclear Safety (2020), high defini-
tion (HD)–quality video streaming generates different levels of emissions, depending 
on the transmission technology. HD video streamed over a fiber-optic connection 
produces the lowest emissions: only 2 grams (g) of CO2 per hour of video streaming 
for the data center and data transmission, excluding electricity used by the end user 
device. A copper cable (VDSL) generates 4 g per hour, while 3G mobile networks 
generate 90 g of CO2 per hour. For the German study, 5G generates only about 5 g of 
CO2 per hour. Low-income economies, because of the higher prevalence of 2G/3G 
subscriptions than fiber, copper cable, or newer generations of mobile networks, have 
higher emissions per subscription compared with high-income economies. However, 
upgrading to the latest digital technology will influence cost, thereby limiting afford-
ability and uptake.

Finally, companies’ decisions on sources of energy affect emissions as well. Some 
operators have committed to specific targets for renewable energy. Vodafone, for exam-
ple, reached the milestone of 100   percent renewable electricity in Europe, including 
Turkey (now Türkiye) in 2021 (Vodafone 2021). Telefónica has done the same in 
Europe, Brazil, and Peru.17 Orange is aiming for 50   percent renewable electricity by 
2025. Furthermore, some network communication equipment suppliers of telecom-
munication companies use renewable energy significantly—for example, Cisco, 
76  percent, and Ericsson, 52  percent—contributing to lower emissions.
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Data Management Infrastructure (Data Centers)

A data center is a physical facility that any public or private organization can use to 
house its online applications and data. It hosts all the digital equipment required to 
store, share, and process data and applications such as servers, routers, and switches. A 
typical data center is about 10,000 square meters (m2) in size, and the largest data center 
in the world is about 600,000 m2 (equivalent to the area occupied by the Pentagon or 
nearly 85 soccer fields).18 

Data centers consume massive amounts of energy to run servers, network equip-
ment, lighting, air distribution fans, and cooling systems. They typically operate 24/7. 
Except for servers, the useful life of their equipment exceeds 10 years, making energy 
consumption the main source of emissions in this segment (figure 2.10). 19 

With the evolution of cloud computing and the expansion of data-intensive applica-
tions (such as video streaming, cloud gaming, and blockchain for crypto assets), the 
number and capacity of data centers have grown exponentially. The International 
Energy Agency (IEA) estimates that data center workloads increased by more than 
260 percent between 2015 and 2021 and that energy use, including for cryptocurrency 
mining,20 rose by more than 50   percent (IEA 2022). In fact, data centers use more 
energy than entire countries (figure 2.10, panel b).

Despite the expanded use of data centers, energy use has grown moderately, and 
emissions have grown even less or have declined in some countries because of the use of 
renewable energy. Masanet et al. (2020) find that, despite sixfold growth in global work-
loads, the electricity consumption of data centers remained stable at about 205 TWh a 
year in 2020 (figure 2.10). This apparently surprising result is explained by greater server 
efficiencies, more server virtualization, the transition of traditional data centers to the 
cloud, and overall declines in power usage effectiveness (PUE) with improvements in 

FIGURE 2.10 Data Center Energy Use, Magnitude and Trends

Source: IEA 2020.
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cooling and power supply systems. Similarly, the World Development Report 2021: Data 
for Better Lives estimates that, although the global data traffic doubled between 2015 and 
2018, the associated electricity consumption for data centers increased by only 16  percent 
over the same period, reaching 231 TWh a year in 2018 (World Bank 2021). The report 
explains this decoupling by citing huge gains in energy efficiency, and also by a technical 
shift from smaller data centers to more efficient larger ones, particularly among some of 
the bigger players in China, Japan, and the United States (World Bank 2021). The IEA 
(2022) also highlights the slow growth of energy use by data centers in general, except for 
cryptocurrency mining. Use went from 4 TWh in 2015 to 100–140 TWh in 2021, and for 
small economies hosting new data center capacity such as Denmark and Ireland, data 
center consumption represents 7  percent and 14  percent, respectively, of the country’s 
electricity use. Several tech companies, including data centers and cloud service provid-
ers, are members of RE100, a global initiative of companies committed to 100  percent 
renewable electricity.21 By means of direct energy purchases from renewable energy 
sources, compensation for emissions, and location in countries with a cleaner energy 
mix, data centers have further limited their impact on emissions.

To perform regional breakdowns, analysts approximate GHG emissions by looking 
at data centers’ electricity consumption (figure 2.11, panel b). However, it is difficult to 
estimate regional breakdowns of GHG emissions based on electricity consumption. 
The exercise depends on various factors, including the energy mix of the power supply 
systems used locally by data centers and their related GHG emissions. As for the 
regional distribution, there has been no major shift in the regional breakdown of elec-
tricity consumption by data centers, with North America accounting for about 
40 percent, followed by Asia (about 30  percent) and Western Europe (about 20  percent). 
Meanwhile, the location of data centers and thus the site of energy consumption do not 
overlap neatly with the location of users.

FIGURE 2.11 Data Centers Compute Instances and Energy Usage, by Region

Source: Masanet et al. 2020.
Note: Compute instance is a virtual server in a cloud computing environment. CEE = Central and Eastern Europe; LA = Latin America; 
MEA = Middle East and Africa; TWh = terawatt-hour.
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Because the regional breakdowns of GHG emissions of data centers are likely highly 
aligned with electricity consumption, North America, Asia and Pacific, and Western 
Europe will continue to account for the majority of emissions by data centers (figure 2.11, 
panel b). According to the International Energy Agency, the overall electricity con-
sumption of data centers is not expected to increase significantly in the next two years 
thanks to the ongoing improvements in energy efficiency and increased use of renew-
able energy sources.22 Other indicators confirm these breakdowns and trends. The 
United States, China, Japan, and a handful of countries in the Organisation for 
Economic Co-operation and Development (OECD) still own the majority of the “large 
data centers,”23 and these countries represent the bulk of data center IT investments 
(figure 2.12). In addition, a forecast of data center revenues up to 2023 shows that no 
major regional changes are expected at the global level (figure 2.13).24

Data are lacking on cross-border access to data center services—that is, when the 
demand for data center services in one country originates from outside of that country. 
However, analysis of the global internet bandwidth used from region to region 
(table 2.4) indicates that the wealthiest regions capture the bulk of the global data 
exchanges. The biggest international region-to-region internet routes are the intra-
European , which represented about 1,100 terabits per second (Tbps) in 2020, or half of 
the total international routes (about 2,100 Tbps).25 Those routes were followed by the 
Europe to North America route (355 Tbps, or 17   percent of the total international 
routes) and the intra-Asia to Asia route (153 Tbps). For comparison, the total interna-
tional internet routes originating from Africa (including the intra-Africa to Africa 
routes) accounted for only 26 Tbps in 2020 (the majority of which were Africa to 
Europe routes). For 2027, it is estimated that the total bandwidth for internet routes will 
increase by nearly tenfold to reach 17,400 Tbps. However, no major changes are 

FIGURE 2.12 Global Distribution of Large Data Centers and Data Centers’ Investment in 
Information Technology (IT), 2019

Source: Sai Industrial, Global and China Data Center Market, https://www.saiindustrial.com/global-and-china-data-center -market/, 2020.
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FIGURE 2.13 Forecast of Revenue Market Share of Regional Data Centers, 2023
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TABLE 2.4 Top 10 Region-to-Region International Bandwidth Routes, 2020 and 2027

Route Bandwidth (Tbps)

2020 2027
Europe–Europe 1,102 8,706

Europe–United States and Canada 355 2,697

Asia–Asia 197 1,741

Asia–United States and Canada 153 1,871

Latin America–United States and Canada 87 732

Europe–Middle East 44 318

Asia–Europe 40 395

United States and Canada–United States and Canada 31 216

Africa–Europe 21 334

Latin America–Latin America 17 139

All other region-to-region routes 31 328

Source: TeleGeography, https://www2.telegeography.com/.
Note: Tbps = terabits per second.

expected in the regional breakdown. Meanwhile, the higher demand for low-latency 
(small delay time) computing will boost the demand for edge data centers (those 
located close to the edge of a network—closer to end users and devices) and smart-
phones with greater computing capabilities, potentially affecting the importance of 
international data transmission.

End User Devices 

Globally, more than 50  percent of emissions in the ICT sector are attributed to end user 
devices. The electricity consumption of devices is only a subset of GHG emissions; 
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the manufacture of end user devices can account for more than half of total GHG emis-
sions by the devices (Malmodin and Lundén 2018).26

Devices such as computers and mobile phones are essential for using the services 
produced by the ICT sector. Understanding the emissions of these devices is thus 
important for seeing a more complete picture of the ICT sector’s carbon footprint. Most 
of the largest device manufacturers publish GHG emissions as well as detailed life-cycle 
assessments. For example, Apple calculates emissions for each of its products. Life-
cycle emissions for the company’s iPhone declined by 19   percent between 2017 and 
2021 (figure 2.14, panel a). An iPhone 13 (128 GB of storage) generates 79 kilograms of 
carbon dioxide equivalent (kgCO2e) during its lifetime. The production phase gener-
ates over 80   percent of the emissions (51.84 kgCO2e) of an iPhone, whereas its use 
generates 10.24 kgCO2e (16  percent) of emissions over its lifetime (figure 2.14, panel b).

The emissions from companies producing the two key user devices in the ICT sec-
tor, computers and smartphones, are concentrated in a few enterprises. Among compa-
nies accounting for over four-fifths of computer sales in 2020 (IDC 2022a) and about 
half of smartphone sales (IDC 2022b), Samsung and Apple stand out, as well as Dell, 
Hewlett-Packard (HP), and Lenovo (table 2.5). Six companies in the personal com-
puter industry account for 83  percent of total shipments. All provide a complete GHG 
inventory, including supply chain emissions (Scope 3, Category 1, Purchase of Goods 
and Services). For 2020, Scope 1 and 2 location-based emissions are estimated at 
1.2 million tCO2e and electricity use at 2.5 TWh for the companies in this industry. For 
smartphones, supply chain emissions are estimated at 44.6 million tCO2e. For 2020, 

FIGURE 2.14 Life-Cycle GHG Emissions of an Apple iPhone 

Source: Apple Product Environmental Reports, https://www.apple.com/environment.
Note: Panel a: iPhone storage is expressed in gigabytes (GB). GHG = greenhouse gas; kgC02e = kilograms of carbon dioxide equivalent.
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Scope 1 and 2 location-based emissions are estimated at 3.7 million tCO2e and electric-
ity use at 8.4 TWh for the companies in this industry. Supply chain emissions are 
 estimated at 70.8 million tCO2e (Minges, Mudgal, and Decoster, forthcoming).27 

The distribution of emissions derived from the use of devices by region can be 
approximated by the number of devices, with the caveat that more recent models are 
expected to be more energy-efficient than older ones (most prevalent in low-income 
economies). According to the industry association GSMA, there are currently about 
8 billion active mobile phones in the world, with many individuals owning more than 
one mobile phone due to the multi-SIM (subscriber identity module) phenomenon28 
(table 2.6). More than half of the total number of mobile phones is concentrated in 
Asia, with 4.3 billion phones in 2020, followed by Africa with more than 1.1 billion 

TABLE 2.5 GHG Emissions, Consumer Device Hardware Companies, 2020

Company Headquarters Shipments 
(millions)

Scopes 1 and 2 Scope 3, 
Category 1 

(tCO2e, 
millions)

Emissions Energy 

Location-
based (tCO2e, 

millions)

Market-
based (tCO2e, 

millions)

Electricity
(TWh)

Renewable 
energy (%)

Computers

Lenovo Hong Kong SAR, 
China

72 0.18 0.03 0.30 11 2.28

HP United States 68 0.25 0.17 0.50 40 26.40

Dell United States 50 0.41 0.22 1.00 54 3.75

Apple United States 23 0.09 0.05 0.20 100 3.41

Acer Taiwan, China 21 0.02 0.01 0.03 54 0.04

ASUS Taiwan, China 18 0.02 0.02 0.04 0 0.86

Subtotal 251 0.97 0.50 2.04 49 36.75

Other 52 0.20 0.43 7.86

Total 304 1.17 2.47 44.61

Smartphones

Samsung Korea, Rep. 257 0.89 1.61 18 14.01

Apple United States 203 0.85 0.05 2.34 100 11.11

Xiaomi China 148 0.03 0.03 0.05 8.56

Subtotal 608 1.78 0.08 3.99 33.68

Other 673 1.97 4.43 37.16

Total 1,281 3.74 8.42 70.84

Sources: Digital Inclusion Benchmark (dashboard), World Benchmarking Alliance, https://www.worldbenchmarkingalliance.org/digital-inclusion 
-benchmark/; World Bank estimates.
Note: This group falls in the International Standard Classification of All Economic Activities (ISIC) under 2620 Manufacture of computers and 
peripheral equipment and 2640 Manufacture of consumer electronics. The group averages for emissions per shipment for those reporting data 
have been applied to establish the overall estimates. Samsung and Apple estimates are based on smartphone shipments relying on life-cycle 
emissions reported by Apple, which is a higher estimate than Samsung’s. GHG = greenhouse gas; tCO2e = tonnes of carbon dioxide equivalent; 
TWh = terawatt-hours.
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phones and Europe with more than 970 million phones. The remaining regions—LAC, 
MENA, North America, and Oceania—collectively have around 1.6 billion active 
phones, which represent approximately 20  percent of the total.

The GSMA also forecasts that the total number of phones will increase globally by 
about 10  percent between 2020 and 2025. Looking solely at smartphones reveals some 
differences. An estimated 5.5 billion smartphones are currently being used worldwide 
and will likely reach 7.2 billion by 2025—a 31  percent increase over the period. This 
increase reflects the replacement of basic phones by smartphones in mature markets, as 
well as the growth of new users in developing markets such as in several parts of Asia 
and Africa.

Considerations for the Future

Several factors will affect GHG emissions from the ICT sector in the future. In addition 
to the greater energy efficiency of devices, equipment, and digital infrastructure, the 
use of new technologies that generate bigger volumes of data or need to use multiple 
devices will affect emissions as well.

Several new technologies being deployed or under development will have an influ-
ence on future GHG emissions of the digital economy. Although these technologies 
have important enabling effects on climate mitigation and adaptation across the global 
economy, they can also boost emissions in the ICT sector:

■■ Increased connectivity. More and more products are appearing on the market 
with interconnectivity features (such as the Internet of Things) that will increase 
the amount of data transfer in networks (even though there has been rising 
decoupling between energy consumption and data consumption over the last 
few years) and energy consumption during active and standby modes. In indus-
trial setups, digital twin technology is increasingly being used to digitally simu-
late the real-time operation of a process, relying on a growing number of sensors. 
Its higher communications with servers for continuous simulations produces 
higher data traffic. As machine-to-machine (M2M) communications increase, 
data transfers will as well.

■■ 5G mobile network technology. Progressively, telecom operators are moving from 
4G to 5G technology. Although this latest technology is more energy-efficient 
per unit of data, a higher volume of data and use of the underlying network 
infrastructure and data centers—a rebound effect—could result in higher emis-
sions. For example, in France it could increase the current GHG emissions by 
1–2  percent (Haut Conseil pour le Climat 2020).

■■ Blockchain technology. Energy consumption and thus the GHG emissions of 
blockchain technology applications such as cryptocurrency is a hot topic in 
academic and policy circles. As a decentralized algorithm, blockchain generates 
high levels of replication and redundant computation, especially when based 
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on “proof of work.” In fact, a single cryptocurrency transaction can generate 
473 kgCO2e in emissions, or about the same emissions produced by 23 house-
holds in one day (Freitag et al. 2020). The use of energy for cryptocurrency has 
increased significantly, although providers claim that the transition to “proof of 
stake” is expected to cut it by 99  percent (Beekhuizen 2021). 

■■ Artificial intelligence (AI) and big data. AI and data science drive growth in data 
storage and processing. Training algorithms and deep learning require more 
computational capacity because of their complexity, and higher model accuracy 
implies more energy use (Kaack et  al. 2022).29 Estimations vary widely, from 
4.5 kg of CO2 for a typical case of model training to as much as 284,019 kg for 
one natural language processing algorithm (Freitag et al. 2020). As AI is applied 
across sectors, such as for autonomous driving, it will affect the GHG emission 
trends from the ICT sector. On the one hand, AI/big data/machine learning 
could bring efficiency to computing. However, it could also lead to increases in 
data transfer.

Consumer behavior and the patterns of use of digital technologies are evolving. 
During the latter years of the COVID-19 pandemic, the world saw the growing use of 
digital tools because of mobility restrictions. Teleworking has also led to greater use of 
VPNs (Virtual Private Networks), which leads to increases in data transfers. In addition 
to the increase in working from home, this period has seen a significant shift in user 
behavior, such as the surge in online activities, including shopping, leisure, and learn-
ing. A shift from enterprise to home networks and heavier use of broadband internet 
have also been observed. With the greater dependency on digital devices and the arrival 
of newer technologies such as 5G and IoT, faster replacement of end user devices is also 
occurring, leading to an overall increase in the GHG emissions of the sector.

Conclusion

Although precise estimates of emissions by the sector are elusive, further digitalization 
is expected to boost emissions at a rate that is not enough to contribute to the Paris 
Agreement’s goal. Both digital connectivity infrastructure and data infrastructure are 
equally important to reduce emissions and green the digital economy. Furthermore, 
devices are even more important as a share of emissions, calling for action, including 
greater energy efficiency and circularity for devices. Increased use of digital solutions 
acts as an enabler in reducing GHG emissions in several sectors. However, the direct 
emissions of the ICT sector are still a concern as digitalization deepens and digital 
divides close. The relationship between segments of the sector is complex, and the 
uptake of several new technologies adds further to the difficulty of precisely projecting 
the emissions pathways. That will require public policies that take into account the 
technological and behavioral elements in a specific country context to ensure sustain-
able and inclusive development of the digital sector.
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Expanding the Use of Renewable Energy and Using 
Energy More Efficiently

Emissions from the digital economy can be mitigated through greater energy efficiency 
and the use of renewable energy for the provision of digital connectivity, applications, 
and devices (supply side), coupled with adjusted consumer behavior that limits rebound 
effects (demand side).30 Ultimately, reducing emissions along the digital value chain 
will depend on making greater use of renewable energy to generate the electricity that 
powers the ICT sector and on improving energy efficiency through new technologies, 
better processes, and better design of equipment. Both the public and private sectors 
have important roles to play in achieving green goals. Interventions can occur at the 
policy and regulatory levels (including self-regulation), at the technical and engineer-
ing levels for the provision of services, and at the consumption level (user practices). 
This section describes examples of interventions along the value chain, although the 
effectiveness of those interventions has not yet been evaluated. Because of the differ-
ences in digitalization, digital infrastructure characteristics, electricity system charac-
teristics, and consumption of digital services, certain policies may be more relevant to 
developing economies. This section provides guidance on key elements to consider for 
greening digital in low- and middle-income countries along various elements of the 
value chain.

Shrinking the Carbon Footprint of Digital Connectivity Infrastructure 
(Telecommunication Networks)

Reduction of emissions along the digital connectivity value chain, from first mile to last 
mile, should consider both energy efficiency and the use of renewable energy. Studies 
such as that by BEREC (2022) have found that network operations account for about 
90  percent of emissions, mostly generated by the access network (70–80  percent). In 
high-income economies, mobile and fixed networks have a similar contribution to 
emissions. However, because of the prevalence of mobile data connections in low- and 
middle-income economies, actions to green mobile networks may be more relevant in 
the short term. 

Operators can take various actions to limit their carbon footprint during infrastruc-
ture deployment, operation, and decommissioning along the value chain (first, middle, 
and last mile). During network deployment, sharing existing physical infrastructure 
(duct, poles, and masts) and microtrenching31 for fiber deployment, as well as recycling 
or reusing customer premise equipment, would reduce the carbon footprint. In the 
operations phase, measures might include replacing less efficient technology (for 
example, copper with fiber or using new generations of mobile networks), optimizing 
energy efficiency for networks (such as energy switch-off, sleep and wake cycles, and 
optimal routing), and using more energy-efficient cooling techniques for servers. 
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For decommissioning, recycling, reuse, or resale of equipment would also reduce life-
time emissions of equipment. As a study of European countries shows, these techniques 
are used to different degrees across operators (figure 2.15). Mobile operators are using 
artificial intelligence, machine learning, and virtualization to optimize power use 
(GSMA 2022b). The impact of spectrum-related factors on energy consumption have 
not yet been studied, such as the effects of the frequency used (which has implications 
on the number of base station sites and possibility of sharing), the use of small cells, and 
antenna configuration and modulation. To green submarine cables, the introduction of 
high-efficiency fiber-optic cables, optimized used of existing cables, and improved 
maintenance and installation practices are also being explored. In general, energy- 
efficiency solutions are a win-win for the sector because they can limit emissions 
while  contributing to operational savings in the medium term, but there are some 
trade-offs.

Decisions on greening digital networks come with some trade-offs (WIK-Consult 
and Ramboll 2021) that should be evaluated at the country level, especially about any 
socioeconomic effects that might affect inclusion. For example, in one trade-off some 
technologies can be more efficient per bit of data, but encouraging these technologies 

FIGURE 2.15 Sustainable Initiatives Noted by Mobile Operators in Europe

Source: WIK-Consult and Ramboll 2021.
Note: Number of mobile operators mentioning action appears in parentheses. 2G = second generation; 3G = third generation; CPE = customer 
premise equipment.
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would conflict with the principle of technological neutrality. In another, improvements 
in data transmission quality could also result in additional data consumption, reducing 
the effects of energy efficiency on emissions. And in another trade-off, actions to reduce 
energy use could have effects on quality of service if, for example, restrictions are placed 
on video resolution to restrain bandwidth. Two trade-offs that are very relevant to 
LMICs are infrastructure sharing versus competition and financial costs versus 
emissions.

Infrastructure sharing for active and passive elements could help reduce energy use 
during deployment and operation, but it may clash with the objective of promoting 
competition between service providers. As a result, it could affect the prices and ser-
vice bundles offered to consumers and reduce affordability and uptake. In markets 
where there is limited competition and operators control bottleneck infrastructure 
such as passive infrastructure and backbone networks, infrastructure sharing can 
dampen incentives to compete and facilitate coordination. Therefore, the appropriate 
conditions or regulations would be needed to safeguard competition and facilitate 
infrastructure sharing at the same time. Independent tower companies could be an 
option to facilitate sharing and reduce emissions while limiting competition issues, 
unless tower companies become dominant operators. Helios Towers, which operates 
in several African countries, estimates that two tenants reduce average emissions per 
tenant by 41   percent, three tenants by 50   percent, and four tenants by 58   percent 
(Helios Towers 2021). Estimates indicate that infrastructure sharing of active elements 
can significantly reduce energy consumption and therefore imply a reduction in emis-
sions (figure 2.16). The baseline carbon emissions for all 4G sites using a wireless back-
haul32 is estimated to be 5.2 kt for 30 gigabytes (GB) per month per user, but the 
amount can be reduced by 37  percent when using an active sharing approach. A shared 
infrastructure business model only in rural areas leads to a 19  percent CO2 reduction 
(Oughton et al. 2023).

Finally, a very relevant trade-off applies to LMICs, where there are important 
 coverage and usage gaps. Some of the technologies that are more energy-efficient per 
unit of data are costlier to deploy, but they also lead to more usage and, in turn, more 
emissions. Adopting more energy-efficient technologies would have direct effects on 
prices and therefore uptake of digital technologies, especially for the poorest. In coun-
tries such as Switzerland, studies find that upgrading to 5G has increased usage even 
at higher consumer prices, but this finding may not apply to low-income consumers, 
and it can also be linked to more emissions. In LMICs, simulations reveal that the 
most cost-efficient alternative for delivering certain capacity at peak time or volume of 
data per month is a 4G access network with wireless backhaul (although the caveat is 
that not all users will have more expensive 5G enabled smartphones, leaving some 
users unconnected). The cost of delivering a 5G access network with a fiber backhaul 
(for the same capacity and data volume) would be higher. For example, in Colombia, 
assuming no change in data volumes, the cost of achieving universal broadband access 
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would be 18  percent higher using 4G and fiber, than using 4G with wireless backhaul, 
although CO2 emissions would be lower—24   percent less when deploying 4G with 
fiber backhaul compared with 4G with wireless backhaul  (figures 2.17 and 2.18). 
However, this could only be achieved if consumers were willing and able to pay for 
more expensive 5G devices, otherwise this could lead to deepening the digital divide.

Carrying operations with greener electricity are an important option to limit emis-
sions. Various digital infrastructure operators have taken steps to procure more renew-
able energy or self-generate electricity from renewable sources such as solar and wind. 
According to the GSMA (2022a), the share of electricity from renewable sources increased 
from 14  percent in 2020 to 18  percent in 2021. Even for submarine cables, alternatives 
such as use of onshore electrical grids to power ships while in port for operation and 
maintenance, installation of solar panels, and use of more fuel-efficient ships are being 
explored, together with renewable sources of energy for cable landing stations.

FIGURE 2.16 Total Cellular Site CO2 Emissions over 2020–30, by Infrastructure Sharing 
Strategy and Country Income Group

Source: Oughton et al. 2023.
Note: Interval bars reflect low and high adoption scenarios (0.5  percent and 6  percent adoption CAGR [compound annual growth rate] depending 
on country income group and scenario, respectively) for 30 gigabytes per month of data consumption by subscription. Active refers to active radio 
access network (RAN) sharing. F = fiber backhaul; MtCo2 = megatonnes of carbon dioxide; SRN = single rural network; W = wireless backhaul. The 
emission effects of deployment and operation of passive infrastructure are not simulated.
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FIGURE 2.17 Financial Cost of Universal Broadband, by Technology, 2023–30

Source: Oughton et al. 2023.
Note: Baseline scenario considering 2  percent adoption CAGR (compound annual growth rate) for 30 gigabytes (GB) per month of data consumption by 
subscription. 4G = fourth generation; 5G = fifth generation; F = fiber backhaul; W = wireless backhaul.
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FIGURE 2.18 Cumulative Cellular Site Emissions, by Technology, 2023–30

Source: Oughton et al. 2023.
Note: Interval bars reflect low and high adoption scenarios (1   percent and 4   percent adoption CAGR [compound annual growth rate], respec-
tively) for 30 gigabytes (GB) per month of data consumption by subscription. 4G = fourth generation; 5G = fifth generation; F = fiber backhaul; 
MtCO2 = megatonnes of carbon dioxide; W = wireless backhaul.
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Companies in the ICT sector are working to reduce their operational and some-
times their entire upstream and downstream GHG emissions in various ways. Among 
other things, they are setting targets for reducing emissions, helping suppliers to reduce 
emissions and transition to green energy, working with the energy sector to increase 
renewable options, and funding initiatives for carbon removal. Some operators have 
committed to specific targets on renewable energy. For example, Vodafone reached the 
milestone of 100  percent renewable sources of electricity in Europe, and Telefónica can 
boast about its 100  percent renewable sources of electricity in Europe, Brazil, and Peru. 
Orange is aiming to use more than 50  percent renewable electricity by 2025. Depending 
on the energy mix available in a country, these goals are more feasible to achieve.

Opportunities are available to use renewable energy instead of diesel for situations 
in which the electricity grid is not available or is of poor quality. Digital connectivity 
networks are typically powered by energy from the electricity grid, with diesel-powered 
generators serving as backup power or the main source of power in bad grid or off-grid 
situations, particularly in LMICs. Many electricity networks in LMICs are poor in qual-
ity. For example, in Kenya Safaricom reports that average generator use per day rose in 
2021 to 3.2 hours (Safaricom 2022). Because of the rising cost of running networks and 
the emissions from diesel fuel, the use of renewable energy as a source of power for 
mobile networks has grown over the last few years. The annual CO₂e emissions from 
diesel-powered generators at off-grid and bad grid towers have been reduced by an 
estimated 2.2 million tonnes, from 9.2 million tonnes in 2014 to 7 million tonnes in 
2020 (GSMA 2020b). The availability of renewable energy from solar and microturbine 
wind technologies and better power storage through improved batteries are essential to 
allow for greater use of electricity from renewable sources. Furthermore, new technolo-
gies such as fuel cell technology (piloted by Vodacom in Romania) are enlarging the 
number of fossil fuel alternatives.

Simulations demonstrate the great potential of using renewable energy for mobile 
network infrastructure. Research for this report explored the sustainability benefits 
of shifting cellular sites from diesel generators to renewable sources such as photo-
voltaic and wind power systems. A renewable energy strategy for cellular sites would 
mitigate emissions (figure 2.19). By implementing a renewable energy strategy for 
cellular sites with 4G using a wireless backhaul, up to 10  percent net carbon savings 
is estimated (Oughton et al. 2023). The use of hybrid generators as an alternative can 
also reduce emissions and be cost-effective. A study looking at the use of hybrid die-
sel/renewable generators for Safaricom’s base stations in Kenya found that, although 
the initial installation cost of the hybrid system is higher than the installation of a 
diesel generator, in the long run the cost of operating a hybrid system is lower. Indeed, 
the operating cost of a hybrid system of solar, wind, and diesel is three times lower 
than that of a pure diesel generator. The net present cost of the different combinations 
was estimated at US$21.8 per megawatt-hour (MWh) for diesel only, $8.24 per MWh 
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for solar and wind turbine hybrid only, and $6.89 per MWh for solar, wind, and diesel 
(Owino 2017).

The private sector, by self-regulation, is spearheading efforts to reduce emissions 
in  digital connectivity infrastructure. From collaboration among the Global 
e- Sustainability Initiative (GeSI), International Telecommunication Union, the GSMA, 
and the Science Based Targets initiative (SBTi) has emerged a sector-specific decarbon-
ization pathway that allows ICT companies to set targets in line with the latest climate 
science. Almost 300 tech companies have committed to or have already set science-
based targets for reducing emissions, including at least 35 digital infrastructure opera-
tors (European Commission 2021). According to the GSMA (2022a), operators that 
account for half of global revenue of mobile networks committed to net zero carbon 
emissions by 2050 or earlier. 

FIGURE 2.19 Assessment of the Impacts of Off-Grid Renewable Power Strategies for 
Universal Broadband Options, by Emissions Type, Colombia

Source: Oughton et al. 2023.
Note: Graphs indicate the impacts, by emission type, of shifting from off-grid diesel generators to renewable site power. Interval bars reflect low 
and high adoption scenarios—1 percent and 4  percent adoption CAGR (compound annual growth rate), respectively—for 30 gigabytes (GB) per 
month of data consumption by subscription. 4G = fourth generation; 5G = fifth generation; F = fiber backhaul; ktNOx = kilotonnes of nitrogen oxides; 
ktPM10 = kilotonnes of particulate matter; ktSOx = kilotonnes of sulfur oxides; MtCO2 = megatonnes of carbon dioxide; W = wireless backhaul.
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Governments can also integrate more prominently policies to facilitate deployment 
and operation of greener digital connectivity infrastructure. The following actions have 
been either implemented or discussed:

■■ Measure to improve. Limited information is available on emissions, energy con-
sumption, sources of energy, and other environmental sustainability indicators. 
Operators (mainly multinational) committed to achieving green goals publish 
information voluntarily, but other operators do not. Mobile operators account-
ing for 66  percent of global mobile connections disclose their climate impacts 
using an established methodology (GSMA 2022a). Furthermore, methodologies 
and indicators are not consistent across operators in a country or across coun-
tries, making aggregation, comparisons, and monitoring challenging. Various 
telecom regulators do not have regulatory mandates to collect and verify this 
information, including in Europe (BEREC 2022). Meanwhile, other countries 
have already begun to track certain indicators. In India, a green initiative imple-
mented by the Telecom Regulatory Authority of India (TRAI) tracks the number 
of diesel-powered and solar-powered mobile towers reported by mobile network 
operators and tower companies. In France, since January 2022 internet service 
providers and mobile operators have had to publicly report the quantity of data 
consumed and the ensuing GHG emissions.

■■ Facilitate the use of electricity based on renewable resources. In countries in which 
electricity systems have been liberalized, power purchase agreements between 
digital infrastructure operators and generators are feasible. Digital infrastructure 
operators can become important off-takers for greenfield renewable energy proj-
ects. Direct power purchase agreements with renewable energy generators are 
critical to making this happen. Group captive models are also emerging to facili-
tate the access of smaller digital infrastructure players to renewable energy. This 
model, implemented in India, allows a consumer or group of consumers to con-
tribute to setting up a power plant and to purchase power from the plant for their 
own consumption. Allowing for the self-provision of electricity or the operation 
of telecom energy services companies (TESCOs) that can also power minigrids 
are other alternatives for ensuring the availability of renewable energy for digital 
infrastructure operators. This is particularly important for off-grid areas, areas 
where electricity service is poor, and countries in which fossil fuels dominate 
the electricity system. This is a policy that needs alignment with energy sector 
institutions.

■■ Facilitate infrastructure sharing. In many countries where (passive or active) 
infrastructure sharing is desirable, frameworks are still ineffective because 
practical issues limit sharing, such as technical interoperability or restrictive 
construction standards. Governments could help revise these frameworks and 
implement them more proactively. Frameworks to access essential infrastruc-
ture controlled by operators with significant market power need to be in place, 
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including publication of reference access offers with maximum cost-oriented 
access charges when needed, set time periods for processing, and quality of ser-
vice standards. Systems to allow access to information on the location of current 
infrastructure, including fiber backbone and towers, such as in France, Poland, 
and the United Kingdom, and the ongoing open data fiber network platform 
initiative for Africa, are important to facilitate sharing. Cooperation between 
operators for joint infrastructure should be facilitated as well under commer-
cial terms with a robust dispute resolution system and appropriate analysis of 
potential anticompetitive effects. The Netherlands has discussed a possible relax-
ation of competition analysis to pursue environmental goals, including for such 
partnerships.

■■ Facilitate infrastructure deployment. Dig-once policies or mutualization rules 
can be useful to boost efficiency in network deployment, including through 
cross-sectoral collaboration. However, implementation is important to prevent 
such measures from acting as a barrier to infrastructure expansion for entrants 
or smaller players. For fiber network deployment, municipalities can play an 
important role in allowing more environmentally friendly techniques such as 
microtrenching, which is encouraged in New York and San Francisco.

■■ Consider environmental factors when awarding licenses and granting state aid 
and for the operation of partial or fully state-owned digital infrastructure opera-
tors. Countries are also considering setting standards for network deployment 
to ensure energy efficiency and sustainability. In the European Union, proposals 
have been made to either set certain standards to participate in tenders to access 
state aid or consider energy efficiency and other sustainability elements as fac-
tors that are evaluated favorably. Setting standards for awards under universal 
service funds would be a way to ensure expansion with greener technologies. 
Furthermore, through state shareholdings in operators of digital connectivity 
infrastructure, governments can also infuse change by adopting more mitigation 
measures.33 Some countries, such as Ireland, have adopted guidelines for enter-
prises with state shareholdings to boost mitigation actions.

■■ Support more energy-efficient equipment and systems. Industry standards for 
energy-efficient equipment as well as experimentation with more energy- 
efficient technologies would encourage use of the available more efficient 
 technologies and development of more efficient products. In Europe, the 
European Telecommunications Standards Institute (ETSI) works on standards 
for transmission and network equipment in line with the European Commission’s 
Ecodesign of Energy Related Products Directive.

■■ Increase the transparency of operators’ and consumers’ carbon footprints. Increased 
awareness of consumers’ carbon footprints and operators’ emissions, as well 
as energy efficiency and sustainability practices, can allow “green” to become 
a variable for competition. More sustainable operators could be rewarded 
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by consumers, thereby creating a virtuous cycle of incentives for operators to 
become more environmentally conscious. Certification and labeling of operators 
with good green practices could also enhance the information available to con-
sumers. Including information on consumers’ carbon footprint in their monthly 
consumption bills could also restrain rebound effects.

Shrinking the Carbon Footprint of Data Management 
Infrastructure (Data Centers)

As larger volumes of data are collected, stored, and processed, the capacity and use of 
data infrastructure are expanding. This trend is expected to continue, turning data 
infrastructure (data centers and cloud computing) into an important source of emis-
sions in the ICT sector. Nevertheless, more traffic, computation, and storage do not 
necessarily translate into proportionally higher energy consumption (Center on 
Regulation in Europe 2021). The twin digital and green transition requires measures 
to boost energy efficiency and the use of renewables in this segment of the ICT 
sector. 

The GHG emissions from data center operations arise from the energy consumed 
by ICT hardware and cooling systems. The energy consumption of hardware is directly 
correlated with its data processing capacity, data servers, data storage devices, and 
other network components. The electricity consumed in data centers is converted into 
heat, which is removed by cooling systems. As for the computing part, energy 
 consumption is lowered by greater recourse to energy-efficient servers, storage devices, 
and other network hardware, and smarter dimensioning of network components in 
relation to the data center’s peak load. As for the cooling part, measures to reduce 
energy consumption and GHG emissions include (1) using electricity from renewable 
sources; (2) raising the operating temperature (which reduces energy consumption but 
shortens the components’ life span) and managing it more efficiently, considering 
weather conditions; (3) using other cooling techniques (free cooling in cold climates 
and liquid cooling); and (4) recovering heat for use by residential or commercial 
facilities. 

Recognizing the potential for operational cost reductions from energy efficiency 
and use of more affordable sources of energy, the private sector is showing a strong 
commitment to reducing the carbon footprint of the sector and achieving policy tar-
gets. In January 2021, data center operators and industry associations in Europe 
launched the Climate Neutral Data Centre Pact. The pact includes a pledge to make 
data centers climate-neutral by 2030 and has intermediate (2025) targets for power 
usage effectiveness and carbon-free energy. The 2030 target appears to be in line with 
the European Commission’s digital strategy, which was released in February 2020 and 
includes a key action on “initiatives to achieve climate-neutral, highly energy-efficient 
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and sustainable data centers by no later than 2030,” and the European Green Deal. The 
European Union (EU) case also illustrates how setting policy targets can provide a 
 reference point to incentivize climate action by the private sector. 

Self-regulation and co-regulation are important for the data infrastructure sector. 
Various initiatives for voluntarily adopting codes of conduct, guidelines, and certifica-
tion have been implemented across countries. In the European Union, the Voluntary 
EU Code of Conduct on Data Center Energy Efficiency34 initiative was launched in 
2008 to inform and stimulate data center operators and owners to reduce energy con-
sumption cost-effectively without hampering the critical function of data centers. This 
initiative provides a platform for stakeholders to discuss and agree on voluntary actions 
to improve energy efficiency, including best practice guidelines. To date, 345 data cen-
ters have requested participant status, and 290 data centers have been approved as par-
ticipants. Over 120 organizations have at least one data center approved as a participant, 
with most of the participants having achieved power usage effectiveness of below 1.80.35 
One participant is located outside Europe—eBay, with four data centers. In the Republic 
of Korea, the Korea Data Center Council established a voluntary green data center 
certification program. In India, the Indian Green Building Council (IGBC) developed 
and launched a Green Data Centre rating system in 2016 to offer services to the grow-
ing data center industry and to rate energy efficiency.36 International standards for data 
centers are also private sector–driven. For example, the Uptime Institute has developed 
and applied a tier standard for the design, construction, and operation of thousands of 
facilities, including data centers.37

Governments and associations provide guidance for greener data centers and 
encourage adoption through benchmarking, as well as set mandatory standards. In 
Hong Kong SAR, China, the government issued a Green Data Centres Practice 
Guide38 to provide best practice measures to improve the energy efficiency and envi-
ronmental performance of its data centers. Both local conditions, including climate 
and ecosystems, as well as international best practices, are part of the guide, which 
covers design and construction, procurement, management, operation, and mainte-
nance, as well as disposal. In Denmark, the TIDA project39 is creating an overview of 
the sustainability profile of large, medium-size, and small data centers in order to 
create a common framework for “best practices” and “industry benchmarks” for 
green data center solutions in Denmark. Other countries have established mandatory 
standards for data centers. In the Republic of Korea, standards for green data center 
construction were issued and complemented with self-evaluation guidelines to facili-
tate compliance. In Malaysia, the Technical Code: Specification for Green Data 
Centres was developed by the Malaysian Technical Standards Forum Bhd (MTSFB).40 
The technical code was developed to provide minimum requirements for green data 
centers and outline the best practices that data centers should adopt to achieve a sus-
tainable industry.
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On the demand side, governments are using different approaches to green pro-
curement, including for data storage and cloud computing and for climate-friendly 
management of government facilities. In 2020, the European Commission published 
the “EU Green Public Procurement (GPP) Criteria for Data Centers, Server Rooms 
and Cloud Services”41 as part of the EU Green Public Procurement voluntary initiative 
to encourage public procurement of sustainable products to enable market transfor-
mation. In 2021, the Brazilian government outlined new measures to reduce energy 
 consumption by federal agencies amid energy shortages caused by drought. Among 
the requirements, the decree states that data processing centers must keep rooms 
“cooled only to the limit of what is technically necessary”; computers should be pro-
grammed to the lowest possible electricity consumption; and agencies should provide 
access to  systems directly from the cloud.42

Tech companies operating data centers are large purchasers of renewable energy, 
thereby helping to scale the market for renewable energy. The ICT sector accounted for 
44   percent of renewable power purchases in 2020, and six of the top 10 corporate 
 purchasers of renewable energy in 2020 were tech companies (BloombergNEF 2021). 
Globally, Amazon is the largest procurer of renewable energy after utility companies 
themselves.43 A number of tech companies have committed to expanding the use of 
renewable energy as part of RE100.

One challenge is that even if tech companies pay for renewable energy, they do not 
necessarily receive renewable energy because of the energy mix of the grid in the coun-
try of location. Google has pioneered the concept of 24/7 carbon-free energy, in which 
every kilowatt-hour of power consumption is matched by carbon-free electricity pro-
duction every hour on the grid where the electricity is consumed. The 24/7 Carbon-
Free Energy Compact is a movement coordinated by Sustainable Energy for All and the 
United Nations.44 The initiative is working to increase the share of matched green 
power, including using technologies such as AI and renewable storage. Both Google 
and Microsoft have announced 2030 targets to source and match zero-carbon electric-
ity on a 24/7 basis. 

Data centers can be off-takers of renewable energy, but they also feed power to the 
grid. They typically have a significant amount of backup power, which is used only dur-
ing power grid incidents to ensure the data center’s reliable access to power. Because of 
the redundancy requirement, the backup power capacity of a data center is typically 
high, and it may produce a significant amount of electricity for the power grid. Net 
metering rules would be needed to allow for this occurrence.

Cross-border use of data storage and cloud computing facilities offers low- and 
middle-income countries opportunities to attract investments in green data infrastruc-
ture. Some LMICs are attractive because of the availability of renewable energy 
resources and renewable electricity. Others may be attractive because of their capacity 
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to use alternative cooling systems, including free cooling. Furthermore, hyperscale data 
centers provide economies of scale and are more energy-efficient.

Shrinking the Carbon Footprint of End User Devices

The biggest challenge in greening end user devices is the swelling popularity of these 
products. Responding to the rising performance of end user devices and their new 
features, users are discarding older devices at a growing pace (IIASA 2019). Although 
consumers in high-income countries are increasingly keeping their smartphones lon-
ger (Freitag et al. 2020), some studies estimate that a phone would have to be used for 
at least 25 years for the energy efficiency of the new device to offset the emissions gen-
erated from production of the previous one (EEB 2019).

The main technical areas in which the GHG emissions of end user devices could be 
reduced are (1) energy efficiency and the use of renewable energy during manufactur-
ing, which is the point at which most of the GHG emissions released over the life cycle 
of devices occur (Freitag et  al. 2020); (2) reusability (including ease of repair); and 
(3) recycling of components and materials (including the possibility of recycling indi-
vidual components before recycling the entire device). Energy-efficient product design 
could reduce consumption in standby/sleep mode by, for example, installing automatic 
sleep mode for devices not being used. Reuse and remanufacturing build on the con-
cepts of ecodesign or design-for-recyclability/circularity. Initiatives for labeling and 
standards based on energy efficiency, ecodesign, and repairability are options for 
increasing consumer awareness of the impacts of their product choices on the climate 
and environment. 

Ecodesign and ecolabeling measures have been introduced to reduce environmen-
tal impacts over the life cycle of end user devices (box 2.2). Under the EU Ecodesign 
Directive, various regulations were adopted aiming to reduce GHGs via measures with 
a specific focus on energy efficiency. Regulations have been issued on electronic dis-
plays,45 personal computers,46 and external power supplies to charge laptops and 
phones,47 among other things. Currently, a new regulation on mobile phones and tab-
lets is under preparation. Meanwhile, the EU Digital Product Passport (launched in 
early 2023) creates a digital twin48 on the web for every individual product throughout 
its life cycle (including manufacturing, transportation, disposal, and recycling). It is 
accessible by consumers, supply chains, and other stakeholders.

Efficient recycling of e-waste can greatly reduce the demand for virgin raw materi-
als, device emissions, and adverse environmental effects.49 The ITU has been helping 
countries track e-waste and the adoption of e-waste laws and policies. Although 
78 countries had adopted e-waste policies, laws, or regulations by 2019, enforcement is 
weak, and collection and management are poor (box 2.3). Appropriate facilities are also 
needed to refurbish equipment and extract valuable materials. 
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BOX 2.2 Ecoratings and Ecolabeling of Devices

Various mobile telecom operators have begun to develop public ecoratings to measure the sustain-
ability and environmental performance of mobile handsets. These ratings are then used to inform 
the public of that performance and communicate the sustainability and environmental performance 
of the products. Usually such efforts measure sustainability and environmental performance at the 
corporate, supply chain, or device level. Criteria used for labeling include (1)   sustainability of 
the handset manufacturer based on GHG emissions, environmental policies, and other related 
factors; (2) sustainability of the supply chain elements based on factors such as contract manu-
facturing, transportation distances, and mineral sourcing; and (3) actual performance of a handset 
based on factors such as the components used, energy consumption,  recyclability, and packaging. 
An ecorating highlights five key aspects of mobile device sustainability: durability, repairability, 
recyclability, climate efficiency, and resource efficiency. 

Operators applying ecoratings include AT&T, Orange, Sprint, Telefónica, UL, and Vodafone. 
Ecoratings are already applied to more than 200 mobile phone models from 16 manufacturers.

Ecolabeling is another effort to inform consumers about the environmental performance of 
a product. It is a voluntary approach to environmental performance certification that identifies a 
product that meets a specified performance criteria or standard. Different types of organizations, 
including governments, nonprofits, and for-profit organizations, have developed ecolabeling pro-
grams, which address different issues. For example, ENERGY STAR focuses on energy use during 
equipment operation, while other ecolabels address life-cycle environmental concerns or cover 
ergonomic and worker health and safety issues. 

Today, several types of environmental labeling exist, including those that are grouped and 
 classified by the International Organization for Standardization. Currently, 456 ecolabels are used 
 worldwide in 199 countries. Of those, 72 ecolabels are used on electronics. 

An issue associated with ecolabeling is label trust. Consumers may worry that fake ecola-
bels are being used to greenwash them. Another issue is that international trade obstacles to 
ecolabels act as nontariff trade barriers. This issue stems from the growing use of ecolabels and 
the diverse labeling requirements. That brings up the problem of adjusting to the production stan-
dards of different markets abroad, which may entail significant cost, information, and technical 
expertise. Labeling programs also tend to be based on the domestic environmental priorities and 
technologies of the importing country, and so often they lack relevance to the exporting country’s 
environment and local conditions. 

Sources: CIEL (2005);  Ecoabel Index, https://www.ecolabelindex.com/ecolabels/?st=category,electronics; EPA (2012); 
ITU (2012); Telefónica (2022). 

Measures to facilitate circularity in the use of devices and equipment are now in 
place in some countries. In France, the anti-waste law for a circular economy adopted 
in February 2020 requires manufacturers to provide consumers with more information 
on the environmental impact, life cycle, and repairability of products. This law also 
introduces regulations on the repairability of electronics. They are intended to provide 
consumers with more information in support of their purchase decisions and to 
encourage producers to make their products more repairable. A repairability index has 
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BOX 2.3 E-waste Management in Low- and Middle-Income Countries

As of 2019, 53.6 million tonnes (Mt) of e-waste were produced and discarded globally (Forti et al. 
2020). If not managed efficiently, this waste is expected to grow to 74.7 Mt by 2030, or almost 
double the 2014 amount (Forti et al. 2020). The discarded waste includes toxic and hazardous 
materials, including batteries, plugs, mercury, brominated flame retardants, and chlorofluorocar-
bons, which are harmful to human and environmental health. 

E-waste management is especially important in low- and middle-income countries (LMICs). 
Transboundary flows of e-waste have become a major concern over the years. Some reports have 
suggested that the lack of data on e-waste production in the global North implies that the waste 
produced is managed outside the official collection systems and is transported to LMICs, further 
exacerbating the issue (ITU 2022). 

The issue of transboundary movements of e-waste raises valid concerns about both environ-
mental health and human health because of the lack of management and infrastructure in the des-
tination countries. Consequently, the waste generated is managed inefficiently, leading to risks 
to health and environment. For example, most LMICs manage e-waste by open-air burning or acid 
baths to recover materials from electronic waste (Forti et al. 2020). Such activities expose workers 
and the environment to the harmful fumes, leading to irreversible health degradation. In addition, 
in most LMICs activities associated with e-waste management is carried out by members of the 
informal sector. They buy, collect, and recycle e-waste in an unregulated manner, thereby exposing 
them to the harm arising from burning, melting, or recycling e-waste. 

LMICs are also far behind in deploying and regulating legislation governing e-waste manage-
ment (figure B2.3.1). As of October 2019, 78 countries had an e-waste management policy, legisla-
tion, or regulation in place (ITU 2020). However, in many LMICs policies are not legally binding, 
which makes it hard to regulate e-waste. For example, across Asia and Africa only 19 countries 
have legally binding legislation on e-waste. Five countries have a nonlegally binding e-waste 
policy, and 31 countries have some form of policy in place. 

FIGURE B2.3.1 E-waste Management by Region

Source: ITU 2022.
Note: Mt = megatonnes.
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been in place since January 2021 to rate electronics for their ease of repair and life span 
on a scale of 1 to 10. A durability index will be introduced in 2024. In the European 
Union, the 2021 New Circular Economy Action Plan50 includes a circular electronics 
initiative that would promote longer product lifetimes. It includes regulatory measures 
for electronics and ICT, including mobile phones, tablets, and laptops under the 
Ecodesign Directive; implementation of the “right to repair,” including a right to update 
obsolete software; regulatory measures for chargers for mobile phones and similar 
devices (including the introduction of a common charger); improvement of the collec-
tion and treatment of waste electrical and electronic equipment; and review of EU rules 
on restrictions of hazardous substances in electrical and electronic equipment.

In low- and middle-income countries, purchasing second-hand devices or refur-
bishing devices can be an option for accessing digital technologies while also sup-
porting reuse of devices. However, only 11  percent of smartphones sold globally are 
refurbished (Persistence Market Research 2022). Furthermore, efficient recycling and 
refurbishing require a value chain approach that integrates producers, telecom-
munications companies, waste management operators, repair service providers, and 
 second-hand market players, and relies on a better understanding of consumer 
incentives to use refurbished and ecofriendly devices. Take-back schemes involving 
the industry, harmonized labeling for devices, and accreditation standards for recy-
cling are examples of initiatives to complement national e-waste frameworks.51

Conclusion

Strategies to decarbonize the digital sector include implementation of energy efficiency 
plans, a switch to renewable or low-carbon electricity supplies, and encouragement of 
carbon consciousness among end users. At the technical level, providers of digital con-
nectivity and data infrastructure can undertake various actions to reduce emissions 
(figure 2.20). 

A Comprehensive Sectoral Approach

In summary, an integral policy involving the public and private sectors is needed to 
green the entire ICT sector. However, few regions or countries have specific policies for 
the sector. Among the few exceptions are the European Union and the Republic of 
Korea (box 2.4). The European Union is pursuing initiatives such as product passports 
to track life-cycle emissions; longer device lifetimes; energy efficiency, including zero 
emissions for data centers and networks by 2030; and support of the use of digital solu-
tions to enable mitigation in other sectors (European Commission 2020). Setting sec-
toral policy objectives and targets can be useful to steer the sector toward a more 
sustainable path and help achieve emissions reductions in line with the Paris Agreement’s 
commitments.
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Constraints on and Opportunities for Green Digital in LMICs

Electricity and Renewable Energy 

Availability of grid electricity affects the ICT sector. Over 800 million people in LMICs 
have no access to electricity, and over 1 billion are connected to an unreliable grid.52 
Low-income countries face the biggest access challenge because electricity covers less 
than half of their populations (42.9  percent), in contrast to the access in lower-middle-
income (89.8   percent), upper-middle-income (99.4   percent), and high-income 
(100  percent) economies.53 

Unreliable grids are another challenge. These so-called bad grids are subjected to 
power outages for more than six hours a day on average.54 They require the use of 
backup generators, and, if renewables are not available, they are likely powered 
by diesel. 

FIGURE 2.20 Technical Strategies to Decarbonize the ICT Sector

Source: World Bank team research and ITU (2020).
Note: ICT = information and communication technology; IT = information technology; PUE = power usage effectiveness.
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BOX 2.4 The Republic of Korea’s Multipronged Approach to Green Digital

Addressing the carbon footprint of the information and communication technology (ICT) sector 
was one of the priorities of the Korean government’s green transition, as illustrated by its 
announcement of the Green IT National Strategy (2009). Since the announcement of that strat-
egy, the government has introduced various measures to green the ICT sector (figure B2.4.1), 
including a green certification program (2010), standardization of green data center guidelines 
(2012), and a number of government-funded research and development (R&D) projects for green 
data centers and communication network technologies. Since President Moon Jae-In took office 
in May 2017, the greening ICT has been incorporated into and backed by a long-term vision and 
strong political commitment (2050 Carbon Neutral Strategy), large-scale infrastructure projects 
(the Korean New Deal), R&D for innovative technologies (Carbon Neutral Tech Innovation 
Strategy), and a robust legal framework to support the implementation of green initiatives 
(Carbon Neutrality Act). Although the government is a lead facilitator for several tools to decar-
bonize the ICT sector, such as laws and economic instruments, the private sector is also contrib-
uting to the national efforts to green the ICT sector by adopting voluntary measures. 

FIGURE B2.4.1 Key Measures for Greening the ICT Sector in the 
Republic of Korea

Source: World Bank 2022.
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Apart from access to and reliability of the grid, the mixture of power on the electric-
ity grid has an impact on ICT sector emissions. The ICT sector in countries with dirty 
grids will emit more emissions than those with relatively green grids. The available 
data suggest that grids in East Asian LMICs are dirtier than those in Latin America 
 (figure 2.21).
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Because of the significant energy heterogeneity in LMICs, countries could be cate-
gorized to identify relevant strategies for a green ICT sector based on country charac-
teristics. For example, an LMIC with high coverage and a clean grid will have a different 
outlook than one with low coverage and a dirty grid. The former would be attractive to 
multinationals as a location for data and cloud centers, whereas the latter might benefit 
from strategic advice on opening its energy market to renewable power suppliers. The 
latter might also consider commercially viable off-grid pay-as-you-go (PAYG) solar. 
PAYG solar could help mobile operators enhance use and help tech companies seeking 
projects for carbon offsets. 

Governments have a leading role to play in liberalizing the environment for clean 
energy. A considerable effort is needed in this area because LMICs lag high-income 
countries in clean energy policies and regulation. OECD countries have a score of 81 
out of 100 on the Renewable Energy pillar of the Regulatory Indicators for Sustainable 
Energy (RISE),55 compared with 57 for the MENA region and 41 for the EAP region 
(figure 2.22, panel a). There are also huge gaps in the renewable energy performances 
of LMICs. For example, Rwanda scores 90 out of 100 on the Renewable Energy pillar, 
whereas Turkmenistan scores 7 (figure 2.22, panel b).

As countries continue to improve the functioning of their electricity markets, access 
to renewable energy for greening the ICT sector will be easier. South Africa is an exam-
ple of how government policy can influence green energy markets. The country ranks 

FIGURE 2.21 Access to Electricity Compared with Grid Emissions Factor, Selected Low- and 
Middle-Income Countries, 2020

Sources: World Bank and Institute for Global Environmental Strategies.
Note: tCO2e/MWh = tonnes of carbon dioxide equivalent per megawatt-hour. LMICs = low- and middle-income countries.
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sixth among low- and middle-income countries in the RISE renewable energy indica-
tor. In June 2021, the government announced new regulations exempting power proj-
ects of up to 100 megawatts (MW) from having to apply for a license from the energy 
regulator (Merten 2021). Independent power producers will also be able to upload 
their surplus energy onto the grid. This step is linked to the requirement that Eskom, 
the national energy utility, unbundle the grid (Eskom 2022). All these steps are expected 
to help green the grid—in 2019, over 80  percent of the mix was coal (Department of 
Energy 2022)—as well as mitigate recurring electricity outages. 

Access to energy in Senegal poses a challenge. Thirty-five  percent of the population 
does not have access to electricity, while 90   percent of those on the grid are using 
 electricity mostly powered by oil and coal.56 In May 2020, the government of Senegal 

Source: Regulatory Indicators for Sustainable Energy (RISE), https://rise.esmap.org/indicators.
Note: Seven indicators are assessed for the RISE renewable energy pillar: (1) legal framework for renewable energy; (2) planning for renewable 
energy expansion; (3) incentives and regulatory support for renewable energy; (4) attributes of financial and regulatory incentives; (5) network con-
nection and use; (6) counterparty risk; and (7) carbon pricing and monitoring. OECD = Organisation for Economic Co-operation and Development.

FIGURE 2.22 RISE Renewable Energy Pillar Scores, 2019
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granted a value added tax (VAT) exemption for 22 renewable energy products.57 The 
move was driven by the goal of facilitating access to energy, particularly in rural areas. 
More examples from LMICs are offered in box 2.5.

GHG Emissions Inventory

Emissions and energy data for the ICT sector are needed to inform policy making. 
Global or regional estimates are not relevant to the design of tailored country policies. 
The relevant data include breakdowns by ICT industry58 as well as operational emis-
sions (Scopes 1 and 2) and upstream and downstream emissions (Scope 3).59 Emissions 
data and energy use are critical to ascertain the scale of ICT sector emissions compared 
with those of the economy as a whole, as well as trends over time. Environmental data 
are becoming increasingly important to environmental, social, and governance (ESG) 

BOX 2.5 Examples of Government and Corporate Efforts to Expand the Use 
of Renewable Electricity

■■ Jordan. Orange has a wheeling agreement with Kawar Energy using three solar farms. In 
2020, the farms provided over 60   percent of the company’s energy needs and reduced car-
bon dioxide (CO2) emissions by 50  percent. The four solar farms of mobile network operator 
Umniah generate 50   percent of its required power. In 2019, Umniah’s solar farms avoided 
11.5 kilotonnes in CO2 emissions. 

■■ South Africa. Amazon commissioned the SOLA Group to develop a 10-megawatt (MW) solar 
farm. In the country’s first such agreement, 28 gigwatt-hours (GWh) of solar energy will be 
wheeled via Eskom’s grid (the state-owned power utility) to Amazon’s facilities each year. 
The project is one of Amazon’s 26 global “utility scale” wind and solar projects. Meanwhile, 
Vodacom is piloting a new solution to source 100  percent of its electricity demand from renew-
able independent power producers. It will then power over 15,000 distributed low-voltage 
sites in 168 municipalities across the country. Eskom will provide transmission infrastructure 
and services under an alternative solution to standard wheeling. 

■■ Bangladesh. Robi, the second-largest mobile network operator in Bangladesh, is installing 
tower-mounted solar panels to power its base stations. As of August 2022, more than 1,600 
stations were being powered by solar generators with an output of 8.4 MW (Robi 2022), low-
ering pressure on the grid and allowing Robi to sell excess solar power through the country’s 
net metering scheme (CRESL 2018). Robi estimates it could provide the grid with 4.8 million 
kilowatt-hours of renewable electricity each year (Robi 2021).

■■ Brazil. The new legal framework for distributed microgeneration and minigeneration encour-
ages distributed generation in small renewable plants producing up to 5 MW from alterna-
tive sources. Currently, Telefónica has several distributed generation agreements that will 
enable 83 new renewable energy plants to supply 700 GWh per year (avoiding almost 95,000 
tonnes of carbon dioxide per year) and will cover almost half of the electricity consumption of 
Telefónica’s networks in the country.
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investors, and so lack of data may discourage them from providing funding in markets 
where this information is not available. As one report puts it: “Quite apart from the 
risks of screening out markets most in need of capital for development, markets may 
simply find themselves ‘uninvestable’ because investors cannot find the ESG data 
needed and therefore default those markets out of the investable universe. Both envi-
ronmental and social data are problematic” (MOBILIST 2022, 58).

Private Sector Participation 

Multinational digital companies can provide a positive contribution to addressing 
climate action because they often have considerable expertise on reducing emissions 
and their subsidiaries in low- and middle-income countries would fall under the 
umbrella of the parent company’s emissions reduction targets. Local and regional ICT 
companies can also have significant market influence on energy markets. For example, 
seven of the top 10  largest procurers of renewable energy are tech firms. This factor 
provides scale to develop renewable energy sources. Tech companies can also be a valu-
able source of emissions data through their ESG reports. 

Tech companies can have a strong influence on sector climate policies, particularly 
in LMICs with a weak government capacity. Indeed, targets established by tech com-
panies can drive emissions reductions (box 2.6). For example, the MTN Group, which 
has its headquarters in South Africa, is a mobile operator with a portfolio in 22 coun-
tries in Africa and the Middle East. MTN has set science-based targets to achieve a 
47  percent average reduction in operational emissions by 2030 (from a 2019 baseline) 
and has pledged to achieve net zero emissions by 2040. MTN also aims to power 1,330 
rural sites using solar. MTN is a member of the GSMA Climate Action Taskforce, 
which is seeking to move mobile operators to zero emissions before 2050.60 
Approximately 80   percent of the MTN carbon footprint is from operations in 
Cameroon, Ghana, the Islamic Republic of Iran, Nigeria, South Africa, and Sudan. 
Energy sources in these countries are predominantly diesel, and national grids are 
mainly powered by fossil fuel sources. The MTN Project Zero initiative includes 
energy management solutions, monitoring, and measurements, and it focuses on 
reducing carbon emissions.61

Companies with headquarters in high-income countries and with subsidiaries in 
middle-income countries are also working to increase renewable energy options. 
Orange Middle East and Africa (OMEA) subsidiaries are rolling out several renewable 
energy production programs in the 18 countries in which they operate. Many sites are 
not connected to the electricity grid, and when they are, the quality of the grid requires 
backup solutions such as generators run on fossil fuels. To reduce GHG emissions, 
OMEA is equipping telecommunication sites with photovoltaic solar panels, and as of 
2021, 5,400 base stations had been equipped (Orange 2021). In addition, Orange joined 
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forces with Engie, an independent renewable energy provider in West Africa, to con-
vert their main data center, located in Côte d’Ivoire, to solar power. Upon completion, 
the project will supply the data center with 527 MWh of clean energy per year, support-
ing the government’s plans to use renewables for at least 4  percent of the energy mix by 
2030 (Orange 2022). Telenor, a telecommunication operator in Norway, has subsidiar-
ies in four middle-income countries in Asia: Bangladesh, Malaysia, Pakistan, and 
Thailand. The company is transitioning diesel-powered mobile base stations to solar 
renewable energy in line with its goal of a 50  percent reduction in carbon emissions for 
subsidiary operations by 2030. The company has already invested in more than 3,000 
solar-based stations and anticipates spending about US$100 million converting diesel 
to solar to reach its goal.

BOX 2.6 The Private Sector: Moving to Meet Its Climate Change Goals

The private sector plays a huge role in the production and consumption of energy. Acting on their 
commitment to consuming renewable energy and reducing greenhouse gas (GHG) emissions, 
digital companies are contributing to reducing harmful emissions from industry, transport, energy 
production, and other activities. Some of the leading digital companies are investing intensely in 
purchasing renewable energy, issuing green bonds, and other measures to reduce their climate 
footprint, thereby contributing to the green digital transition.

The report Greening Digital Companies: Monitoring Emissions and Climate Commitments  
notes that 38 of the world’s 150 leading tech (ICT/digital) companies are committed to becoming 
carbon-neutral by 2030, with many of them aiming to be carbon-negative soon (ITU and WBA 
2022). If digital companies follow their lead in carbon neutrality, the ICT sector could become one 
of the greenest sectors of the global economy, as noted in the report. 

The GHG emissions of the 150 leading tech companies amounted to 239 million tonnes in 
2020, which is 0.8  percent of the world total. These companies can and must play an important 
role in reducing their GHG emissions and improve their energy efficiency across all areas of opera-
tion. Some of the notable efforts include the following:

■■ Digital companies are seven of the top 10 largest companies that purchased renewable 
energy in 2020.

■■ Half of the renewables purchased globally in 2020 were made by digital companies. 
■■ One-third of the total energy (425 terawatt-hours) consumed by the 150 digital companies 

was renewable energy.
■■ Companies have also invested in purchasing voluntary offsets to make up for unavoidable 

emissions. These offsets have supported solar and wind projects, largely in developing 
countries. 

■■ Digital companies have also partnered with energy buyers, suppliers, governments, inves-
tors, and other organizations to accelerate the decarbonization of electricity grids by 
advancing 24/7 carbon-free energy wherein every kilowatt-hour of electricity consumption 
is produced with carbon-free sources every day. 
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Financing

Availability of financial resources to fund investments in greener technologies and 
renewable energy projects may be a constraint. Products for climate financing devel-
oped by the private sector are lacking, and government support is needed to facilitate 
access to financial resources. Because of the limited affordability of digital services and 
uptake gaps, consumer demand is a limited source of revenue to finance network 
upgrades and investment in energy-efficient solutions.

Voluntary Offset Market

A number of LMICs are profiting from offsets used by tech companies to account for 
their unavoidable emissions. The Kyoto Protocol recognized offsets that benefit LMICs 
through the Clean Development Mechanism (CDM).62 Offset projects earn Certified 
Emission Reduction (CER) credits, equivalent to 1 tonne of CO2, and the emissions 
reduction must be in addition to what would have otherwise occurred. Many of these 
offsets are for investment in renewable energy, reforestation (GreenBiz 2021), and 
related initiatives such as clean cookstoves (Wilson et al. 2016) and PAYG solar (CISION 
2022), thereby contributing to sustainable development. A number of ICT companies 
have been notable purchasers of voluntary offsets. For example, the Belgium telecom-
munications operator Proximus is the lead backer of the Thermo Electric Generator 
(TEG) cookstove. In Benin, use of the stove is estimated to avoid 3 tCO2e per house-
hold per year.63 In Kenya, mobile operator Safaricom invests in emission reduction 
offsets for reforestation projects in the country. As noted earlier in the financing sec-
tion, carbon credits have been under scrutiny, and corporate buyers, including 
ICT companies, are dependent on reliable schemes. 

Notes

1. The term green transition refers to the shift toward economically sustainable growth and an 
 economy not based on fossil fuels and overconsumption of natural resources.

2. Based on the International Standard Classification of All Economic Activities (ISIC), the ICT 
 sector includes manufacturing of ICT equipment and devices, telecommunications, and informa-
tion technology (IT) software and services. In this report, analysis of the ICT sector focuses on 
data management and transmission infrastructure (data centers and telecommunication net-
works) and ICT equipment and end user devices. 

3. In the context of GHG emissions, three scopes are usually covered: Scope 1 emissions are direct 
emissions from owned or controlled sources; Scope 2 emissions are indirect emissions from the 
generation of purchased energy; and Scope 3 emissions are all indirect emissions (not included in 
Scope 2) that occur in the value chain of the firm (including both upstream and downstream 
emissions from distribution and consumption). See box 2.1 for more details on the methodologi-
cal approach.

4. ICTFootprint.eu, “ICT Methodologies,” https://ictfootprint.eu/en/title-1.
5. Euro-CASE, “Impact of ICT on World Energy Consumption,” https://www.euro-case.org/impact 

-of-ict-on-world-energy-consumption, 2015. 
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 6. Among non-peer-reviewed studies, a study performed by the French IT community GreenIT in 
2019 estimated that ICT represents 4.2  percent of total energy consumption and 3.8  percent of 
total GHG emissions. The recent 2021 update of the Shift project estimated that the ICT currently 
accounts for 5  percent of the total energy consumption (against 4  percent in 2013), and the ICT 
contribution to global GHG emissions would be currently at around 3.5   percent (against 
2.9  percent in 2013). On its side, the Global e-Sustainability Initiative (GeSI 2015) predicted that 
the carbon footprint of the ICT sector would reach 1.25 gigatonnes (Gt) of carbon dioxide in 
2030, accounting for 1.97  percent of global emissions.

 7. ITU estimates for the year 2015 are 740 MtCO2e, including grid electricity supply and losses 
(International Telecommunication Union, ITU-T-REC-L.1470, Greenhouse Gas Emissions 
Trajectories for the Information and Communication Technology Sector Compatible with the 
UNFCCC Paris Agreement, https://www.itu.int/rec/T-REC-L.1470-202001-I, 2020).

 8. See ITIF (2020). The ITIF claims to be an independent nonprofit and nonpartisan think tank, 
although it is funded by several ICT companies and other industries. 

 9. WBA (2022). The Digital Inclusion Benchmark (DIB) assessed 150 tech companies in 2021 
(based on 2020 data), including collection of company emissions, energy use, and climate 
targets.

10. It is instructive to compare the findings on ICT sector emissions based on company-reported data 
with estimates from the ITU (2020) for 2020 based on Malmodin and Lundén (2018). Electricity 
use based on company-reported data is higher than that estimated by the ITU, whereas emissions 
based on the country-reported data are lower than the ITU estimates. The main reason is that the 
average grid emissions factors are quite high for the ITU study—834 grams of carbon dioxide per 
kilowatt-hour (gCO2/kWh)—compared with the estimate based on company-reported data 
(504 gCO2/kWh) and the average carbon intensity reported by the International Energy Agency 
of 475 gCO2/kWh. 

11. The trajectories, the long-term goal, and the 2015 baseline were derived in accordance with 
Recommendation ITU-T L.1450 and through complementary methods in support of the 
1.5 degrees Celsius objective described by the Intergovernmental Panel on Climate Change.

12. The International Data Corporation (IDC) estimates that 1.35 billion units of smartphones were 
shipped in 2021—that is, an increase of 5.7  percent over 2020 (IDC 2022b). Gartner estimates this 
growth to be 6   percent in 2021 (Gartner 2022). However, in 2022, device shipments declined 
(Garner 2023). 

13. Freitag et al. (2020): “Note that Malmodin’s estimate of the share of user devices is highest; this is 
mostly because Malmodin’s network and data centre estimates are lower than those of the other 
studies.” The breakdown pattern established by Malmodin and Lundén (2018) is reused by the 
ITU (2020) study.

14. According to the 2021 World Development Report, fiber-optic cable is 85  percent more energy-
efficient than vintage copper wires (World Bank 2021).

15. See TowerXchange (dashboard), https://www.towerxchange.com/. The GSMA estimates the 
number of mobile towers to be 5.2 million in 2021. See Renewable Energy Dashboard, GSMA, 
https://www.gsma.com/mobilefordevelopment/renewable-energy-dashboard/. However, this 
chapter relies on the TowerXchange data because they provide regional figures. 

16. The CO2 estimation is based on typical usage of diesel generators at off-grid and bad grid sites and 
excludes emissions from grid electricity generation.

17. At least 13 international digital companies use only renewable electricity. See Digital Inclusion 
Benchmark, https://www.worldbenchmarkingalliance.org/publication/digital-inclusion/, 2021, 
cited in ITU and WBA (2022).
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18. DataCenters.com, “And the Title of the Largest Data Center in the World and Largest Data Center 
in the US Goes to…,” June 15, 2018, https://www.datacenters.com/news/and-the-title-of-the 
-largest-data-center-in-the-world-and-largest-data-center-in.

19. The annualized production energy of the equipment is negligible compared with the energy 
 consumed in operation. For that reason, the contribution of production energy to the annual life-
cycle footprint is often ignored in calculations.

20. Cryptocurrency mining is the mechanism by which cryptocurrencies generate new currency and 
validate new transactions. It entails the use of massive, decentralized networks of computers 
worldwide that verify and safeguard blockchains, which are virtual ledgers that record 
transactions.

21. RE100, https://www.there100.org.
22. IEA (2022). According to the IEA, several “data centre operators in particular lead in corporate 

renewable energy procurement, mainly through power purchase agreements (PPAs). Google 
(12 TWh in 2019), Apple (1.7 TWh in FY2020) and Facebook (7 TWh in 2020) purchased or gen-
erated enough renewable electricity to match 100% of their operational electricity consumption.”

23. Sai Industrial, Global and China Data Center Market, https://www.saiindustrial.com/global-and 
-china-data-center-market/, 2020. No precise definition of a large data center is provided, but it is 
understood to be an industrial facility (also called a hyperscale data center).

24. GlobalData (2019). The study notes that China, Australia, and Japan represent two-thirds of the 
Asia region. It states: “By 2023, China will be the largest market accounting for about 36% of the 
overall market opportunity in APAC [Asia-Pacific], followed by Japan and Australia with 22% 
and 8.3%, respectively.” 

25. TeleGeography, Global Bandwidth Forecast Service, Q3 2021. Only country-to-country routes 
are considered; (intra) national used bandwidth is excluded.

26. The manufacture of devices and equipment has other environmental effects (not covered in this 
report) related to the depletion of rare earth materials (such as indium, gallium, and germanium) 
and the use of fossil fuels. See, for example, Digital Technologies in Europe: An Environmental Life 
Cycle Approach (Greens/EFA 2021). 

27. Samsung reports that the Galaxy A12 generates 20.5 kgCO2e of lifetime emissions of which 
 production accounts for 46  percent, resulting in 9.5 kgCO2e. See “LCA results” at https://www 
. samsung.com/us/aboutsamsung/sustainability/environment/our-commitment/data/). 
Apple’s product use emissions for the iPhone 12 are 58.1 kgCO2e.

28. Multi-SIM refers to the ownership of multiple SIM cards. This phenomenon is a common trend 
among mobile service users, especially in low- and middle-income countries. 

29. For more details on how machine learning affects GHG emissions, see Kaack et al. (2022).
30. Digital infrastructure and services generate other environmental impacts not covered in this 

report. Actions to address those impacts include waste management to reduce waste, sustainable 
use of water, and actions to avoid using toxic substances, as well as assessments of the impact of 
infrastructure deployment on biodiversity.

31. Microtrenching involves digging a narrow trench 1–2 inches wide and up to 2 feet deep to lay 
fiber. This process is less disruptive of the environment than wider and deeper trenches.

32. Backhaul refers to the use of wireless or fiber-optic communication systems to transport data 
between subnetworks such as mobile sites and nodes. 

33. Only in Africa, 153 fully or majority state-owned enterprises and 46 enterprises with minority 
state shareholdings operate in 52 countries (World Bank, forthcoming).

34. More information is available on the European Commission’s  Data Centres Code of Conduct 
page, https://e3p.jrc.ec.europa.eu/communities/data-centres-code-conduct.

35. A PUE value close to 1 indicates the high effectiveness of the supporting infrastructure, where 
almost all electricity consumed at the data center is dedicated to IT equipment. This measure 
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combined with carbon usage effectiveness (CUE) allows analysis of the sustainability of a data 
center.

36. Indian Green Building Council, IGBC Green Data Center, https://igbc.in/igbc/redirectHtml.htm
?redVal=showgreendataenrenosign.

37. Uptime Institute, Tier Certification Overview, https://uptimeinstitute.com/tier-certification. 
38. Office of the Government Chief Information Officer, Hong Kong, SAR, China, Green Data 

Centres Practice Guide, https://www.ogcio.gov.hk/en/our_work/business/tech_promotion 
/ green_computing/green_data_centre.html.

39. TIDA is part of the Danish Datacenter Industry Association.
40. The technical code can be found at https://www.mcmc.gov.my/skmmgovmy/media/General/pdf 

/MCMC-Green_Data_Centres.pdf.
41. European Commission, Register of Commission Documents (dashboard), https://ec.europa.eu 

/ transparency/documents-register/detail?ref=SWD(2020)55&lang=en. 
42. The decree (in Portuguese) can be found at https://www.mcmc.gov.my/skmmgovmy/media 

/ General/pdf/MCMC-Green_Data_Centres.pdf.
43. International Energy Agency, “Top Corporate Off-takers of Renewable Power Purchase 

Agreements, 2010–2020” (chart). https://www.iea.org/data-and-statistics/charts/top-corporate 
-off-takers-of-renewable-power-purchase-agreements-2010-2020.

44. 24/7 Carbon-Free Energy Future (dashboard), https://gocarbonfree247.com/. 
45. CR (EU) 2019/2021 amended by CR (EU) 2021/341 (https://eur-lex.europa.eu/legal-content/EN 

/TXT/PDF/?uri=CELEX:32021R0341&rid=18).
46. CR (EU) No. 617/2013 (https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1521115326014&

uri=CELEX:32013R0617).
47. CR (EC) No. 278/2009 (https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:

0003:0010:en:PDF) and proposed 2018 revisions. 
48. A digital twin is a digital representation of a real-world entity or a system that is used to simulate 

and predict the behavior or performance of the real-world entity or system.
49. Carbon dioxide–equivalent greenhouse gas emissions from recycled metals are usually much 

lower than those from metals produced from virgin raw materials. For more details on e-waste 
management, visit https://www.itu.int/en/ITU-D/Environment/Pages/Toolbox/Publications 
.aspx.

50. To see the plan, visit https://ec.europa.eu/environment/strategy/circular-economy -action 
-plan_en. 

51. For more details about such initiatives, see GSMA (2022b).
52. Lighting Global (dashboard), World Bank Group, https://www.lightingglobal.org/.
53. World Development Indicators (database), World Bank, https://databank.worldbank.org/reports 

.aspx?source=2&series=EG.ELC.ACCS.ZS&country=.
54. Mobile for Development (dashboard), GMSA, https://www.gsma.com/mobilefordevelopment 

/ renewable-energy-dashboard/.
55. Regulatory Indicators for Sustainable Energy (RISE), https://rise.esmap.org/scoring-system.
56. International Energy Agency, Senegal (dashboard), https://www.iea.org/countries/senegal.
57. See ANER, “L’État du Sénégal a posé un acte fort pour booster le secteur des énergies renouvel-

ables” (The State of Senegal Has Taken a Strong Step to Boost the Renewable Energy Sector), 
https://www.aner.sn/letat-du-senegal-a-pose-un-acte-fort-pour-booster-le-secteur -des 
-energies-renouvelables/.

58. See the definition of ICT sector at https://unstats.un.org/unsd/publication/seriesm/seriesm 
_4rev4e.pdf.
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59. Greenhouse Gas Protocol (dashboard), https://ghgprotocol.org.
60. See GSMA, “Climate Action Taskforce,” https://www.gsma.com/betterfuture/climate-action 

/ climate-action-taskforce/.
61. See “Project Zero” at https://www.mtn.com/sub-pillar/project-zero/.
62. For a description of the CDM, see https://unfccc.int/process-and-meetings/the-kyoto-protocol 

/ mechanisms-under-the-kyoto-protocol/the-clean-development-mechanism.
63. For a description of the TEG stove, see https://www.tegstove.org.
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3. Making the Digital Sector 
More Resilient

Introduction

As economies become more digitalized, their dependency on reliable digital infra-
structure increases. Climate change is generating natural hazards that are affecting 
digital infrastructure. Among these hazards are risks of riverine and coastal flooding, 
landslides, tsunamis, cyclones (wind and storm), water scarcity, and extreme heat 
(figure 3.1). Damaged infrastructure can disrupt connectivity and access to the data 
and digital solutions relying on data centers and (cloud) computing facilities. By invest-
ing in the resilience of digital connectivity and data infrastructure, the public and pri-
vate sectors boost their ability to continue to deliver critical public and private services 
digitally in the event of natural disasters and as part of adaptation efforts in general. 
This chapter is an overview of measures to improve the resilience of digital infrastruc-
ture, focusing on digital connectivity and data infrastructure.

Protecting Networks

Digital network infrastructure—both linear, such as cables, ducts, and poles, and nodal, 
such as points of presence (PoPs), aggregation points, network operations centers, and 
other network sites—are susceptible to damage from climate events. Although the 
damage may be localized, the impacts may be felt by an entire network. As a result, 
resilience should be considered along the value chain (first, middle, and last miles), as 
well as over the geographical distribution of networks.

The estimates of direct economic damage to mobile cellular infrastructure 
(figure 3.2) from coastal flooding range from US$1.2 billion for an event with a 
1 percent annual probability (a 1-in-100-year event) in the 1980 historical baseline up 
to US$1.8 billion by 2080 in the Intergovernmental Panel on Climate Change’s RCP4.5 
scenario, or US$2.1 billion in its RCP8.5 scenario,1 for an increase of 55 percent and 
75 percent, respectively (Oughton et al., 2023). The large impacts (greater than US$10 
million) take place in these regions (followed by country examples): Western 
Europe (the Netherlands), East Asia (China and Japan), Southeast Asia (Indonesia), 
North Africa (Arab Republic of Egypt), and Latin America (Brazil).
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Similarly, a tropical cyclone has a significant impact on mobile infrastructure 
 (figure 3.3). For tropical cyclone events with a 0.1 percent annual probability (a 1-in-
1000-year event), the direct damage estimate ranges from US$400 million in the 1980 
historical baseline to US$525 million in 2050 under an RCP8.5 scenario with a model 
range of US$397–US$653 million (Oughton et al., 2023). The largest impacts take place 
in these regions (followed by country examples): East Asia (Japan and the Republic of 
Korea), South Asia (Bangladesh, India, and Pakistan), southern Europe (Portugal and 
Spain), North Africa (Morocco), and North America and Central America (Dominican 
Republic, Mexico, the República Bolivariana de Venezuela, and the United States).

Granular geospatial data on the local and climate risks to networks can allow 
 governments and operators to select the appropriate sites for network deployment and 
estimate the costs of climate shocks. In the case of Ghana, geospatial and big data 
 analysis have identified riverine flooding as the major flooding risk to Ghana’s mobile 
network infrastructure, with coastal flooding being relatively minor (map 3.1). In a 
worst-case scenario, damage to mobile cellular infrastructure is estimated to be up to 
US$17 million by 2080 for a large event (such as in the 1-in-1,000-year category) should 
emissions not be effectively abated over the next decade (based on the Intergovernmental 
Panel on Climate Change’s RCP8.5 business-as-usual climate scenario).

FIGURE 3.1 Examples of Natural Hazard Risks to Digital Infrastructure

Sources: Adapted from World Bank (forthcoming a); Sandhu and Raja (2019, table 3).
Note: ICT = information and communication technology. 

•Flooded premises 
place ICT equipment 
at risk of outages.

•Causes power 
outages.

•Water with debris 
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MAP 3.1 Mobile Infrastructure Assets at Risk in Ghana 

Source: Oughton et al., 2023.
Note: Map is showing the climate hazard risk to mobile infrastructure in Ghana for a 1-in-1,000-year event of riverine and coastal flooding in 2080. 
This is the Intergovernmental Panel on Climate Change scenario with no carbon abatement (RCP8.5). 

Fiber network
Riverine flooding
Coastal flooding
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Resilience-building measures should be implemented in the early stage of network 
design and appraisal and throughout deployment. Useful principles include planning 
for redundancy, minimizing dead ends without bidirectional flow of data, and con-
ducting a climate hazard risk analysis that considers the current and future risks of 
climate change (such as a rise in temperature and sea level rise) as well as extreme 
events (such as floods, wildfires, and hurricanes) to select the appropriate location and 
technologies. Redundancy is one of the most important resilience-building concepts 
for connectivity infrastructure because it minimizes the number of single points of 
failure in connectivity networks. This is particularly important for international con-
nectivity, and it is a must for landlocked and sea-locked countries.

In addition to geographical redundancy, the use of multiple technologies at key 
locations can improve resilience during and after climate events. For connectivity 
infrastructure, all segments of the network should “close the loop” to ensure that a dis-
ruption at one point in the network does not affect others downstream. Solutions such 
as wireless backhaul between an endpoint and another segment of the network can 
allow for redundant connectivity when a specific segment of the network is damaged in 
a climate event. Climate hazard risk analysis is essential to identify locations for nodal 
infrastructures that need to be at minimal risk, as well as mitigation measures that 
should be adopted at various sites. For example, locations with heavy rainfall and flood-
ing may pose a higher risk for digital infrastructure. National frameworks that inte-
grate recommendations by the International Telecommunication Union (ITU) on the 
construction, installation, and protection of telecommunication networks are useful 
for guiding operators in integrating climate resilience measures. The Republic of 
Congo, Rwanda, and Sierra Leone are taking steps toward building a framework for 
more climate-resilient infrastructure.

Preparedness is essential for responding to climate events and managing internal 
and external impacts.2 Operators need to plan for business continuity in the event of a 
climate event. They should designate teams and procedures to continue operations and 
restore services while protecting staff. Alternative power systems are essential to ensure 
business continuity. Some countries have specific emergency preparedness and 
response rules that apply to digital infrastructure operators, or they have national 
emergency telecommunications plans.3 In addition to managing a service interruption, 
operators also need to plan for increased network congestion after climate events, 
including a medium-term change in consumption patterns and in the geographical 
distribution of traffic in the event of population displacement or mobility restrictions. 
In these situations, flexibility in the use of spectrum is advisable (World Bank, forth-
coming b). Furthermore, a resilient supply chain will enable accessing the equipment 
and technical staff needed to address damaged networks and systems. 

For infrastructure deployment projects that are fully or partially funded by the 
 government, performance standards can include climate resilience factors. For example, 

Advance Edition



87

Making the Digital Sector More Resilient

in the Marshall Islands, performance standards—such as capability to meet network 
resilience, recovery and repair in the aftermath of disasters, and cybersecurity stan-
dards—will be integrated into the public-private partnership bidding process for sub-
marine infrastructure. These standards could also be integrated in tenders using 
universal service funds or other mechanisms that grant state aid to the sector.

Digital tools and advanced analytics can also be used for preparedness and response. 
As in other sectors, detailed climate risk data and monitoring systems can inform pre-
paredness and response measures. More advanced tools allow for digital twin solutions 
to simulate the effects of climate disasters and be prepared. Other tools, such as big data 
analytics of the mobility and consumption patterns of users after a disaster, can also 
help inform responses by operators. This information can be useful as well for prepar-
ing a government response, as discussed in chapter 5 of this report.

Finally, digital devices are equally susceptible to heat, dust, and humidity. Devices in 
low- and middle-income countries (LMICs) are often more exposed to these factors. In 
general, users rely on their phones longer in those countries and depend on greater 
durability. Designing devices in a way that makes them more robust, repairable, and 
reusable is important to enhance their reliability and extend their useful life. 

Protecting Data Infrastructure

Heat, dust, humidity, drought, and flooding can damage data centers, potentially 
destroying infrastructure and data. Climate change risks are not confined to single 
sites; they extend to regional infrastructure, partners, and utilities. Climate change can 
subject countries to higher operating costs, supply chain disruptions, and the migra-
tion or relocation of data centers. A data center designed to last 20 years in an area that 
floods once every 500 years could have a 0.2 percent risk of a flood in any year of its 
life based on data available in 2010. But this risk may now be once every 100 years, 
meaning that the risk is now 1 percent, or a 20 percent drop in a data center’s planned 
lifetime. Table 3.1 summarizes the main impacts of extreme weather and climate 
change–triggered natural disasters. 

Several measures can be taken as part of an adaptation strategy that covers diverse 
aspects: site selection, design, and building, and operation and recovery. Climate 
change risk management should be part of an economic analysis of the viability of data 
centers. Although increasing resilience boosts costs, they have to be assessed against 
the benefits of avoiding service interruptions and data losses. However, public sector 
oversight may be needed to avoid underinvestment in resilience that can put (personal) 
data and the business continuity of digital services at risk. The availability of detailed 
data on climate hazards as a public good can facilitate risk assessment and due diligence 
for site selection to decrease exposure to natural risks or implement mitigation actions. 
For existing data centers, it is paramount to upgrade them so they are more resilient to 
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specific climate risks, depending on the specific location and the risks. Measures 
include using containerized modular data centers to deliver mobility, flexibility, reli-
ability, and scalability at a lower cost; ensuring continuity of power; planning commu-
nications and cooling with redundancy built in at every level; and adopting publicly 
available industry standards for data center design and build, such as the EN50600 
series and the equivalent ISO/IEC 22237 series of technical specifications. Furthermore, 
in a climate shock, it would be essential to establish data backup and recovery systems 
to prevent data losses. The use of distributed data centers and edge solutions could 
reduce the risk of data losses.

Climate change will have medium-term effects on data centers. For example, water 
use will be restricted in many regions, which will likely cause friction between large 
data center operators and local communities, potentially leading to higher energy 
 consumption affecting emissions (Uptime Institute 2021). Data center locations and 

TABLE 3.1 Extreme Weather or Climate Change Risks to Data Infrastructure

Risk Site impacts (primary)
Flooding—flash/pluvial • Damage to equipment, cabling

• Electrical risks
• Staff and engineer safety and access

Flooding—coastal/tidal • Damage to equipment, cabling
• Electrical risks
• Staff and engineer safety and access
• Salt damage
• Risk of frequent repetition

Flooding—erosion, contamination • Groundwater contamination
• Structural scouring, silt accumulation
• Damage to equipment, cabling

High wind, storm • Damage from flying objects, trees, and so on
• Danger to staff
• Unstable electricity grid, loss of utility power
• Roof collapse due to extreme rain

Drought • Restricted water for cooling (chilled, evaporative)
• Subsidence

Sustained high temperature • Insufficient economization cooling capacity
• Insufficient mechanical cooling capacity
• Utility power instability due to very high demand
• Health and safety breaches for working temperatures

Sustained high humidity • Evaporate cooling becomes impractical
• Risks to equipment due to insufficient dehumidification

Dry weather or wildfire • Direct risk of fire in data centers, especially edge
• Smoke and particulate contamination reducing use of air economization
• Ash entering equipment, clogging fuel filters
• Staff unable to access site
• Utilities turning off substations or telecommunication towers
• Water use restricted

Source: Uptime Institute 2021.
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additional investments need to be reevaluated more regularly, considering their 
viability in the face of climate change. Adaptation measures in the sector may increase 
the speed of migration to public cloud and colocation environments, making the 
resilience of public cloud and colocation data centers even more important. 

Because of the mission-critical role that digital connectivity and data infrastructure 
play as countries rely increasingly on digital services and solutions, ensuring resilience 
is in the public interest. Countries have thus designed special frameworks to protect 
critical infrastructure, including emergency preparedness and response plans. The 
focus has been on digital connectivity, but because of the growing importance of data 
infrastructure more specific actions may be needed, at least for certain facilities declared 
as critical infrastructure. For example, in 2021 the state of New South Wales in Australia 
issued the NWS Critical Infrastructure Resilience Strategy Guide, which addresses the 
impacts of climate change on critical infrastructure, including digital connectivity 
(New South Wales 2021). For example, conducting a periodic climate risk assessment 
of critical digital infrastructure can help identify vulnerabilities and address them. At 
least 16 Group of Twenty (G20) countries conduct climate risk assessments for various 
sectors (World Bank 2019).

Policies, laws, and regulations can be put in place to ensure resilience-building mea-
sures. They can be embedded in construction codes, land categorization and zoning 
plans, or specific standards based on ITU recommendations. For public procurement 
of digital solutions and infrastructure, as well as for government cofunded projects, 
standards covering resilience aspects should be integrated as well.

Increasing resiliency increases costs, which may present trade-offs, especially in 
countries where the affordability of digital connectivity and uptake of digital technolo-
gies are an issue. Insurance premiums will increase, and investments in climate change 
adaptation will become a significant operating cost factor in some locations, including 
in LMICs. Both will require financing instruments and public support to reach socio-
economically vulnerable areas. Viability gap funding for investments in resilience 
would be needed.

It is essential that information on climate risks be available for infrastructure design, 
and preparedness is essential. Governments have a role to play in ensuring access to 
this public good, including data sharing across borders because climate events do not 
respect country borders. 

In a climate shock, governments are responsible for coordinating efforts across 
operators in the ICT sector and other sectors. Preparation for such events is essential. 
Furthermore, the interconnection between critical infrastructure requires collabora-
tion across sectors. In the case of emergencies, collaboration between competitors 
should be facilitated. 
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Notes

1. Representative Concentration Pathway (RCP) 4.5 is a scenario that stabilizes radiative forcing at 
4.5 watts per meter squared in the year 2100 without ever exceeding that value. RCP8.5 is the 
baseline scenario that does not include any specific climate mitigation target, with greenhouse gas 
emissions and concentrations increasing over time, leading to a radiative forcing of 8.5 watts per 
meter squared by 2100. 

2. See GSMA (2020) for examples of how mobile network operators have prepared for and responded 
to natural disasters.

3. For the International Telecommunication Union Guidelines to for National Emergency 
Telecommunication Plans, see https://www.itu.int/en/ITU-D/Emergency-Telecommunications 
/ Pages /Publications/Guidelines-for-NETPs.aspx.
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4. Digital Technologies for Mitigation 

Introduction

Digital technologies are creating new opportunities to cut greenhouse gas (GHG) 
emissions and fight climate change across sectors by means of their direct, enabling, 
and behavioral effects (World Bank 2021). In energy use, digitalization could facilitate 
a transition toward more sustainable renewable energy resources across the world. In 
the transport sector, digital technologies could enable a modal shift, particularly in 
 passenger transportation, entailing the wider provision and use of public transporta-
tion, shared mobility options, and the establishment of low-carbon, intermodal 
 transportation systems. In the agrifood sector, precision agriculture based on digital 
solutions could enhance ways to meet society’s nutritional needs while reducing envi-
ronmental harms. Digital technologies also show great potential in helping cities 
become climate-smart, such as by advancing intelligent urban planning and land use, 
as well as monitoring and upgrading the energy efficiency of residential and nonresi-
dential structures.

However, digitalization does not by default reduce sectoral carbon footprints. Some 
digital solutions may help reduce unit-level emissions, but at the same time enhance 
overall usage, causing a rebound effect. These effects are not always apparent from the 
outset, and a better understanding is needed of both the enabling effects on carbon 
reduction and the rebound effects of digital solutions. In some cases, new policies may 
reduce the overall rebound effects.

As described in this report, energy, transportation, agrifood systems, and urban 
centers are high-emitting sectors that show the potential to leverage digital technolo-
gies for mitigation of the effects of climate change (figure 4.1). Box 4.1 cites examples of 
how both mature and evolving technologies are being applied across sectors for mitiga-
tion efforts.

Energy

Digital technologies reinforce climate change mitigation in the energy 
sector by supporting the transition to renewable energy, enhancing 
energy efficiency, and enabling demand-side flexibility. In fact, the 
energy sector was an early adopter of digital technologies. Large infor-
mation technology (IT) systems were deployed to improve energy 
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FIGURE 4.1 Emissions Profiles of Four Sectors: Energy, Transportation, Agrifood, and 
Urban Centers

Sources: Climatewatchdata.org; IEA 2022; IPCC 2022; Le Quéré et al. 2018.  

In 2021, electricity 
and heat production 
produced about more 
than 14 gigatonnes of 
carbon dioxide (CO2) 
globally.

Fossil fuels, with
their considerable 
greenhouse gas (GHG) 
emissions, still power 
most of the world’s 
transportation.

Urban areas consume 
two-thirds of the energy 
used worldwide and account 
for about 70 percent of CO2 
emissions. They account for 
3 percent of built-up land 
globally but more than half 
of the world’s population.

The agrifood sector 
generates CO2 emissions 
from agricultural soils, 
forestry, and other land use. 
Crop and livestock production 
generates non-CO2 GHG 
emissions, including 
methane and nitrous oxide.

BOX 4.1 Contributions of Selected Digital Technologies to 
Mitigation Efforts 

Digital access technologies. These technologies comprise handheld devices (mobile phones), com-
puters, software, and fixed or mobile telecommunication infrastructure that permit connectivity 
between people and between people and the internet.

■■ In transportation, mobile phones and apps are used widely to enable shared mobility or 
establish novel business models linked to “mobility as a service” (MaaS). Telematics can 
improve route optimization and vehicle efficiency (GSMA 2019).

■■ In the urban sector, global positioning system (GPS) data from mobile phones have been 
combined with data on vehicle congestion and air pollution to identify hotspots of urban 
emissions (see, for example, Dujardin et al. 2020; Gately et al. 2017). Smartphone apps 
can increase the usability of public infrastructure and urban transportation systems 
(GSMA 2019).

Internet of Things (IoT). The IoT is a suite of technologies that connect physical objects to the 
internet and enable communication between physical objects or between physical and digital 
objects relative to their position, surroundings, and condition, resulting in a network of digital and 
physical (infra)structures.

■■ In the energy sector, IoT applications are already being used to control energy supply in 
smart grids in response to demand (Fraunhofer FOKUS 2016). 

■■ In the transportation sector, the IoT can serve as the basis for the comprehensive 
 reorganization of traffic flows. The vision of the smart city also relies on the IoT by, for 
example, linking electromobility with energy systems in the context of sector coupling.

(Box continues on the following page)
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■■ In the urban sector, the IoT enables networking of both objects and entire public infra-
structures. Examples include intelligent power networks and intelligent buildings (Horvath 
2012).

Big data and big data analytics. These terms refer to large quantities of machine-readable data, 
characterized by the three Vs: large data volume (data sets with sizes beyond the ability of tra-
ditional database structures to capture, manage, and process); variety (marked heterogeneity in 
terms of data types and sources); and velocity (high speed of data generation and processing). Big 
data analytics refers to the techniques for processing data sets that previously were inaccessible 
owing to their volume or heterogeneity.

■■ In the energy sector, big data can be applied to increase energy efficiency such as via 
smart energy management or predictive analytics on building energy consumption 
(Hassani, Huang, and Silva 2019).

■■ In the transportation sector, big data analytics can be used for smart mobility such as traf-
fic control systems (Creutzig et al. 2019; Javaid et al. 2018; Taj et al. 2018).

■■ In the urban sector, big data can be leveraged for smart and sustainable urban and infra-
structure planning (Bibri and Krogstie 2017; Hashem et al. 2016).

Artificial intelligence (AI). AI centers on technical systems and applications (software alone or 
coupled with robotics) that are characterized by an ability to solve problems autonomously and 
efficiently via machine-based processing, often harnessing big data. 

■■ In the energy sector, methods such as pattern mining and semiautomated artificial neural 
network clustering have been used to identify patterns in data on building energy con-
sumption in order to improve energy efficiency (Fan and Xiao 2017) and to identify possible 
energy leakages or outages for greater energy conservation (WBGU 2019).

■■ In the transportation sector, machine learning can aid in freight consolidation by exam-
ining the complex interaction among shipment sizes, modes, service requirements, and 
origin–destination logistics (Rolnick et al. 2019).

■■ In the agrifood sector, deep learning algorithms can be used to determine the best crop 
protection strategy (Wolfert et al. 2017) via predictive analytics based on weather and 
climate data. 

■■ In the urban sector, machine learning can be used in urban planning to inform policy mak-
ers’ decisions on infrastructure development or waste logistics (Manyana 2020). 

Blockchain. Blockchain technology enables simultaneous access, validation, and recordkeeping 
across a network. 

■■ In the energy sector, blockchain technology supports the functioning of a decentralized 
clean energy system by settling and tracking electricity consumption and production at the 
individual level. Blockchain can also increase the traceability and transparency of renew-
able energy certificates.

■■ In the transportation sector, blockchain can automate purchases of renewable energy for 
electric vehicles and support their maintenance (such as by monitoring battery health). 

■■ In the agrifood sector, blockchain technology can enable the monitoring and traceability of 
greenhouse gas emissions from farm to table. 

BOX 4.1 Contributions of Selected Digital Technologies to 
Mitigation Efforts (continued)
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management and grid operations as early as the 1970s (IEA 2017, 25). In recent years, 
the pace of digitalization has increased. Between 2014 and 2016, global investment in 
digital electricity infrastructure and software grew by more than 20 percent annually 
(IEA 2017). 

Digital technologies could facilitate the shift from a centralized energy system cen-
tered on large power plants to a decentralized, renewable energy–based system featur-
ing greatly increased interconnectivity between billions of distributed energy resource 
devices, energy storage systems, and markets that can accommodate variable electricity 
supply and flexible demand. Moreover, digital technologies may advance efforts to 
explore and implement low-carbon energy solutions. For example, satellite-based 
imagery could help identify suitable places to deploy geothermal or dam-based hydro-
power plants (Rolnick et al. 2022). Digital energy system solutions, such as digitally 
supported energy storage systems or energy management systems, could provide the 
foundation to connect various energy supply facilities based on digital networking and 
intelligent controlling (Farhangi 2010).

Energy storage systems, specifically battery energy storage systems (BESS), have 
become critical for the expansion of renewable energy. Digital technologies, such as 
artificial intelligence (AI), can boost the efficient operation of these systems by opti-
mizing renewable electricity integration (in part by eliminating generation forecast 
mistakes), minimizing pricing for locally consumed electricity, and maximizing profits 
for storage system owners. 

In low- and middle-income countries (LMICs), where electrification is lim-
ited, digital technologies can enable the use of renewable energy solutions. 
Innovative and affordable pay-as-you-go off-grid solar solutions—such as the 
Vodacom and Engie partnership in Mozambique and the Safaricom and M-Copa 
solutions in Kenya—offer individuals and small businesses access to a range of 
clean and affordable energy systems. Solutions range from entry-level systems 
powering mobile phones, portable radios, and portable lights to high-end sys-
tems powering fans, refrigerators, water pumps, and TVs. Payments are made 
easily through mobile payment apps.

Enhancing energy efficiency across the entire energy system requires sophisti-
cated monitoring, measuring, and predicting—all of which are enabled or facili-
tated by digital technologies. Digital technologies such as AI, machine learning, 
and deep learning can assist energy suppliers in better prediction and balancing of 
the grid. A range of digital tools have emerged to improve scheduling and dis-
patching processes, thereby allowing system operators to balance electricity sys-
tems and determine how much power every controllable generator should produce 
(Rolnick et al. 2022). For maintenance and security, big data analytics can also be 
deployed to monitor failure modes and the cost of outages to develop better 
replacement and maintenance schedules. 
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Digital technologies also enable demand-side flexibility, allowing consumption to 
be adjusted in response to the cost of energy. Adoption of digitally enabled energy-
efficient appliances and equipment such as smart meters is an important step toward 
mitigating climate change from the customer side. Instant information feedback on 
energy usage and associated saliency is a key predictor of energy-saving behavior 
(Creutzig et al. 2022; Khanna et al. 2021). Meanwhile, traditional energy consumers 
can also become energy producers—so-called prosumers. By supplying the grid with 
unused renewable energy (such as solar power produced in-house), consumers become 
active participants in the new energy system and help accelerate the growth of the 
renewable energy contribution to the overall energy system. This is possible on a large 
scale only with intelligent and connected energy devices. For example, net metering—a 
billing mechanism that credits renewable energy system owners for the electricity they 
add to the grid—is in place in some LMICs and under discussion in countries that are 
reforming their electricity sector, such as South Africa. 

Transportation

Digital technologies, now serving as key enablers of many new 
 transportation services, can be useful for mitigating transportation carbon 
emissions, but this is possible on a large scale only with intelligent and 
 connected energy devices. They can also contribute to the establishment of 
modern logistic systems that could not exist without the digitalization of 
orders and the seamless tracking of freight enabled by Internet of Things (IoT)– 
compatible tags and other devices. Five contributions are described here. 

First, digital technologies enable a modal shift, particularly in the context of pas-
senger transportation. “Mobility as a service” (MaaS) is a shift away from personally 
owned modes of transportation toward the provision of multimodal mobility packages 
on the basis of a variety of shared mobility services (Flügge 2016; Giesecke, Surakka, 
and Hakonen 2016; Kamargianni et al. 2016; Nikitas et al. 2017). Digital technologies 
are essential in MaaS to identify passenger demand and enhance coordination between 
different transportation modes. For example, data from social media, geographic infor-
mation system (GIS) data, or mobile phone sensors are used to detect or infer passen-
gers’ preferences for travel modes and destinations (Dabiri and Heaslip 2018). Big data 
analytics can provide travel estimates for various interconnectable transportation 
modes, thereby facilitating coordination between different modes (WBGU 2019).

The impact of shared services at the country level has, however, shown mixed results 
in reducing emissions, congestion, and car ownership (Tirachini 2020). It is expected 
that the reduction in ownership through MaaS will limit the total environmental foot-
print of the circulating vehicles and contribute to the cobenefit of creating a more 
 livable urban environment. MaaS could reduce GHG emissions by (1) introducing 
a  newer car fleet; (2) increasing the ratio of goods to passenger per vehicle; 
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(3) shortening journeys; and (4) replacing motorized transport with other active modes 
such as walking and biking. The impacts of GHG emissions depend on replacement 
effects (Creutzig 2021). Replacing private cars with car-sharing services, one major 
component of MaaS, could reduce the vehicle miles traveled (VMT) by an estimated 
30–45 percent, and their greenhouse gas emissions by 130–980 kilograms of carbon 
dioxide (kgCO2) per year (Nordic Council of Ministers 2021). However, some research-
ers and policy makers argue that if MaaS is based on conventional internal combustion 
engine (ICE) vehicles, which are common in cities, the VMT could increase, along with 
GHG emissions. A study of MaaS in Barcelona (ITS4C 2019) noted with justifiable 
concern that MaaS could push users toward less sustainable modes. However, a similar 
study in Germany (Best and Hasenheit 2018) and India (Wadud and Namala 2022) 
found that the MaaS model has clear environmental benefits. Irrespective of the results, 
it can be argued that to avoid possible adverse outcomes, public transit must remain the 
backbone of mobility, and Maas should replace private motorized travel.

Second, one area with great mitigation potential is public transportation. Digital 
technologies could improve the operational efficiency of public transit by enabling 
automated fare collection systems, advanced transit information systems, and better 
route planning and scheduling based on actual demand and real-time data (Creutzig 
et al. 2019). Use of public transit has important mitigating effects and is the default 
choice for many in LMICs. Public transportation based on zero emission energy would 
have an even greater effect. 

Third, digital technology–enabled smart signaling systems show potential in reduc-
ing GHG emissions. Idling vehicles in congested traffic, waiting for signals to change, 
are big emitters of GHGs. According to the US Department of Energy (DOE 2015), in 
the United States idling vehicles waste about 6 billion gallons of fuel per year. About 
half of that amount is attributable to personal vehicles, which generate about 30 million 
tonnes of carbon dioxide equivalent (MtCO2e) per year. Actuated signal control con-
tinuously monitors traffic arriving at an intersection and adjusts the corresponding 
control parameters to minimize the total delay. In addition, it may also respond to 
pedestrian needs (for example, by means of push buttons or camera sensors) by adjust-
ing signals to provide safe pedestrian crossing and removing pedestrian phases when 
no pedestrians are present. When connected, signals along a corridor can also coordi-
nate with one another to keep automobile “platoons” moving to the extent possible, 
further minimizing stops along the corridor.

Fourth, in the freight system a combination of digital technologies—IoT and block-
chain for traceability, global positioning system (GPS) and GIS for positioning, and AI 
for prediction—increases the utilization and productivity of existing transportation 
 services but also helps to reduce energy consumption and miles traveled. TradeLens, an 
open platform underpinned by blockchain technology and developed by Mærsk 
Shipping, one of the world’s leaders in shipping, is a case in point. Moreover, multimodal 
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transportation networks integrating cargo ships with freight trains, inland shipping 
(barges), and trucks are emerging as a cost-neutral solution across Europe thanks to 
underlying digital networks. Such multimodal networks are more reliable and help save 
20 percent of CO2 emissions. 

Finally but not least, digital technologies play a crucial role in increasing the share 
of electric vehicles (EVs) or non–fossil fuel–based vehicles. For example, predictive 
maintenance via digital twin–based monitoring of the battery health of electric vehicles 
can be used to monitor status and performance in real time. Battery design would then 
be improved, which, in turn, could increase the attractiveness of EVs (TWAICE 2019). 
Digital technologies might further be conducive to accelerating the uptake of EVs. EV 
batteries could be linked with energy systems via smart charging and vehicle-to-grid 
(V2G) technology, which offers opportunities to balance loads in a grid with a higher 
percentage of intermittent renewables (IEA 2020).

Replacing older fleets of vehicles that have combustion engines with EVs could be 
an effective strategy for reducing GHG emissions. Electric vehicles are one of the most 
promising technical pathways for reducing oil use and CO2 emissions per kilometer. 
With a moderately clean electric grid, EVs can achieve 50 grams (g) of CO2 per kilome-
ter, well below today’s most efficient cars, which emit between 100 and 150 g of CO2 per 
kilometer. For example, by 2017 the Shenzhen Bus Group had converted its entire fleet 
to electric buses. On average, over its life cycle an electric bus in China produces 37.56 
percent lower GHG emissions than its diesel counterpart.

The lack of charging stations is widely recognized as a major obstacle to the rapid 
adoption of EVs (Dolsak and Prakash 2021; Pevec et al. 2019). A digital strategy for 
making the real-time availability of the existing charging stations visible and transpar-
ent to users could help reduce range anxiety and improve system efficiency. In addition, 
a study by the US Agency for International Development and the National Renewable 
Energy Laboratory also pointed out that connecting users with charging infrastructure 
through such a digital network could foster entrepreneurship and enable creative busi-
ness models for EV deployment, particularly for LMICs with limited public finance 
(Aznar et al. 2021). 

Agrifood System

Digital technologies can support measures to lower emissions 
across the entire agrifood system (energy, fertilizer, transportation, 
processing, and sales) through their direct, enabling, and 
behavioral effects.

On-farm, the direct effect promotes the best application of natural resources and 
inputs. New production and distribution processes enabled by digital technologies 
improve resource efficiency through better production control. GHG emissions are 
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reduced by lowering emissions linked to the production of inputs and to excess 
nitrogen in the soil. 

Precision agricultural practices are gaining attention with their potential to meet 
society’s nutritional needs, while at the same time reducing GHG emissions from agri-
cultural activities and reducing the loss of terrestrial biodiversity (CBD 2014; FAO et al. 
2018; IPBES 2019). This approach is related to the digitally enabled precise application 
of water, seeds, fertilizers, and pesticides based on the needs of plants and soil quality 
(Gebbers and Adamchuk 2010; Mendes et al. 2020). For example, robots or mobile 
phones with built-in sensors could collect, analyze, and exchange information on 
motions, images, environments, or positions (see Mendes et al. 2020, table 2), allowing 
for targeted pesticide application, mechanical weeding, or vacuuming of pests 
(Sukkarieh 2017). In Brazil, small farmers were assisted via precision agricultural tools. 
It was a low-cost and ubiquitous computing environment that supported farmers in 
inspecting tomato crops and automatically detecting a foliage disease, late blight 
(da Cruz et al. 2015). Moreover, precision irrigation systems reduce energy use and 
nitrogen dioxide (NO2) emissions caused by overwatering, and precision machinery 
reduces NO2 soil emissions by curbing the application of nitrogen fertilizer.

Digital technologies used in livestock production can directly benefit the environ-
ment. More efficient feeding strategies that stem from digital agricultural technology 
can cut feed requirements and reduce livestock’s large indirect land use. Digital tech-
nologies can also address poor animal health, which is estimated to reduce livestock 
production efficiency by up to 33 percent (Deloitte 2017). Through better monitoring 
of animal health, digital technologies boost livestock productivity and reduce global 
GHG emissions per livestock unit (Böttcher et al. 2012). Pastoralist systems also benefit 
from digital technologies that locate grazing grounds and waterholes and limit 
overgrazing.1 

Reductions in GHG emissions also result from dematerializing of products and ser-
vices on- and off-farm, improved coordination of the agrifood system, and greater cus-
tomization of production due to better information flows between producers and 
consumers. Off-farm digital technologies can support the reduction of emissions 
throughout the value chain and, in particular, the distribution processes, including 
more efficient transport, storage, and delivery services. For example, digital technolo-
gies can optimize transportation and logistics by monitoring fuel usage, speed, and loca-
tion, thereby making the entire supply chain more efficient. A better connection between 
supply and demand cuts food loss and waste, as well as the associated carbon footprints, 
through e-commerce and better coordinated food distribution online (El Bilali and 
Allahyari 2018). Better traceability of food from farm to fork can also limit food loss 
throughout the value chain. The World Economic Forum (WEF 2018) estimates that 
blockchain-enabled traceability could reduce food losses by up to 30 million tonnes 
annually if blockchain were to monitor information in half of the world’s supply chains. 
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Off-farm, the enabling effect stems from a greater capacity to use information not 
only to act on preferences but also to create new markets. Digital technologies can 
strengthen the role of certifications and agreements that aim to promote environmen-
tally friendly production practices and waste management. For example, a new wave of 
digital services is seeking to better link food supply with downstream demand and 
throughout the supply chain. Much food waste occurs at the pre-consumer level, and 
software has been developed to target overproduction, spoilage, and waste in kitchens. 
For example, Leanpath, an organization targeting frontline food service workers, has 
proposed an analytics platform that measures waste, values it, and suggests mecha-
nisms for reducing it.2 Other applications link local food distributors to sustainability-
minded consumers who want less food waste in the supply chain. For example, the 
United Kingdom–based application Too Good to Go uses a daily consumer alert for 
products on the verge of being reclassified for disposal.3 So far, the company estimates 
its service has saved over 36,400,000 meals globally and 91,005 tonnes of CO2.

Finally, digital technologies can change the attitudes of food consumers and pro-
ducers and, in doing so, transform the food system. With a greater capacity to monitor, 
showcase impact, and communicate a farmer’s environmental practices, awareness 
grows among all stakeholders about the effects of their behavior. Awareness can then 
trigger systemic change. Because interaction among companies, civil society, and regu-
lators is particularly important for lessening environmental impacts, such data will 
help consumers, regulators, and nongovernmental organizations push for greater 
sustainability.

Urban Centers

In the urban sector, digital technologies show great potential for 
mitigating climate change in areas such as buildings, urban 
planning, and waste management. 

The building and construction sector together account for 
over one-third of total global final energy consumption and 
almost 40 percent of total direct and indirect CO2 emissions (IEA 2021). The 
International Energy Agency (IEA 2017) estimates that by making full use of digitally 
enabled improvements of buildings’ operational efficiency, total energy demand in the 
building sector could be reduced by about 10 percent, compared with IEA’s reference 
scenario from 2017–40 (IEA 2017). The largest potential savings is in heating, cooling, 
and lighting as well as smart energy management (IEA 2018, 2021; WBGU 2019). 
In existing buildings, energy efficiency hinges on the capacity to measure energy con-
sumption and costs. Smart meters can help manage energy consumption, and 
microgrids can improve operations and optimize energy efficiency. Estimates of poten-
tial energy-related emissions reductions are based on the assumption that there are no 
rebound effects from lower costs and improved quality, full automation, and 
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customized household solutions, and that savings are not offset by the rising standby 
consumption of newly deployed digital services (IEA 2017). 

Another way in which digital technologies can help mitigate GHG emissions in 
urban areas is by providing information to support urban planning. Urban planning 
based on real-time data enables a better understanding of the present inefficiencies and 
problems to be prioritized in tackling climate change. Digital tools can help identify 
areas where energy demand can be reduced, such as by finding the optimal locations 
for water features or vegetation to counteract heat islands or reduce the demand for 
cooling in buildings. Sensors and feedback systems can be deployed in parallel to help 
quantify the benefits. Advanced spatial energy planning such as GIS and digital twin 
modeling enables the mapping of potential measures by identifying their benefits and 
impacts prior to implementation. For example, it can help identify where energy effi-
ciency interventions hold the most value. Demand for heating and cooling can be 
mapped, combining weather data with demand data, to identify where efficiency inter-
ventions are needed. Singapore has invested S$73 million in creating a digital replica of 
the entire country. Since its launch in 2017, the “Cooling Singapore” project has been 
tackling the urban heat island effect.

Because urbanization today is characterized by high population density, digital 
technologies can be employed to effectively and sustainably manage resources and 
large amounts of waste (Esmaeilian et al. 2018; WBGU 2019). Technologies can iden-
tify, analyze, and sort municipal solid waste (Ferrari et al. 2020; Genuino et al. 2017) 
and construction debris (Bilal et al. 2016), thereby predicting the need for enhanced, 
location-specific management of large amounts of waste (Adamović et al. 2017). Digital 
technologies could reduce unrecycled solid waste in cities by 10–20 percent per person 
(between 30 and 130 kilograms per person), annually. In particular, digital tracking 
and payment applications for waste disposal could reduce GHG emissions by nearly 
1 percent.

Smart applications for optimizing waste collection routes are also emerging. The 
classic waste collection approach is to empty trash bins once or twice a week in a stan-
dard, repetitive fashion that does not account for the level of usage of the bins. Sensor 
technologies continuously monitor waste bin capacity and provide city planners with 
that information for a more efficient waste management process. In Newcastle-upon-
Tyne in the United Kingdom, IoT sensors in waste receptacles have been connected via 
wireless digital solutions to a waste management planning system, thereby reducing the 
number of trucks needed to collect waste by 50 percent and the amount of CO2 they 
generate by 49 percent. The use of radio frequency identification (RFID) chips in the 
Republic of Korea has supported cities in incentivizing households to reduce waste as 
well as in optimizing waste collection routes. In India, the Mu City Savior application 
enables citizens to report drainage infrastructure problems in real time to inform 
maintenance schedules.
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Treating and pumping water in cities are estimated to contribute 2–3 percent of 
global GHG emissions. Only about 20 percent of all wastewater globally is treated. 
Untreated wastewater released into the environment generates a GHG footprint 
roughly three times that of the GHG footprint when the same wastewater is treated in 
a traditional wastewater treatment plant. Digital technology can be leveraged to help 
ensure the availability and sustainable management of clean water and therefore help 
improve the accessibility, safety, and usability of water resources. Such digital technolo-
gies are typically known as smart water or smart water grids, the internet of water, and 
smart water management.

Smart water management aims to enable the sustainable use of water resources by 
relying on digital technologies to provide real-time, automated data to resolve water 
challenges. Digital technologies can help cities both increase water efficiency and lower 
GHG emissions. Water consumption tracking applications, which pair advanced 
metering with digital feedback messages, could reduce water consumption by nearly 
15 percent in high-income cities with high water consumption. In low-income cities 
with very high leakage, or “nonrevenue water,” applications for detection and control 
could reduce water consumption by nearly 25 percent. Although the effects of digital 
technology on water efficiency are significant, the impact of digital technology on 
GHG emissions in the water sector is less pronounced.  

Challenges to Adoption of Digital Technologies for Climate 
Change Mitigation

As shown across the four sectors considered here, digital technologies can accelerate 
mitigation in many ways. Current estimates point to a potential 20 percent reduction 
in GHG emissions by 2050 in hard-to-abate sectors such as energy, materials, and 
transportation (WEF 2022, based on Accenture analysis); a 6–12 percent reduction by 
2030 in the areas of smart energy, transportation, buildings, and remote work; and an 
additional 1–4 percent in agriculture (Malmodin and Bergmark 2015). However, 
research in this area is scant. Further evidence and multistakeholder engagement are 
needed to reveal the positive and negative effects of digitalization on GHG emissions. 
The European Green Digital Coalition is an example of such efforts.4 A better 
understanding of the magnitude and complexities of decarbonization from 
digitalization is needed to set priorities, to design enabling policies, and ultimately to 
implement high-impact solutions on a large scale.

In addition, quality data are needed to understand sector impacts. Digital solutions 
can enable monitoring and reporting, but methods and data collection need to be more 
consistent. GHG inventories are largely limited to self-reported data. And most actors 
that do report data are disproportionately located in the global North, making it diffi-
cult to obtain a complete picture of sector impact on the global climate, particularly in 
view of the growing contribution of the global South actors to GHG emissions. 
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Meanwhile, GHG emissions are rarely measured directly. They are instead primarily 
estimated using activity data (such as amount of fuel consumed and vehicle miles trav-
eled), which are inherently problematic because not every activity’s impact on climate 
emissions can be accurately quantified. In addition, because data are self-reported and 
calculated from activity data, their accuracy and completeness suffer from numerical 
choices, which can render some things visible but not others. As a result, a GHG inven-
tory does not always provide a complete picture of a sector’s impact on climate change 
(Hsu et al. 2020). 

In addition to bridging the methodological and knowledge gap, the wider adoption 
gaps associated with digital technologies must be overcome. Chief among these are the 
substantial problems of supply and demand affecting the adoption of digital technolo-
gies in LMICs. About 17 percent of the population in the least developed countries still 
do not even have access to a fixed or mobile broadband network (ITU 2023). On the 
demand side, the cost of adoption, limited technological sophistication, and insuffi-
cient incentives to adopt digital technologies are important barriers. In fact, there is a 
sizable uptake gap among individuals. For example, only about half of the population 
in areas of Africa with mobile connectivity actually use the internet. Firms do not make 
full use digital technologies because of the cost of access to devices and connectivity, 
poor access to finance, and limited awareness of the productive potential of technolo-
gies (World Bank 2023). 

For end users, the incentives for adoption of digital technologies are based on 
assessments of costs and benefits. Many factors beyond the digital technology envi-
ronment affect adoption. For example, larger farms benefit from economies at scale 
that lower the unit costs of adopting new digital technologies. Yet for small produc-
ers, who together present immense potential for mitigation, additional support is 
needed, such as matching grants to cofinance equipment purchases or e-vouchers 
to subsidize rentals of machinery. When the use of digital solutions results in lower 
energy costs, the incentives for adoption are greater. However, in many countries 
electricity and fuel costs are subsidized and so do not reflect their true cost. 
Furthermore, there can be a positive correlation between technological sophistica-
tion and the use of energy-efficient technologies, as an analysis of Georgia shows 
(Cirera, Comin, and Cruz 2022). According to the World Bank’s Firm-Level 
Adoption of Technology survey, lack of demand and uncertainty about demand, 
lack of finance, poor infrastructure, lack of capabilities, and government regula-
tions are constraints to the adoption of technology by firms in developing econo-
mies (Cirera, Comin, and Cruz 2022). On the government side, the adoption of 
digital technologies such as smart metering of electricity consumption can bring 
more transparency to the system, thereby reducing the gains for agents that benefit 
from governance gaps with analog technologies. In summary, factors beyond the 
digital technology environment affect adoption.
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Solutions appropriate for local contexts are needed. A strong innovation and start-
up ecosystem for climate solutions and frameworks for allowing access to digital 
 solutions produced internationally would address supply problems. Digital public 
goods and data sharing frameworks are needed to facilitate the development of digital 
solutions—for example, for smart agriculture and mobility. Public goods can also drive 
economies of scale on cloud computing for climate applications across borders. 
However, appropriate rules on cross-border data flows (for personal and nonpersonal 
data) are important. Furthermore, the increasing diffusion of digitally enabled tech-
nologies across sectors poses risks of data privacy breaches and cybersecurity attacks, 
threatening the integrity of digital infrastructure. Early consideration of how to increase 
cyber resilience and the security of the design and management of digitally enabled 
systems is vital to minimize such risks.

Notes

 1. An example is AfriScout in Ethiopia, run by the nongovernmental organization Project Concern 
International, the World Food Programme, and the Ministry of Agriculture. AfriScout provides 
pastoralists with satellite-generated images of water and vegetation every 10 days. For more infor-
mation, visit https://globalcommunities.org/afriscout/.

 2. See Leanpath website, https://www.leanpath.com/about/.
 3. See Too Good to Go website, https://www.toogoodtogo.com/.
 4. See European Green Digital Coalition website, https://www.greendigitalcoalition.eu/.
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5. Digital Technologies 
for Resilience

Introduction

Globally, rising temperatures are already affecting the environment. 
Human society will have to adapt to their effects, which include more 
frequent extreme weather events, weather-related disasters, and ris-
ing sea levels. In 2021, the economic costs of weather- and climate-
related events worldwide totaled US$329 billion, the third-highest 
annual total on record (after adjusting for inflation), trailing only 
2017 and 2005. 

Low- and middle-income countries (LMICs) are particularly vulnerable to the 
effects of climate change. Eight of the 10 countries most affected by extreme weather 
events in 2019 were classified as low- and middle-income. Half were the least- developed 
countries (Reliefweb 2021). Geographically, many LMICs are exposed to the direct 
effects of rising temperatures and flooding because they lie at low elevations and have 
densely populated coastlines. Meanwhile, they have relatively weak physical infrastruc-
ture, which is vulnerable to disasters; their social services are ill-prepared to deal with 
extreme weather events; and many households lack the financial capacity to cope with 
the impacts of such events. 

In recognition that some climate impacts are now unavoidable, countries have 
recently placed a greater emphasis on scaling adaptation efforts. Recovery initiatives 
designed to kickstart economies in the wake of the COVID-19 pandemic offer a unique 
opportunity to secure a green recovery by mainstreaming adaptation into public policy 
initiatives. Although early evidence suggests that progress on the development of 
national adaptation plans (NAPs) has been delayed by the pandemic, particularly 
among the least developed countries, there is ongoing progress on national adaptation 
planning agendas. About 79 percent of all countries have adopted at least one national-
level adaptation planning instrument (such as a plan, strategy, policy, or law), which 
represents a 7 percent increase since 2020 (UNEP 2021). Progress in national-level 
adaptation planning must, however, be scaled up to avoid falling behind climate risks. 
In addition, the focus needs to be shifted from mainly corrective measures to 
prevention.

329 billion
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Low- and middle-income countries are vulnerable to both the long-term climate 
risks and short-term climate shocks. Digital technologies can be part of the solution to 
both sets of problems, as profiled in table 5.1 and discussed in the rest of this chapter. 

Enhancing the Capacity to Adapt to Gradual Climate Impacts 

Effects of Climate Change on Economies at the Household, Sector, and 
Macro Levels 

At the household level, poverty is a core risk factor that increases vulnerability to 
 climate change. Digital connectivity can contribute to equity through poverty reduc-
tion and higher household consumption. Across Africa, third-generation (3G) cover-
age has been linked to a 10 percent reduction in extreme poverty in Senegal (Masaki 
et  al. 2020) and a 4.3 percent reduction in extreme poverty in Nigeria (Bahia et al. 
2020). Digital development can also support socioeconomic development more widely 
by providing access to education, health care, financial services, and information, 
which are fundamental to socioeconomic resilience.

Within sectors, digital technologies are being applied to efforts to mitigate income 
erosion. In agriculture, for example, erratic weather and extreme climate events weaken 
farmers’ livelihoods through loss of productive assets. Digital applications can enable 
smallholders to better manage the impacts of climate change through the provision of 
vital information and financial services. Data-driven agriculture services, for example, 
draw on remote sensing, weather, and farm-level data to monitor agricultural activity 
and enable evidence-based decision-making. 

Agricultural digital financial services enable access to improved, climate-adapted 
technologies and serve as a safety net against income losses stemming from climate-
induced weather patterns. Weather index insurance is an evolving adaptation instrument 
in this area. Agricultural insurance normally relies on direct measurement of the damage 

TABLE 5.1 Examples of Links between Digitalization and Adaptation

Impact Enabler
Long-term 
climate risks

Household resilience. Digitalization to reduce poverty and strengthen socioeconomic 
resilience 

Scalable applications for
•  Public monitoring, 

reporting, decision-making 
• Sectors 
• Disaster risk management 
• Citizen engagement 

Digital skills 
Connectivity and data 
infrastructure
Digital governance and 
safeguards 

Sector adaptation. Digital solutions that help sectors adapt to climate change

Macroresilience. Digitalization to strengthen or diversify economies in response to 
climate change

Climate 
shocks

Disaster preparedness. Digital solutions that build resilience to shocks or monitor weather 

Disaster management. Digitally enabled disaster risk management and early warning 
systems during climate shocks; continuity of business and services 

Disaster recovery. Social protection enabled by digital identification; digital cash transfer 
after climate shocks 

Source: World Bank.
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that each farmer suffers. However, field loss assessment is costly and time-consuming, 
especially when a large number of dispersed farmers cannot afford the inevitable delay in 
payments. Index-based insurance provides a promising alternative because payouts are 
triggered not by observed crop losses, but rather when an index—such as rainfall or 
 average yield—rises above or falls below a prespecified threshold (box 5.1). Insurers can 
automate payouts and make them quickly. This process lowers administrative costs and 
premiums, compared with those associated with conventional crop insurance. 

For many countries, sector adaptation is not enough. Diversification of economies 
toward more climate-resilient sectors is needed as well. The digital sector can diversify the 
economy and reduce dependence on sectors such as agriculture. The arrival of fast-speed 
internet, for example, is having a significant impact on firm productivity, exports, and job 
creation. When fast-speed internet becomes available, the probability that an individual 
is employed increases by up to 13.2 percent, total employment per firm increases by up to 
22 percent, and firm exports nearly quadruple (Hjort and Poulsen 2019).  

LMICs also need to generate and free up resources for climate change adaptation. 
Agriculture, infrastructure, water, and disaster risk management account for 
75 percent of quantified adaptation finance needs (UNEP 2021). Katz and Callorda 
(2018) estimate that a 10 percent increase in mobile broadband penetration is associ-
ated with a 1.8 percent increase in gross domestic product (GDP) in middle-income 
countries and a 2 percent increase in GDP in low-income countries. In addition, a 
1  percentage point increase in adoption of digital technologies is associated with 
growth in labor productivity of 1–2 percent, on average, in several African countries 
(Cirera, Comin, and Cruz 2022). 

BOX 5.1 East Africa’s Index-Based Insurance

The Agriculture and Climate Risk Enterprise (ACRE) is the largest index insurance program in the 
developing world and the largest agricultural insurance program in Sub-Saharan Africa. Farmers 
pay a market premium, and ACRE acts as their intermediary with insurance companies, reinsur-
ers, and distribution channels/aggregators (such as microfinance institutions, agribusinesses, and 
agricultural input suppliers). The insurance premium is incorporated into the price of a bag of 
maize seed. 

Each farm is monitored using satellite imagery for 21 days. If the index is triggered, farm-
ers are automatically paid via the M-Pesa mobile phone platform. The indexes used by ACRE 
for its insurance projects are based on several data sources, including solar-powered automated 
weather stations, satellite rainfall measurements, and government area yield statistics. ACRE has 
200,000 farmer clients in Kenya, Rwanda, and Tanzania. Insured farmers have invested 19 percent 
more in farm productivity than their uninsured neighbors, resulting in earnings 16 percent higher 
than those of the uninsured.

Source: Dinesh et al. 2017.
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Although digitalization is linked to economic resilience and adaptation capacity, 
economic development can exacerbate vulnerability by, for example, driving environ-
mental degradation or deepening inequality. In addition, there is an inherent trade-off 
among economic development, increasing production, and emissions that can exacer-
bate the need for adaptation.

Reporting and Decision-Making

Digital technologies can also help policy makers by providing tools and data to sharpen 
predictions and enhance decision-making. Scientific observations and evidence are essen-
tial for understanding the scale, urgency, and complexity of climate change, as well as assess-
ing the prevailing uncertainties, which, in turn, are the indispensable basis for informed and 
evidence-based policy making (IPCC 2018). For example, data on weather and climate, 
precipitation, pollution, atmospheric composition, ocean parameters, natural resources, 
typhoons, and other natural disasters are allowing researchers and policy makers to better 
understand the causes of climate change and how it has unfolded over time.

Sensors mounted in cameras, drones, and satellites are used for real-time observa-
tion of natural environments and human and animal populations at the local, national, 
and global levels. Digital technologies deployed in radar- and radio-based meteoro-
logical systems and Earth observation satellites make it possible to study climate change 
and its effects at the micro and macro levels. Examples include spotting local hurri-
canes and tracking changes in sea level (ITU 2019; WBGU 2019). Satellite data provide 
authoritative information on more than half of the 50 crucial climate change variables, 
including atmospheric chemical composition and greenhouse gas emissions. Satellites 
are essential for systematic monitoring of changes in ice sheet volumes, sea level rise, 
and pollution and support recovery from major disasters (WBGU 2019; World Bank 
Group, GFDRR, EU, UNDP, and CEOS 2019). Currently, some 162 orbiting satellites 
are measuring indicators related to climate change (Chaturvedi 2020). Digital opera-
tors are also supporting initiatives, such as Argo, to build a real-time, high-resolution 
monitoring system for the world’s oceans.

Measurement and monitoring endeavors increase the demand for analysis of large 
amounts of rapidly generated diverse data. Artificial intelligence (AI) and big data 
innovations are used to analyze, extract, and handle data from data sets that are too 
large or complex for the traditional data processing application software. Thus AI and 
these innovations are critical to understanding the causes of climate change and 
enabling predictive models and adaptation solutions. Although the data and models 
needed to understand climate change have greatly advanced (IPCC 1990), more 
 fine-grained data are needed to assess efforts to adapt to the impacts of climate change. 

Estimates of anthropogenic-induced emissions and drivers are primarily based on 
 climate models, which rely on global Earth observation data derived from ground-
based and satellite measurements. More fine-grained data are also needed to evaluate 
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policy and program performance (Hsu et al. 2020). Using satellites and AI can lower 
costs significantly and expand access to high resolution hazard maps. AI is, for exam-
ple, enabling more affordable data on secondary and tertiary cities on issues such as 
flood risk and heat stress (GFDRR, Deltares, and the University of Toronto 2021). 

Access to even basic climate and water data monitored by national, state, and local 
agencies is a major constraint in improving climate resilience around the world. 
In recent years, there has been an evolution in the ability for data sharing facilitated by 
flexible open copyright arrangements (World Bank 2023). Open application program-
ming interfaces (APIs) and geospatial services using formats such as those developed 
by the Open Geospatial Consortium1 have been important for this development. 

Many countries, such as the United States and Australia, have facilitated in situ 
 monitoring data access for hydrometeorological aspects (ranging from weather and 
flow monitors to reservoir water levels) that have helped spawn a plethora of public 
apps, research, applications, and collaboration. Austria and ESA have developed a 
Green Transition Information Factory that makes earth observation data available for 
diverse climate-related use cases.2 However, in most of the countries (including those 
most vulnerable to climate challenges), well-organized open data services are lacking. 
The situation is even worse in transboundary river basins with a poor history of 
cooperation or constrained institutional capacity. Some of the modern innovative 
Earth observation and global analytics tools are helping interested stakeholders 
transcend this gap, but the quality of these services is often held hostage to the 
availability of critical in situ monitored data for calibration/training/validation. 
Collaboration among stakeholders and innovative business models are needed to 
overcome historical paradigms of data management and facilitate and finance public 
access models. The Digital Public Goods Alliance is one of several efforts to identify 
open data models for climate data (DPGA, ITU, and WMO 2022).3

Managing Climate Shocks with Digital Technologies

Digital infrastructure and applications can build adaptive capacity before, during, and 
after climate shocks.

Disaster Preparedness

Before climate shocks, digital financial and insurance services can serve to identify cli-
mate vulnerable communities and provide a safety net against income loss. For exam-
ple, in Bangladesh, using a combination of early flood warnings and mobile money, the 
UN World Food Programme was able to provide households with US$53 in advance of 
peak flooding in 2020. The program demonstrated that households that received cash 
ahead of a crisis had better childhood food security and were more likely to evacuate 
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and take on less debt. Similarly, the government of the Democratic Republic of Congo 
used satellite imagery of flood-prone areas to identify poor neighborhoods so it could 
roll out mobile payment account registration for cash transfers.

Digital technologies also play an important role in disaster preparedness. Geographic 
information systems (GIS) and, more recently, digital twins (virtual models) generate 
near real-time data that can support advanced flood modeling and simulations to 
enable cities to prepare for climate hazards.

Many big data applications introduced for use in early detection rely on data pas-
sively collected from digital services. Cities are leveraging digital technologies to move 
toward becoming “smart cities” that monitor the condition of their critical infrastructure— 
including roads, communications, power, and buildings—to optimize resources and 
monitor and prevent urban hazards. To better adapt to these types of events, resilient 
cities are using multisource data integration to generate actionable insights. Computer-
aided design (CAD), building information modeling (BIM), geographic information 
systems, and more recently digital twins generate near-real-time data that can be 
streamlined into comprehensive workflows that  generate actionable insights. 

A digital twin is a virtual representation that serves as the real-time digital counter-
part of a physical object or process. By using digital twins, cities receive advanced flood 
modeling and simulation that enable them to better prepare for flood risks. Through 
the integration of technologies such as artificial intelligence, machine learning, and 
software analytics with data, a digital twin creates a simulation model that can 
update alongside or in lieu of a physical counterpart. Digital twins provide compre-
hensive and actionable insights into flood risk assessment and mitigation. Lisbon, 
Portugal, created a digital twin for urban flood simulation that enabled the city to 
 comprehensively model alternative scenarios and develop a plan for several return 
periods (box 5.2). This feature will help Lisbon better manage or even avoid 20 major 
floods over the next century.

Disaster Management

During climate shocks, early warning solutions can be critical to protecting vulnerable 
populations. In 2022, the United Nations set a five-year goal of ensuring that citizens 
worldwide are protected by digital early warning systems against extreme weather and 
climate change. Other digital technologies facilitate access to and sharing of data and 
analytics related to weather and disaster information (Aréstegui 2018). Digital plat-
forms or mobile applications may facilitate cooperation between communities and 
decision-makers when responding to and acting on disasters such as floods (box 5.3) 
by disseminating timely warnings of risks such as via mobile devices or social media 
platforms (Balogun et al. 2019; Brink and Wamsler 2019; Cools, Innocenti, and O’Brien 
2016). Digital systems also allow the continuity of business operations and public 
 service delivery when physical connections are disrupted. 
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Disaster Recovery 

After a climate shock, the availability of digital identification (ID) systems and digital 
financial services can allow rapid, targeted, and effective outreach to affected populations 
through cash transfers and information. Associated with a well-functioning data gover-
nance framework, ID systems can facilitate the safe exchange of data about a person 
across different databases such as social registries (World Bank 2021). Digital identifica-
tion systems allow people to access services and perform transactions remotely and 
securely, without a face-to-face presence, which is especially needed during an emer-
gency when physical interaction is inconvenient or impossible. Thus ID and associated 
foundational systems are critical for efficient social protection efforts after  climate events. 
Other digital systems and applications have also shown to support recovery efforts 
through mobilization of resources and revitalization of affected sectors.

BOX 5.2 Lisbon’s Digital Twin for Flood Resilience 

Rising sea levels and frequent extreme rainfall events have increased Lisbon’s flood risk. Between 
1900 and 2006, Lisbon registered 84 inundations, whereas it had already registered 15 between 
2008 and 2014. The region around Lisbon has been urbanizing rapidly, leading to soil impervious-
ness and more flooding in the region, but the city’s infrastructure has not been adequate enough 
to ensure efficient drainage during extreme storm events. 

In response, Lisbon created a city-scale digital twin for urban flood resilience. The digital 
twin helped the Lisbon city government create a drainage master plan for several return periods 
to better adapt to changing climate conditions and urbanization. It also implemented suitable 
flood protection measures. The plan has enabled the city to shift its strategy from a reactive 
to a proactive approach. This project will enhance the drainage capacity of existing stormwater 
systems, resulting in a new adaptation strategy that will help better manage floods over 100 years 
and save hundreds of millions of euros.
Source: Losier et al. 2019.

BOX 5.3 Digitally Enhanced Flood Management 

Floods are the most common of all natural disasters and one of the most damaging to people, live-
lihoods, and infrastructure (AON 2021). New high-resolution flood hazard and population map ana-
lytics have revealed that about 1.47 billion people globally (almost one in every five persons) may 
be directly exposed to the risk of intense flooding, mostly (92.5 percent) in South and East Asia and 
mostly (89 percent) in low- and middle-income countries. However, of the 132 million estimated to 
live in extreme poverty (that is, on less than US$1.90 a day) and in high flood risk areas, 55 percent 
are in Sub-Saharan Africa (Rentschler and Salhab 2020). Digital technologies have also enabled a 
range of in situ hydrometeorological monitoring sensors, such as for water levels and discharges. 
To digest this type of complex information, cloud analytics have been leveraged to develop opera-
tional products for weather and flood inundation estimates. Finally, to  communicate and crowd-
source information, early warning solutions are leveraging digital  applications and social media.
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Challenges to Adoption of Digital Solutions for Climate 
Change Adaptation

Digital technologies offer opportunities for advancing adaptation, but they are not 
without challenges. The complexity of climate adaptation strategies requires an inter-
disciplinary approach that integrates a systematization of scientific knowledge mea-
sures across sectors. Data collection for tracking climate adaptation progress suffers 
from several overarching challenges.

Low-income countries are data scarce relative to industrialized countries. This can 
lead to poor return on investment from development financing. When resilience efforts, 
for example, rely on outdated or incomplete data, the most vulnerable beneficiaries might 
not be identified. Oftentimes, projects overlook recent informal developments that are 
generally the most climate vulnerable. Empowering local communities with tools for citi-
zen science addresses two key issues: access to scarce data and mobilization of local com-
munities. Digital tools can empower, formalize, and accelerate the work of citizen science 
and local advocacy groups. In South Africa, communities helped document climate-
induced heat stress in informal settlements, which informed interventions (Jones, Gwata, 
and Akoon 2022).

Measuring the performance of adaptation initiatives is difficult because of a lack of 
benchmarks for assessing progress. Monitoring progress on climate action commit-
ments is even more challenging because there is a lack of consistent definitions of adap-
tation activities, baselines, or benchmarks by which to assess progress, coupled with the 
lack of systematic reporting on adaptation progress and insufficiently large-scale data 
by which to assess progress. Establishing a common standard for comparing and mea-
suring adaptation efforts is also difficult because of the different challenges and 
resources that different countries, cities, regions, and companies encounter. 

Leveraging Earth observation (EO) and IoT data collection for climate change 
adaptation will further require technological innovations to store, process, interact, 
and analyze data. Because of the computational complexity of “Big Earth data,” new 
models are required for how users interact and produce information from these new 
data. These models include new storage, processing, and retrieval approaches in order 
to leverage the full information power of the new data that these technologies can 
 generate, thereby broadening the data uptake among users and supporting decision- 
makers with the evidence they require. Interoperability among EO and IoT systems, 
data types, and standards (which currently do not exist) is another challenge that must 
be overcome to effectively make use of the growing pool of EO and IoT data to assess 
climate change outcomes. 

The lack of interoperability and standardization of IoT platforms jeopardizes not 
only the potential for mass data collection but also increases security vulnerabilities. 
Today, more than 300 IoT platforms are on the market, including platforms developed 
by major corporations such as Amazon, Cisco, IBM, Apple, Google, and Microsoft. 
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Differences in each platform’s IoT infrastructure, standards, proprietary protocols, and 
formats create closed ecosystems in which the IoT technology and services of platforms 
are incompatible. The problem of data heterogeneity in climate data is therefore not 
resolved with IoT alone. In addition, the lack of interoperability and standardization 
jeopardizes security because malicious actors can use these software vulnerabilities 
to reverse engineer techniques to control a device. Recently, the European Union tried 
to address the interoperability of IoT technology by proposing policies that attempt to 
standardize IoT technologies. 

Finally, limited digital connectivity is an obstacle to the use of digital technologies 
for adaptation, especially for early warning systems and relief. Most poor populations 
live in rural and sparsely populated areas that lack connectivity. And some of these 
areas are more prone to climate shocks. A recent study of the landslide and riverine 
flooding hazards in Malawi and Ghana, respectively, found that the areas that are home 
to people in the bottom 40 percent of the wealth index are not covered by even second-
generation (2G) mobile networks (Chi et al. 2022).4 In Malawi, important portions of 
areas occupied by the bottom 40 percent and subject to cyclones, riverine flooding, and 
landslide hazards are not digitally connected (map 5.1). In Ghana (map 5.2), limited 
fourth-generation (4G) long-term evolution (LTE) coverage and lack of fifth- generation 
(5G) coverage could prevent the adoption of more data-intensive monitoring and early 
warning and relief systems targeting the most vulnerable populations. Investments that 
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MAP 5.1 Landslide Hazard Areas of Malawi Not Covered by 2G and 3G Mobile Networks 
and Occupied by Bottom 40 Percent of Wealth Index

Source: Oughton et al., 2023.
Note: Red indicates the uncovered bottom 40 percent of the population; black indicates  areas with landslide risks. For more information, see the 
GFDRR website, https://www.gfdrr.org/en.
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close the digital divide (connectivity, devices, and applications) are critical for this pur-
pose. It is however important to plan beyond one-time investments. Oftentimes, proj-
ects fail because recurring costs such as operations and maintenance, skills, and human 
capital are not considered and financed, or because the technology is too complex. The 
default should be projects that leverage open standards, locally available devices, and 
engage local communities in solution development. The Global Facility for Disaster 
Reduction and Recovery (GFDRR) has supported many countries and extracted good 
practices for effective use of technology. However, more knowledge is needed to ensure 
digital development investments systematically support resilience efforts.

Notes

 1. Open Geospatial Consortium website, https://www.ogc.org/.
 2. Green Transition Information Factory, https://gtif.esa.int/.
 3. For more information, also see the World Bank Group’s “Disrupting” HydroInformatics, An 

Interactive E-book. https://spatialagent.org/HydroInformaticsEbook/.
 4. Also see Global Poverty Map, http://www.povertymaps.net/.
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6. Policy Recommendations: 
Coordinated Action for Green 
Digitalization

The Key Principles of Green Digitalization

Governments have a stake in enabling and encouraging the information and communi-
cation technology (ICT) sector and other actors to use the full power of digital 
technology to advance the mitigation of and adaptation to climate change, while 
mitigating the impacts of increased digitalization on the climate. However, governments 
are not alone in pursuing these goals and should coordinate their efforts with the 
private sector, nongovernmental organizations (NGOs), international development 
organizations, financial institutions, and the public at large. The key principles that 
should inform green digitalization strategies are described in the following sections. 

Consider Context 

■■ Consider risk and emissions profiles. Priorities and the scope of feasible 
government policy interventions vary by country. A country’s climate risk profile 
and carbon footprint should guide green digitalization priorities. Low- and 
middle-income countries (LMICs) are particularly exposed to climate change 
and so need to identify cost-effective ways to adapt through digital and other 
means. All countries need to reduce global greenhouse gas (GHG) emissions, 
especially high-emitting countries. And they all should include the ICT sector 
in their mitigation strategies by both reducing emissions from the sector and 
leveraging digital technologies for mitigation. 

■■ Calculate costs and benefits in a local context. Most but not all energy efficiency 
measures and green technology choices are cost-effective. Costs and benefits 
should be assessed considering a country’s development profile and weighed 
against other development priorities, such as digital inclusion. 

■■ Remember that climate tech does not have to be high tech. For artificial intelli-
gence (AI) and other emerging technologies, the rate of technological climate 
innovation is accelerating. However, there is a risk that investments in advanced 
solutions might fail in countries with low digital maturity. As noted in this 
report, simple solutions based on phone messaging services may be the more 
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effective short-term solution while digital foundations are being strengthened. 
At the same time, high-tech and high-performing solutions should be tailored 
to the needs of LMICs—a process that could also be the source of global inspira-
tion. A durable phone should be both affordable and climate-friendly for citizens 
globally. 

Build Foundations for Scale 

■■ Invest in digital enablers and foundations. Promising climate applications are 
emerging and being piloted, but many fail to scale. Often, digital enablers and 
risks are not factored into project plans. To support a green transition, digital 
enablers need to be considered at the project level and digital foundations at the 
national level. Areas for investment include connectivity, digital skills, and safe-
guards, as well as global and local investments in digital public goods requiring 
data access, management, and governance. 

■■ Ensure the resilience of critical digital infrastructure. Climate events inevita-
bly have an impact on digital infrastructure. Nevertheless, governments can 
improve its resilience by incentivizing the adoption of resilient technology 
choices, requiring consideration of climate risks in design/deployment/upgrade 
processes, and ensuring adequate redundancy while maximizing infrastructure 
sharing. Meanwhile, the digital sector is connected with other utility or infra-
structure sectors such as water, transportation, and energy. Disruptions of the 
internet are likely to affect real-time traffic management, while power supply is 
essential for the functioning of the telecommunications network. Therefore, a 
holistic, systemwide view that takes into account the resilience of critical infra-
structure of all kinds is needed in policy design and implementation. 

■■ Reach rural populations to enhance resilience. A key concern is whether digital 
solutions and digital investments reach the people, regions, and countries most 
vulnerable to hazards arising from climate change. Rural areas are a particular 
challenge because population density and connectivity costs reduce commer-
cial viability. Often, climate vulnerability is correlated with other development 
stressors. Strategies to close the digital divide should target population groups 
vulnerable to climate change alongside other priorities. 

Disrupt the Trajectory 

■■ Decouple digitalization from emissions. Because nearly 3 billion people remain 
offline across the globe, fostering digital inclusion is of great importance. 
Investing in digital infrastructure and addressing constraints in accessing and 
using a fast, reliable, safe, and affordable internet provide opportunities for 
countries to accelerate economic growth. The impacts of climate change cannot 
be neglected during digital transformation. As noted in this report, emissions 
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from the sector need to be halved by 2030, calling for both deeper and wider 
mitigation efforts. For example, effective measures need to be mainstreamed 
across countries and stakeholders. All countries should accelerate their adoption 
of smarter, more energy-efficient equipment, devices, and processes; expand the 
use of renewable energy in the ICT sector; and apply digital technologies effec-
tively to reduce GHG emissions from other sectors. Policies are needed across 
the digital value chain, covering networks and devices, data infrastructure, and 
data use for digital applications (see section “Greening along the Digital Value 
Chain”). Meanwhile, new, transformative measures are needed to keep up with 
digital growth. Significant investments in research and innovation are needed 
to rethink digital power sources, durability, battery life, and other mitigation 
drivers. 

■■ Leverage position in the value chain. Because of the global nature of the ICT 
sector, emissions from some parts of the value chain are concentrated in a 
few countries, such as those with digital manufacturing or large data centers. 
This factor naturally shapes the sphere of influence for global stakeholders. 
Governments can influence their own private sector and engage internationally 
to set standards and apply them at home. 

Develop a Twin Transition Policy 

■■ Break policy silos. Green digitalization calls for whole-of-government approaches. 
Digital policies need to be “greened,” and climate policies need to be digitalized. 
Digital ministries must consider national climate risks and ambitions and sup-
port the ICT sector in contributing positively. Climate entities and sector min-
istries should engage digital stakeholders to ensure that digital foundations are 
adequate for climate applications. They may also require capacity building on 
how to apply digital technologies effectively and to recognize digital risks. 

■■ Apply agile regulation principles. The green–digital nexus is uncharted territory 
for most governments. Agile policy principles can help governments create a 
responsive enabling environment for green digitalization. So-called regulatory 
sandboxes and support for innovation test beds can enable novel approaches to 
data use and testing of climate-friendly digital technologies.

■■ Improve data for decision-making. Energy consumption and emissions data 
from the ICT sector are needed to inform policy making. The relevant data 
include breakdowns by different segments and types of emissions to ascertain 
the scale of sector emissions compared with those of the economy, as well as 
trends over time. Efforts to define standard methodologies, obtain data, and 
create confidence in reporting and monitoring have not been as strong in the 
ICT sector as in other sectors, but different standards and initiatives are under 
way, such as those led by the International Telecommunication Union (ITU). 
At the country level, public institutions in some countries (such as France, 
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Rwanda, and Singapore) are beginning to build the frameworks and capacity 
needed to collect this data. 

Change Together 

■■ Engage the private sector. As described in this report, emissions from the 
ICT sector are found across the digital value chain. Thus the full global digi-
tal value chain—from manufacturing to connectivity to production of digital 
services—needs to be engaged. Companies play a key role in green digitaliza-
tion. Multinational digital companies can make a positive climate contribution 
because they have not only a big carbon footprint but also considerable expertise 
in and resources for reducing emissions. Moreover, they have a natural interest in 
reducing energy consumption and associated costs, as demonstrated by changes 
in the telecommunication value chain and data center industry. Many companies 
are partnering in initiatives such as the UN 24/7 Carbon-free Energy Compact, 
Circular Electronics Partnership, and European Green Digital Coalition. 
Standards, certification programs, and measurement practices developed by the 
private sector could inform the design of government interventions for climate 
action in the ICT sector. Digital companies can potentially have a say in spurring 
development of the renewable energy industry in markets where their purchases 
of clean energy can initiate a virtuous circle. Furthermore,  voluntary offsets of 
carbon—backed up by data-driven verification solutions—can generate fund-
ing for renewable energy projects, reforestation, clean cookstoves, and pay-as-
you-go solar, thereby contributing to sustainable development. Governments 
should engage and motivate the private sector by means of policies, enabling 
 infrastructure, and investments in skills, research, and innovation. 

■■ Engage across sectors. The greatest promise of digitalization lies in its decarboniz-
ing potential within and across sectors. But links among sectors also create com-
plex interdependencies. The digital–energy nexus is a case in point. Greening 
the ICT sector requires access to renewable energy, which depends on national 
energy policies and actions. At the same time, the ICT sector is pioneering the 
use of renewables and can drive demand. Governments play an important role 
through their renewable energy policies and investments and by enabling direct 
power purchase agreements by firms.

■■ Engage academia and civil society. In influencing government and the private 
sector and harnessing the power of communities, NGOs and civil society repre-
sent the interests of the general public as it faces the challenges of climate change. 
Academic institutions can play a key role in helping public and private firms 
understand climate change and the role of digital technologies. However, digital 
technologies are not a panacea. As described in this report, some solutions may 
reduce unit-level emissions while boosting overall usage, producing a rebound 
effect. Because these effects are not always foreseeable at the outset, constant 
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attention should be paid to measuring and balancing the climate-friendly effects 
of a given innovation and the possible rebound effects. Substantial research will 
be needed to clarify these relationships and guide climate action. 

■■ Engage citizens. The public has many roles. People are consumers of climate-
friendly products and services. They support climate action initiatives through 
daily practice or political leverage. To the extent that they understand the overall 
challenges and options of climate change, they can take the opportunity at work 
and in other areas of daily life to use green digital tools to advance climate goals. 
Digital platforms are an important avenue for educating and engaging citizens 
in climate action and for enhancing accountability and trust in government cli-
mate action. Citizens also need to be engaged in reducing the carbon footprint of 
the ICT sector. Data centers and AI algorithms can be energy-intensive, but the 
same is also true of the millions of emails, video calls, and bytes of stored data—
and of the production of the millions of devices used every day globally. Greening 
digital requires big and small actions across multiple stakeholders, including 
 individual users. Sensitization and incentives will be needed from government, as 
well as adequate infrastructure to support more climate-friendly behavior. 

Greening along the Digital Value Chain 

Along the digital value chain, telecom networks, digital devices, and data centers each 
contribute to about a third of the carbon footprint of the telecom sector. Nevertheless, 
they possess different characteristics and challenges, requiring targeted policy 
interventions. 

Telecom Networks

To decarbonize telecom networks, governments can create an enabling environment 
for access to renewable energy and boost energy efficiency through incentives, stan-
dards, and monitoring. Telecom networks also need to be protected from climate risks. 
Specifically:

■■ Governments have an important role to play in eliminating barriers to the use 
of renewable energy by telecom operators. This role includes enabling power 
purchase agreements and allowing the self-provision of electricity. Operation of 
telecom energy services companies (TESCOs) that can also power minigrids is 
another alternative. This is particularly important for off-grid areas and where 
fossil fuels dominate the electricity system. 

■■ Governments can also establish mechanisms to incentivize energy efficiency and effi-
cient network deployment. In many countries where (passive or active) infrastruc-
ture sharing is desirable, frameworks are still ineffective. Governments could help 
revise these frameworks and implement them more proactively. Dig-once policies 
and mutualization rules can be useful to boost efficiency in network deployment, 
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including through collaboration across sectors. For both mechanisms, competition 
should be considered to, for example, avoid barriers to new entrants. 

■■ Consideration of climate and environmental factors is an option when awarding 
licenses and granting state aid and for the operation of partially or fully state-
owned digital infrastructure. Countries are also considering setting standards for 
network deployment to ensure energy efficiency and sustainability. Supporting 
the inclusion of green considerations in universal service funds is a cost-effective 
way to ensure greener network expansion. Governments could also ensure that 
requirements for low-carbon and resilient connectivity are embedded in public-
private partnerships. In areas with poor or no grid connectivity, governments 
could support the use of off-grid renewable energy.

■■ In countries exposed to climate hazards, governments should support the 
deployment of resilient infrastructure to connect areas at risk and provide 
redundancy. They could also set up funds to plug gaps in investments in ensur-
ing redundancy for resilience. Moreover, emergency and preparedness plans are 
needed for critical digital infrastructure to enable quick recovery of services and 
prioritization of critical communications and services in the wake of a climate 
event. Advanced technologies such as artificial intelligence can be leveraged to 
monitor, prepare for, and respond to climate shocks that can affect digital infra-
structure. The use of basic digital connectivity (such as 2G+ mobile networks 
for early warning systems and mobility data analysis) should be integrated into 
disaster risk management plans. In the European Union, operators are mandated 
by law to push emergency warnings through telecom networks. Governments 
could also update spectrum management to allow for reliable postdisaster con-
nectivity and emergency communications. 

Data Infrastructure 

As the use of digital applications expands, the capacity and energy consumption of data 
centers are expected to grow. To decouple data infrastructure from energy consump-
tion and emissions, wider use of renewable energy, greater energy efficiency, and lower 
energy consumption from data center cooling are all essential. Specifically:

■■ Global players in the data center realm have committed to important emis-
sions targets, in some cases making access to renewable energy a precondi-
tion for investment. Reporting methods and purchase of carbon credits to 
offset emissions have, however, been subject to discussion. Governments 
should enable and incentivize carbon reductions within the corporate value 
chain and encourage not only global companies but also small and large local 
players to participate. 

■■ Standards and certification schemes that fit local needs need to be developed 
and supported, and they can engage the private sector. As noted in this report, 
a  growing number of countries are already doing this. Governments can use 
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international standards as a benchmark for the development of data infrastruc-
ture and adjust them to local conditions.

■■ The government, as a user and regulator of data infrastructure, also has a role 
in considering emissions and resilience in public procurement, choosing green 
options when feasible for data storage and computing. 

■■ Data centers should be considered critical infrastructure and the appropriate 
measures taken to mitigate climate risks. Adaptation strategies can cover site 
selection, design and building construction, operation, risk management, and 
recovery. The additional capital costs of integrating resilience must be weighed 
against the benefits of avoiding service interruption and data losses. Public sec-
tor oversight may be needed to avoid underinvestment in resilience that may 
lead to interruptions in service that affect individuals who are not protected by 
stringent service agreements. The availability of detailed data on climate hazards 
as a public good can facilitate risk assessment and due diligence for both the 
public and private sector. 

Digital Devices

A range of policy instruments could be conducive to minimizing carbon dioxide emis-
sions linked to the manufacture, use, and disposal of digital devices, targeting both the 
supply and demand sides. Specifically:

■■ On the supply side, governments can promote the manufacture of durable and 
repairable devices, e-waste management, energy efficiency, and ecodesign. 
Examples include imposing mandatory standards on higher recycling rates 
for digital devices. Research and development on the increased modularity, 
 repairability, and recyclability of technological components can also help prolong 
the lifetime of digital devices. Labels and certificates could promote responsible 
and sustainable design. The manufacture of digital devices tends to be concen-
trated in a few countries. Adoption of global green standards for manufacturing 
should be encouraged in those countries. 

■■ On the demand side, for users of digital devices it is important to increase the trans-
parency of individual users’ digital carbon footprints to mitigate a rebound effect. 
Information campaigns to promote shifts from a throwaway mentality to a recycling 
mentality among public and private sector consumers have been found to be effec-
tive. Extended producer responsibility and clean information technology labels for 
sustainable ICT products may also allow for more informed consumer choices. 

Data and Applications

A sound data ecosystem is needed to support digital applications for climate action. 
Appropriate investments and regulations will enable good use of data for informed 
policy decisions and monitoring, innovation to address local climate challenges, and 
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adoption of pro-climate digital technologies across sectors. Examples include the 
following: 

■■ A commitment to open-access climate data is among the first steps to making 
informed policy decisions and developing digital solutions to combat climate 
change. Weather, climate, and hydrological data, as well as outputs from climate 
modeling, should be made available to all countries on a free, unrestricted basis 
whenever possible, building on public-private partnerships. Governments can 
adopt open-data laws to establish ex ante responsibility for the disclosure of pub-
lic data and standards to facilitate use and accessibility. Adoption of an open 
licensing regime, such as a Creative Commons License, maximizes the benefits 
of making data available. For the private sector, voluntary licensing on fair, rea-
sonable, and nondiscriminatory terms helps promote data sharing by encourag-
ing companies and patent holders to share technology and data. Access to data 
to develop new digital solutions, train algorithms, and test products is central to 
generating a green digital innovation ecosystem.

■■ Data interoperability is essential in facilitating the use of data among stakehold-
ers at the local, regional, and global levels. Data sharing within ecosystems is 
critical for solutions such as efficient logistics chains, urban transportation sys-
tems, and smart grids. 

■■ Safeguards are important. A secure, trusted environment is needed so that coun-
tries are able to apply advanced digital technology to address climate change, 
while also avoiding the risks associated with digital technologies. A lack of 
cybersecurity may deter people and enterprises from using digital technologies. 
Cybersecurity risks expand exponentially with the use of IoT, putting whole 
industries at risk. A robust data governance framework that enables data use and 
reuse while safeguarding the rights and personal information of data subjects 
promotes trust in digital solutions. 

■■ Efficient data governance across digital solutions and platforms cannot be real-
ized without enhanced digital literacy and skills among the public. The situation 
may be worse in LMICs where literacy rates are low. Better  digital skills are also 
needed within businesses and government institutions to make informed deci-
sions about leveraging digital solutions for climate action. 

Governments, private companies, the broad community of nongovernment and sci-
entific organizations, and the public at large share the burden and challenge of climate 
action. Emissions from the ICT sector value chain are concentrated in countries where 
digital manufacturing takes place or large data centers operate. This naturally shapes 
the sphere of influence for global stakeholders. Governments can influence their pri-
vate sector and engage internationally to set standards, and the private sector can shape 
its value chain (table 6.1).
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TABLE 6.1 Actions to Be Pursued by Stakeholders along the Digital Value Chain 

Digital connectivity Data infrastructure Data use for digital 
applications

Devices 

International Devise energy efficiency 
and ecodesign standards 
for devices and 
equipment.

Develop a methodology 
and indicators to calculate 
digital emissions and 
energy efficiency. 

Converge standards 
and definitions of 
climate-friendly data 
infrastructure. 

Create certification 
programs for green data 
centers.

Enable trusted cross-
border data flows to 
support data sharing, 
including interoperability 
of data protection 
frameworks for global and 
regional digital solutions.

Establish global platforms 
to share climate data.

Establish global 
standards to promote the 
manufacture of durable and 
repairable devices, e-waste 
management, energy 
efficiency, and ecodesign.

National Set policy targets at the country level and provide methodological guidance for measurement. 

Facilitate access to renewable energy and integration of renewable energy into the digital value chain.

Draft rules for 
infrastructure sharing; 
pro-climate spectrum 
management; public-
private partnerships and 
public investments with 
green requirements; and 
mechanisms for e-waste 
management, recycling, 
and repairability of 
devices.

Provide guidance on 
standards and certification 
mechanisms and 
transparency.

Promote green 
procurement of data 
center equipment and 
cloud services.

Draft rules for data 
protection, data sharing, 
and cybersecurity. 

Provide incentives for 
the adoption of digital 
technology across sectors.

Pursue policies to boost 
green digital innovation.

Establish artificial 
intelligence (AI) principles 
and rules.

Create data-sharing 
platforms to facilitate 
the exchange of climate 
information for monitoring, 
preparedness, and 
responses.

Draft standards for higher 
recycling rates for digital 
devices.

Provide research 
and development 
support for increased 
modularity, repairability, 
and recyclability of 
technological components.

Digital 
companies

Adopt net zero 
commitments to energy-
efficient equipment, 
renewable energy, and 
carbon offsets; the 
repurposing and reuse 
of decommissioned 
infrastructure; and the 
circular economy approach 
for devices.

Adopt transparency 
on emissions for 
governments, investors, 
and consumers.

Adopt climate-resilient 
infrastructure to ensure 
fulfillment of service-level 
agreements, including for 
retail markets.

Adopt net zero 
commitments to energy-
efficient equipment 
and cooling systems, 
renewable energy, carbon 
offsets, and appropriate 
equipment management.

Adopt transparency on 
emissions.

Adopt climate-resilient 
infrastructure to ensure 
fulfillment of service-level 
agreements.

Limit spurious 
data analysis and 
computational capacity for 
blockchain and AI.

Share essential climate 
data for compliance, 
preparedness, and 
responses.

Extend producer 
responsibility.

Launch information 
campaigns to enhance 
customer awareness. 

Source: World Bank.
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The Way Forward 

The global community must undertake important tasks to achieve green digitalization. 
The ICT sector lags other sectors when it comes to understanding the links with 
 climate change. Despite digitalizing rapidly, few countries are able to report emissions 
from the ICT sector. Stronger methodologies and country-level capacity are needed. In 
the data center industry, efforts toward greening are common, but internationally 
 recognized standards are lacking. Examples of country-level or regional codes of con-
duct are emerging, and these are important for setting a common direction. For cross-
sectoral technologies, the focus is moving from uncritical optimism to tough but 
necessary exploration of the positive and negative drivers of emissions. Multistakeholder 
partnerships are leading the way, and these will be critical in determining which solu-
tions and approaches deserve to be scaled up through investments.

Financing investments in low-carbon and resilient digital technologies, especially 
where ability to pay is limited, is a pressing topic. The adoption of digital technologies 
in climate change strategies will require significant investments in networks, devices, 
applications, capabilities, and services. An estimated US$428 billion is needed to 
achieve universal coverage of a minimum level of quality broadband, calling for a new 
mindset when allocating climate financing. Currently, the ICT sector is largely ignored 
in climate financing. There is no direct investment in digital infrastructure among mul-
tilateral climate funds such as the Green Climate Fund and the Global Environment 
Facility. Similarly, the power of digital platforms and transparency should be leveraged 
to improve the climate financing landscape. 

The international community, including development banks, has a role to play in 
facilitating financing resources. Private sector funding is essential in filling in the 
financing gap. Some of those investments will have to be cofinanced by the public sec-
tor through investment in sustainable and resilient infrastructure. Meanwhile, domes-
tic digital ecosystems would benefit from access to venture capital as well as government 
financing facilities and services (such as incubation and acceleration programs). 
Approaches must be designed to avoid crowding out private investors and to make 
public investments effective and efficient. 

This report is the first by the World Bank to address the relationship between 
 digitalization and climate change with the aim of providing policy makers in low- and 
middle-income countries with information about the opportunities and risks dig-
italization can bring to combating climate change. The World Bank Climate and 
Digital Business line helps countries translate green digital ambitions into effective 
policies, investments, and innovations. This includes offering practitioners guidance 
material related to climate proofing digital infrastructure, greening data infrastruc-
ture, and greening telecom networks. However, more action is needed. The World 
Bank  welcomes cross-sectoral collaboration and partnerships to move this important 
agenda forward. 
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Appendix. Nationally Determined 
Contributions

For this report, an analysis was conducted of the Nationally Determined Contributions 
(NDCs) submitted by 199 countries (tables A.1 and A.2) to the United Nations 
Framework Convention on Climate Change (UNFCCC 2022). Countries were selected 
from the Energy and Climate Intelligence Unit’s Net Zero Tracker,1 which is an effort to 
increase the transparency and accountability of the net zero targets of states and regions, 
countries, cities, and companies. This analysis covered the general technologies 
(table A.3) and digital technologies (table A.4) mentioned in both adaptation and 
 mitigation actions in the submitted NDCs. Also covered was an analysis of the sectors 
that countries have prioritized for climate action.

TABLE A.1 Number of Countries and Economies in Analysis, by Income Level

Income group Number
Low-income 27

Lower-middle-income 55

Upper-middle-income 56

High-income 59

Unclassifieda 2

Total 199

Source: World Bank.
a. “Unclassified” refers to Niue and the European Union. European Union countries submitted one Nationally Determined Contribution. 
The income group classification is based on the World Bank’s 2019–20 income group classification (World Bank 2019).

TABLE A.2 Countries and Economies Included in Analysis, by Country or Economy Income Group

Low-income Lower-middle-income Upper-middle-income High-income
Afghanistan Algeria Albania Andorra 

Burkina Faso Angola American Samoa Antigua and Barbuda

Burundi Bangladesh Argentina Australia

Central African Republic Benin Armenia Austria

Chad Bhutan Azerbaijan Bahamas, The Bahrain

Congo, Dem. Rep. Bolivia Belarus Barbados

(Table continues on the following page)
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TABLE A.2 Countries and Economies Included in Analysis, by Country or Economy Income 
Group (continued)

Low-income Lower-middle-income Upper-middle-income High-income
Congo, Rep. Cabo Verde Belize Belgium

Eritrea Cambodia Bosnia and Herzegovina Bermuda

Ethiopia Cameroon Botswana Brunei

Gambia, The Comoros Brazil Canada

Guinea Côte d’Ivoire Bulgaria Cayman Islands

Guinea-Bissau Djibouti China

Korea, Dem. People’s 
Rep.

Egypt, Arab Rep. Colombia

Liberia El Salvador Costa Rica Chile

Madagascar Eswatini Cuba Croatia

Cyprus

Czech Republic

Malawi Ghana Dominica Denmark 

Mali Haiti Dominican Republic Estonia 

Mozambique Honduras Ecuador European Union 

Niger India Equatorial Guinea Finland

Indonesia Fiji France

Rwanda Iran, Islamic Rep. Gabon Germany

Sierra Leone Kenya Georgia Greece

Somalia Kiribati Grenada Hungary

South Sudan Kyrgyz Republic Guatemala Iceland

Sudan Lao PDR Guyana Ireland

Syrian Arab Republic Lebanon Iraq Israel 

Togo Lesotho Jamaica Italy

Uganda Mauritania Jordan Japan

Korea, Rep.

Yemen, Rep. Micronesia, Fed. Sts. Kazakhstan Kuwait

Zambia Mongolia Kosovo Liechtenstein

Morocco Libya Lithuania

Myanmar Luxembourg

Nepal Malaysia Malta

Nicaragua Maldives Monaco

Nigeria Marshall Islands Nauru

Pakistan Mauritius Netherlands

Mexico New Zealand

Papua New Guinea Moldova Norway

Philippines Montenegro Oman 

Samoa Namibia Panama

São Tomé and Príncipe Niue Poland

(Table continues on the following page)
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TABLE A.2 Countries and Economies Included in Analysis, by Country or Economy Income 
Group (continued)

Low-income Lower-middle-income Upper-middle-income High-income
Senegal North Macedonia Portugal 

Solomon Islands Palau Qatar

Sri Lanka Paraguay

Tajikistan Peru Romania

Tanzania Russian Federation

Timor-Leste Serbia San Marino 

Tunisia South Africa Saudi Arabia

Ukraine St. Lucia Seychelles

Uzbekistan St. Vincent and the Grenadines Singapore

Vanuatu Suriname Slovak Republic 

Viet Nam Switzerland Slovenia 

West Bank and Gaza Thailand Spain

St. Kitts and Nevis 

Zimbabwe Tonga Sweden 

Türkiye

Turkmenistan Trinidad and Tobago 

Tuvalu United Arab Emirates

United Kingdom 

Sources: Nationally Determined Contributions Registry, United Nations, New York, https://unfccc.int/NDCREG, October 2022; Energy 
and Climate Intelligence Unit, United Kingdom.

TABLE A.3 Classification of General Technologies Considered in Analysis, 
by Mitigation and Adaptation

Mitigation Adaptation 
Renewable energy Smart agriculture

Clean energy Technologies for climate-resilient infrastructure

E-mobility/electric vehicles Desalination technologies

Energy conversion technologies (waste to energy) Early warning systems

Digitalization of processes and services Disruptive technology use for adaptation (artificial 
intelligence, Internet of Things, drones)

Greenhouse gas emissions monitoring and verification 
systems

Software for data collection, verification, and monitoring for 
adaptation

Carbon trading Capacity building in innovative climate technologies

Zero and low emissions technologies Nature-based solutions

Energy-efficient technologies Geographic information systems, remote sensing, satellites 
for mapping, and so forth

Smart grids

Source: World Bank.
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TABLE A.4 Classification of Digital Technologies Considered in Analysis, by Adaptation 
and Mitigation

Digital mitigation Digital adaptation 
Energy-efficient technologies (smart grids, smart 
buildings, smart agriculture)

Smart agriculture

Greenhouse gas emissions monitoring and verification 
systems

Early warning systems

Transport management systems Databases and systems for collection, verification, and 
monitoring of forestry, water, coastal zone, and climate 
change data

Satellite imagery for emissions reduction monitoring Geographic information systems, satellites for mapping, 
and so forth

Information and communication technology for 
mitigation measures

hydrometeorological monitoring systems

Information and communication technology for adaptation 
measures

Source: World Bank.

Of the 199 countries analyzed, 83 percent mentioned mitigation technologies in 
their NDCs, and 62 percent mentioned adaptation technologies (table A.5). Forty-five 
percent of countries noted they relied on one or more digital technologies for mitiga-
tion, and 53  percent of countries relied on one or more digital technologies for 
adaptation.

In table A.6, general and digital mitigation and adaptation technologies are broken 
down by country income group for the 199 countries in the analysis.

Table A.7 shows the priority sectors for mitigation and adaptation in countries in 
the analysis, classified by income group. 

TABLE A.5 Number of Mentions of Mitigation and Adaptation Technologies 
(General and Digital) in Nationally Determined Contributions and Percentage of Countries 
Mentioning Technologies

Mitigation Adaptation 
Total mentions of mitigation technologies 165 Total mentions of adaptation technologies 124

Percent of countries mentioning mitigation 
technologies 

83% Percent of countries mentioning adaptation 
technologies 

62%

Total mentions of digital technologies for 
mitigation

89 Total mentions of digital technologies for 
adaptation

105

Percent of countries mentioning digital 
technologies for mitigation 

45% Percent of countries mentioning digital 
technologies for adaptation 

53%

Source: World Bank.
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TABLE A.6 General and Digital Mitigation and Adaptation Technologies Mentioned in 
Nationally Determined Contributions, by Country Income Level

Low-income Lower-middle-
income

Upper-middle-
income

High-income

Mitigation technologies 23 45 46 51

No mitigation technologies 4 10 10 8

Digital technologies for mitigation 14 26 22 27

Adaptation technologies 22 40 38 24

No adaptation technologies 5 15 18 25

Digital technologies for adaptation 20 39 30 15

Source: World Bank.
Note: Table shows the number of countries.

TABLE A.7 Priority Sectors for Mitigation and Adaptation, by Country Income Group 

Mitigation

Energy Industry Agriculture Land use, 
land use 
change, 

and 
forestry 

Waste 
manage-

ment

Transport Cross-
cutting

Other

Low-income 28 17 23 25 24 18 6 2

Lower-middle-
income

52 40 47 44 46 42 12 14

Upper-middle-
income

50 28 36 41 43 39 11 8

High-income 54 46 46 44 45 49 33 7

Adaptation

Energy Industrial 
processes 

and product 
use 

Agriculture Land use, 
land use 
change, 

and 
forestry 

Waste 
manage-

ment

Transport Urban Other

Low-income 22 3 28 23 13 12 6 13

Lower-middle-
income

34 9 50 43 26 26 29 44

Upper-middle-
income

23 8 38 29 14 19 26 33

High-income 42 43 43 44 41 39 15 9

Source: World Bank.
Note: Table shows the number of countries.

Advance Edition



136

Green Digital Transformation

Note

1. Net Zero Tracker (dashboard), Energy and Climate Intelligence Unit (UK), https://zerotracker 
.net/, 2022. 
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Climate change is unfolding amid the greatest information and 
communication revolution in human history. From e-commerce and 

social media to smart manufacturing and precision farming, digital 
technologies have become prevalent in all aspects of economic and 
social life. 

Digital technologies also have the potential to shape climate change 
action. Green digital transformation can help countries adapt effectively 
to the impacts of climate change and create greener growth pathways. 
Doing this means combining a focus on digital transformation and 
inclusion with a strategic and sustainable use of digital technologies  
to address climate change.

Green Digital Transformation: How to Sustainably Close the Digital 
Divide and Harness Digital Tools for Climate Action illuminates the 
channels through which digital technologies intersect with climate 
change, and it proposes a path to low-emissions applications of digital 
technologies to help countries mitigate and adapt to climate change.
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